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Introduction to the Draft Email Management Guidelines 
References
Name: Email Management Guidelines
Category: Guideline
Approving Authority: Library and Archives Canada
Maintenance Agency: Library and Archives Canada
Cross index 
(Documents containing related legislation, policy, directive and standards - Government of Canada Sources	, Other Sources	)
Mapping of Legislation and Policy to the Framework for the Management of Information
Life Cycle-Related Legislation and Policy
Legislation and Policies
Create
Capture
Organize
Use
Disseminate
Maintain and Preserve
Dispose
Access to Information Act & Regulations
X
X
X
X
Access to Information Policy
X
X
X
X
Auditor General Act

X


Canada Evidence Act
X
X
X

Canadian Charter of Rights and Freedoms

X


Canadian Security Intelligence Act
X
X
X

Common Services Policy
X
X


Communications Policy
X
X
X
X
Copyright Act


X

Crown Liability and Proceedings Act


X

Directive on Information Management Roles and Responsibilities
X
X
X
X
Electronic Authorization and Authentication Policy


X

Emergency Preparedness Act


X

Evaluation Policy


X

Financial Administration Act
X
X
X

Government PKI Policy


X

Government Security Policy

X
X

Library and Archives Canada Act
X
X
X
X
Official Languages Act

X


Personal Information Protection and Electronic Documents Act
X
X
X
X
Policy on Information Management
X
X
X
X
Policy on Learning, Training and Development




Policy on Management of Information Technology
X

X

Policy on the Use of Electronic Networks

X
X

Privacy Act & Regulations
X
X
X
X
Privacy and Data Protection Policy
X
X
X

Privacy Impact Assessment Policy
X
X
X
X
Project Management Policy

X


Public Service Employment Act

X


Risk Management Policy


X

Security of Information Act


X

Statistics Act
X
X
X

(Source: www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg09_e.asp)

Guidelines
You are about to read a document that contains Email Management Guidelines, and a number of related recommendations for the management of email in the Government of Canada. Each of the guidelines includes one or more recommendations that provide direction to achieve the desired outcome. 
These Email Management Guidelines and related recommendations are not mandatory, but are presented as an authority or reference of excellence. 

Why do these Guidelines apply to everyone? 
In accordance with the Policy on Information Management, federal government institutions (institutions) are obligated to collect, create, receive and capture all business related records including email messages (email) that contains corporate memory information or data used to make a decision or to initiate an action. The Policy on Information Management and the Directive on Information Management Roles and Responsibilities defines specific responsibilities for all government employees.
The deputy head is accountable to his or her minister and to the Treasury Board for effective and well-coordinated information management throughout his or her department. Every government employee, without exception, has a role to play in the management of email.
To work effectively, the Email Management Guidelines must pertain to human processes as much as to machine processes. In simple terms, machines are incapable of making all of the decisions involved in managing email. 
Institution executives will find guidance to help them ensure their organization’s programs and services integrate information management requirements into development, implementation, evaluation, and reporting activities.
Information technology specialists may expect this document to provide them with benchmarks and guidance related to the configuration and operation of computer or network hardware and software that support email. 
Information management specialists will find guidance related to management of email from creation and receipt through classification, storage and retrieval, and eventual disposition.
Non-technical employees, contractors and other users of email will find non-technical elements of these guidelines and the related recommendations that must be taken into account every time they use their email.
Therefore, these Email Management Guidelines are addressed to a broad audience:
	Executives

Managers
Information management (IM) professionals
Information technology (IT) professionals
Users of email
All of these individuals, with various levels of business knowledge, technical competence and organizational authority have different roles to play. Indeed some may have more than one role to play. For example, the executive and the IT professional each wear two hats: one is a business specialist, the other is a technology expert, – but, what they have in common with each other, and with everyone else in their organization, is that both are also email users. 

What is the expected outcome?
It is widely recognized that it is impossible to manage email in a completely centralized fashion. In essence, the process of managing email begins with users, at their own desktops, making decisions, every day, about what email messages to delete, which ones to keep, and where to file them. 
The guidelines and recommendations in this document will provide procedures to ensure that the right information is stored in the right place, at the right time, and for an appropriate length of time. Note that this document does not prescribe the retention period for email. Indeed retention schedules vary depending on the subject and or function of the email message, as determined by individual institutions, in accordance with applicable legislation and business requirements. 
To ensure that users are properly informed on how to manage incoming and outgoing email, executives and managers will have additional explicit recommendations for the training of staff and for compliance. 
The technical procedures described in this document apply to specialists in information technology (IT) and information management (IM) who will be involved in setting up the appropriate technological infrastructure.
In some cases, recommendations under these guidelines will apply to just one of the aforementioned groups. In other cases, the recommendations will apply to more than one group. Where more than one group is involved, they may have different roles in applying the guidelines and, if so, their respective roles will be specified.

Why is email management so important?
Simply put, email is used extensively for management decision making, to assign tasks, to provide progress reports, to confirm transactions, and for many other purposes related to the business of government. Messages pertaining to the business of the government are records and, as such, must be preserved for a prescribed period of time or kept permanently, in accordance with policy and legislation. While some types of information must be preserved for a minimum period of time, other types are subject to maximum retention periods, after which they must be disposed of, by law. 
It is currently estimated the average government employee receives and creates at least 50 emails each day (50 email/day for 200 working days is 10,000 email/year). For a government department of 5,000 employees this equates to more than 50,000,000 emails per year. The full public service has exceeded 350,000 employees for the past 5 years and this suggests all government employees could be processing up to 3,500,000,000 emails/year. This volume of email applies significant pressure on server storage capacities due to the data size of email and its attachments. Of even greater importance is the fact that email is now one of the primary decision making channels in government and, in the interests of accountability, these records must be carefully and efficiently managed, to ensure that they are appropriately classified (filed) and stored, and that they are retrievable when needed, for the duration of their retention period.
Library and Archives Canada
Every year in support of its policies, programs and services, the Government of Canada creates and manages records in a variety of recording media, increasingly in electronic form. Ranging from correspondence, policy statements, agreements, research reports, operational files, contracts, deeds, leases, surveys and service transactions to statistical data, photographs, architectural drawings, plans, maps and audio-visual and sound recordings. These records are critical: 
	to the efficient administration of government as it conducts business and the affairs of state on behalf of Canadians; 
	to the capacity of citizens to hold government accountable for its decisions and actions in our democratic society; and to 
	the preservation of knowledge about our national history and collective memory for the benefit and use of future generations.


(Source: http://www.collectionscanada.ca/information-management/0620_e.html)

Areas not covered by these Guidelines
Net lists, news groups, distribution lists and calendars are aspects of email management that are not considered in these guidelines. This is not to suggest that these issues are unimportant or that they should not be dealt with in future, but these topics are not within the scope of this version of the Email Management Guidelines - Roadmap.

Roadmap to meeting the Guidelines
This Email Management Guidelines Roadmap document sets out the guidelines, and provides a rationale and achievement benchmarks for each of them. Whereas all guidelines and related recommendations must be considered by an organization, some guidelines and recommendations may require interpretation in the light of the organization’s mandate and business requirements. 
Thus, each of the guidelines and each recommendation may require a policy decision and policy statement from the senior management of a institution. The purpose of the roadmap document is to simplify the drafting of such a policy document by providing sample text for policies pertaining to each of the guidelines and each recommended action. The introductory remarks to the institution’s Email Management Policy should make it clear why the institution has developed an email management policy and what the benefits will be to the institution and individuals through adopting the policy. A sample introduction is provided below.
Introduction to email management policy
Sample Policy Statement 
The (name of institution) has adopted the following policy for the management of email records and information. 
The use of email in government and industry has grown to unforeseen proportions. By conservative estimates, the employees of the government of Canada process over three billion email messages per year, and that number has been steadily increasing. It is no surprise that email is now one of the most challenging aspects of information management in the Government of Canada. Email messages and their attachments often contain information pertinent to a decision or an action. In other instances, they may represent a form of notice or a record of an agreement or transaction. In such cases, the email messages are likely to be considered records of the Government of Canada, and as such, must be retained for an appropriate period of time – and, in some cases, permanently.
Records of decisions, actions, agreements and transactions are among the records that must be preserved, in a democratic society to ensure the accountability of government to its citizens. Since email is now used so widely, it has now become a common type of evidence requested in legal proceedings and audits. Therefore, it is essential that email messages be appropriately classified, filed and preserved, so that they can be found when needed, and so that their authenticity, integrity and reliability can be proven.
There are many risks associated with the improper use or management of email. 
	Crucial records or information may be very difficult and costly to find  (or impossible to find)

If email evidence must be produced, it may be difficult to establish that it is authentic and/or reliable
	Informal messages may be taken as formal commitments
Unprotected messages may be divulged to parties other than the intended recipient
It may be difficult to find records when there is a legal obligation to dispose of them
To address these challenges, the Government of Canada recommends Email Management Guidelines for management of email messages, metadata and attachments, which are consistent with current legislation, policies and other related standards and guidelines. Institutions are permitted to provide interpretation and guidance so that the guidelines and recommendations are applied in a manner that takes into account their respective mandate, missions, and circumstances.
The mandate of (name of institution) is (cite the mandate).
The mission of (name of institution) is (cite the mission).
Official records and information communicated through the email system of (name of institution)  must be identified, managed, protected, and retained for as long as is needed for ongoing operations, audits, legal proceedings, research, or any other anticipated purpose. 
This policy is intended to inform employees at all levels of the institution including executives, managers, information management specialists, information technology specialists (including network administrators), operation managers and users (including employees, contractors and other users) about their roles in using, managing, and retaining email.

E-information Life Cycle
In these Email Management Guidelines, recommendations are focused on the electronic information (e-information) life cycle phases. For reference, the Information Management Life Cycle has seven stages
	Planning
	Collection, Creation, Receipt & Capture
	Organization
	Use & Dissemination
	Maintenance, Protection & Preservation
	Disposition
	Evaluation
The diagram below depicts the Information Management Life Cycle, showing the seven stages on the perimeter of the circle. Knowledge of one’s own responsibilities (shown in the centre of the Life Cycle) is crucial. 
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s
For more information, consult the Library and Archives Canada Website at http://www.collectionscanada.ca/

Definitions
ATIP legislation, ATIP Act and ATIP request
ATIP is the acronym for Access to Information and Privacy legislation and it is often used to refer to requests for information under the legislation. Access to Information is the principle whereby, with certain exceptions, Canadians can ask to see government records. One of the exceptions is information that would divulge private information about an individual (other than the individual making the request).

Authenticity
Authenticity refers to a record’s reliability and identity over time. Authenticity guarantees that the record is not changed or manipulated after it has been created or received or migrated over the continuum of records creation, maintenance and preservation.

Copy of record
This is a term used to identify the version of a document or record that is purported to be the original or definitive, authentic and reliable copy of the document for legal purposes.

Corporate memory information
Aside from official records and the valuable recollections of business matters that people may have stored in their own minds, corporate memory is often found in electronic form in a variety of formats and media that capture day-to-day business activities and decision-making processes. This information is a valuable corporate resource that represents experience, knowledge and memories. Corporate memory information provides the basis for making sound decisions and provides evidence as to why decisions were made, including the circumstances, context and other information available at the time. Email has become a significant corporate memory resource, although its full potential has, as yet, rarely been exploited in an efficient and organized way.

Corporate memory records
Corporate memory records can be described as official records relating to the functions and activities that a government institution is responsible for, based on mandate, legislative requirements, and the programs and services it delivers. Corporate memory records may be created or used for a variety of purposes:
	To deliver programs and services
	To record financial and other administrative activities
	To address legal matters
	To make or record decisions with implications for policy, programs and procedures

To provide an accounting to Parliament
To capture and record events that may become historical
To record why or how decisions and/or actions were taken
Corporate memory records are subject to retention and disposition schedules approved by the institution and Library and Archives Canada and must be managed in official records systems. Corporate memory records may not be destroyed without a Library and Archives Canada Disposition Authority. 

Discovery
Discovery is a step in legal proceedings where each party is required to produce any evidence under its control that is relevant to the case. This includes all evidence that a party may use to defend its own position, as well as any information that may be used against the opposing party, or that may be used by the opposing party to support its own position. As a general principle, an email message is “discoverable” and can be requested by the courts for as long as it continues to exist (see Latent copy).

Email
A computer system that enables users to create, transmit, receive, file, and respond to messages electronically
	A message or messages sent and received in electronic form via computer networks 

Email account
An individual email user’s mailbox and associated rights to use that mailbox

Email address
The character string used to allow computer systems to route an email message to the intended recipient, usually consisting of a username, the @ symbol, and a domain name (for instance, “jsmith@dept-dept.gc.ca).

Email administrator (also system administrator or network administrator)
The person responsible for maintaining an email system, including all mailboxes on that system

Email management guidelines
Email management guidelines are rules, practices and measurable requirements established as a model for the management of email messages, metadata and attachments.

Email message
A document or record that is created, transmitted, received or forwarded on an electronic mail system 

Email system
A computer system involving specialized hardware and software, and used, in essence, as a communications device that enables users to create, transmit, receive, file, and respond to messages electronically. 
An email system is not a records management system and is not an acceptable place to classify (file) or store email messages (see - Records management system).
Many email systems also provide a calendar function where users can set up meetings, book meeting facilities and equipment, and send, accept or decline invitations. Email systems typically allow users to set up task lists and prioritize tasks and many systems are integrated with wireless messaging systems and/or voice mail. Email systems continue to evolve at a rapid rate. 

Electronic mail
See “email”

Essential records 
Essential records are those records essential to continuing or re-establishing critical institutional functions; examples include records that:
		Affect the basic, legal, property and other rights of individuals and corporate bodies
		Have the greatest use and demand
		Would require an inordinate commitment in terms of time, money, and labour if the records themselves and the systems have to be reconstructed
		Are similar to records commonly selected by other government institutions as part of their essential records program
		Are required to be maintained by law or regulation 


Indexing
Indexing is the process whereby key words, phrases and terms are used to help identify an email message and /or its attachment(s) in order to help find and retrieve the record electronically at some later date.

Information Management System
Public Works and Government Services Canada (PWGSC) describes its Records, Document and Information Management System (RDIMS) as “a suite of software applications designed to provide federal government departments and agencies with an economical software solution for records and document management.”
(Source: http://www.pwgsc.gc.ca/rdims/text/index-e.html)

Integrity
Integrity refers to the reliability and trustworthiness of records as copies, duplicates or comparable representations of the electronic records. Integrity also refers to the reliability and trustworthiness of the records management system, in which the electronic documents were recorded or stored, to produce reliable and trustworthy copies and duplicates of electronically stored records.

Latent Copy
When an email message is deleted, it is not destroyed. It will remain on a hard drive, backup tape or server until it is overwritten by another file. In fact, when a message is “deleted” it is only the electronic pointer to the message that is destroyed. Depending on the capacity of the electronic storage medium, a message may continue to exist as a latent copy for many years before it is eventually overwritten. Even then, it may be possible to recover all or part of the message with specialized technology.

Mail server
A networked computer that provides email services to other computers in the network 

Mailbox
The area in a computer system where the incoming and outgoing email for an individual user is stored 

Mailing list
An automated list of email addresses used to distribute email messages to a number of people at the same time 

Metadata
Information describing a set of data (such as the subject, date and recipients of an email message) 

Non-record 
For the purpose of these Email Management Guidelines, a non-record is an email which contains information that does not pertain to the business of a government institution, or an information format (such as an outside publication, blank form, or instruction manual) that is not an official record and therefore does not require retention The following types of email messages and attachments are examples of non-records.
Personal correspondence
	Messages to (or from) friends or family

Messages sent or received in respect of a user’s personal activities 
Received copies of announcements
	Messages pertaining to blood donor clinics, charitable activities, social events and sporting events to which employees of the institution are invited 

Materials published by other institutions or enterprises that are available to the public and which are not part of a case record or purchasing proposal
	Electronic catalogues, flyers or brochures
	Electronic newspapers, magazines and books or journals 
	Unsolicited promotional materials (Spam)
	Files copied or downloaded from Internet sites


Official record
A record produced or received in the formal conduct of official business (performing a transaction, providing a service, making a decision or taking action in accordance with one’s responsibilities and authority under the mandate of a government institution).

Outbox
The part of an email system where a user’s sent mail is stored. The Outbox is usually only the holding area where the message is held before it is sent (which in most cases, happens almost instantly). After the transmission, a copy of the message is either stored in a Sent Mail folder, or is gone from the sender’s mailbox entirely (depends on business rules, frequently customizable by the user).

Password
A character string usually selected by a user, known to the computer system, and used in conjunction with an associated username to identify and authenticate the user and allow access to the system 

Record
“record” means any documentary material other than a publication, regardless of medium or form (Library and Archives Canada Act, 2004, Act current to June 13th, 2008)
	  “record” includes the whole or any part of any book, document, paper, card, tape or other thing on or in which information is written, recorded, stored or reproduced, and, except for the purposes of subsections (3) and (4), any copy or transcript admitted in evidence under this section pursuant to subsection (3) or (4). (Canada Evidence Act, 1985, Act current to June 13th, 2008)
	 “record’’ means any documentary material, regardless of medium or form (Access to Information Act, 1985, Act current to June 13th, 2008)
For the purpose of these guidelines, a record contains information about a transaction, decision or action taken in the course of business of a government institution, including information that is influential (or merely considered) in the process.

Records Management System
A records management system is a long-term repository and related processes for storing, preserving, accessing (and, finally, disposing of) records of ongoing business value to institutions. Such a system typically involves processes and technologies for storing documents and records in paper or in electronic format. 

Retention period
The amount of time a record must be kept to meet administrative, fiscal, legal or historical requirements 

Retention schedule
A document or tool that identifies the retention periods for all of the records held by an organization. Different types of records often have different retention periods. 

Threading
Threading is the process whereby an information management system tracks relationships between messages in a series along with related metadata and attachments

Transitory information / transitory record
Transitory information is found in (transitory) records that are required only for a limited time to ensure the completion of a routine action or for the preparation of a subsequent record. Transitory records do not include information that has historical or archival value or that is required by institutions or ministers to control, support or document the delivery of programs, to carry out operations, to make decisions, or to account for activities of government. 
Typical examples of transitory information in email include: 
	News, distributed in various media via email, such as internal bulletins

Communiqués 
All staff communications, special event notices 
Meeting requests 
Training offerings 
Invitations 
Personal communication and messages 
	Photos, JPEGs, GIFs 
	Info-only messages (FYI – For Your Information)
E-advertisements, journals, books, brochures, newspapers, newsletters, published reports 
Email messages where a hard copy has been printed or captured in an electronic filing system 
Routine information requests 
Notices (notice of holidays, campaign emails, etc)
Drafts of superceded working documents
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Institutions must develop a plan to manage email 
The management of email is one of the most challenging information management challenges of the last decade. Comprehensive and detailed planning by institutions is aimed at gaining control over the explosive growth of this electronic medium and its growing range of uses, features and functionalities. 
Planning must cover several aspects of email management
	Development of explicit email management policies and procedures, pertinent to the institution’s line of business.

Management of the problems and opportunities presented by email in an integrated way, treating email messages, attachments and metadata with equal importance and providing for use of common infrastructures and the interoperability of email and IM systems.
Incorporation, at an early stage, of email management requirements in the development of new or modified policies, programs, services and technology-based systems.
	Establishment of governance and accountability structures for the management of information in general, and email in particular.
	Provision for awareness and training programs in a variety of media.
Expected Outcome
In any given federal government institution, the following benchmarks will have been achieved:
	A comprehensive email management plan will be supported and appropriately funded by senior management 
	The email management plan will indicate how the Email Management Guidelines of the Government of Canada will be attained or maintained. 
	Each of the recommendations for email management will be thoroughly addressed. 
	Where a recommendation is adopted, it will be so indicated.

Where a recommendation requires interpretation in the light of the institution’s mandate or line of business, interpretation will be provided. 
Where a recommendation requires adaptation to the institution’s mandate or line of business, the nature of the adaptation will be described. 
	Where a recommendation does not apply, the rationale for the finding and / or a substitute recommendation will be provided.

Manage email programs and systems in an integrated way 
All email programs and related systems employed by institutions, should be appropriately funded by Executives and designed and configured in such a manner as to allow them to effectively capture, store and manage incoming and outgoing email messages along with related metadata and attachments. 
Email messages that contain government records and information, should be separated from transitory messages and preserved and retained for an appropriate period of time, in accordance with the Information Management Life Cycle prescribed by the Policy on Information Management.
Note: A clear cell in the following table indicates responsibility for this recommendation. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
An email management program is a broader concept than just software and hardware. It involves the use of a technical infrastructure, the institution of human effort, the availability of training and reference materials, and the development of relevant knowledge and skill. All of these attributes must work together effectively to identify and capture government records and information and ensure that it is preserved.
An underlying premise of an integrated email management system is that the number of copies of an email message should be limited to the extent possible. Having fewer copies simplifies filing, storage, retrieval and disposition. But there are other advantages. For example, under privacy legislation, it is a legal obligation to destroy all copies of certain kinds of records and information when their retention period expires. Naturally it is much easier to meet this obligation if the number of copies is strictly limited, and they are kept in a known location.  Likewise, if a record is only stored in one place, it becomes much easier to locate it, and ensure it is not destroyed, if it is required as evidence in audit or legal proceedings.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to manage its email in the following way.
(Select appropriate options from the following choices)
(Option 1) (Name of institution) keeps one copy (and only one copy, other than a backup copy for disaster recovery), along with metadata and attachments, as the copy of record, in a system shared with other institutions of the Federal government. 
(Option 2) (Name of institution) keeps one copy (and only one copy, other than a backup copy for disaster recovery), along with metadata and attachments, as the copy of record in a system which it operates.
Where a message that originated from within the institution is material to a business decision or action, the copy of record is the copy taken from or replicated from the sender’s email account and stored in an approved repository operated by the institution.
Where a message received from an outside source is material to a business decision or action taken by the receiver in this institution, the copy of record is to be the copy taken from or replicated from the email account of the primary individual responsible for making and/or obtaining the decision and/or taking the action.
For the purpose of this policy, the email management program of (name of institution) includes several related components.
		Technical infrastructure

		Hardware, software, networks, IT security technology, 

	On-line electronic storage facilities (typically managed by the email system itself for short-term storage), 
	Backup systems
	Near-line or off-line facilities for longer term storage
	Migration facilities – to ensure that messages, and their attachments, remain accessible, for as long as they are needed, regardless of technological evolution or obsolescence, and as a guard against physical deterioration of storage media. 
	Holding areas or compilation technologies used to assemble, prepare and deliver messages to the Library and Archives for long-term or permanent storage
	Human infrastructure

		Individual(s) preferably with specialized training, responsible for information management and information technology

	Executives to set policy, and managers to assess training needs, and provide training and monitor compliance.
	Users who, based on guidance and, in some cases, with automated assistance, make decisions about which email messages to keep, how long to keep them, and where to store them
	Knowledge infrastructure

		Policies, procedures, guidelines, training

	Management Infrastructure

		Hold orders


Provide email management awareness and training programs 
Email management awareness and training programs should be designed to ensure that employees develop the knowledge and skill to use email in an effective and appropriate manner. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
There are a variety of statutes and policies which can be interpreted as requiring the creation of records. At the collection and creation stage, a defensive strategy to safeguard institutions from unnecessary burden of electronic discovery is to educate government employees to “draft all documents with the expectation that they may be subject to the scrutiny of a judge or jury at some later date.”
Beyond that, there are many aspects of using an email system that users are expected to know, but rarely ever taught in an organized way. Systematic training is an important way to ensure that email is managed in an effective manner. A proper training program must allow for different learning styles. Some people learn well through self-directed learning, others do better in the classroom. Some need to see or do rather than read or hear. All need to have their learning reinforced by frequent repetition.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that training related to email use and management (must / should) be designed and delivered to teach trainees how to perform a variety of functions:
	Use the email system in an effective, efficient and appropriate manner

Use the email system in a courteous and considerate manner (Netiquette)
Create, use and protect passwords
Apply appropriate email security practices at all stages of the information life cycle
Recognize those email messages that constitute records or information that must be retained
Recognize email messages that do not constitute records, and delete them when no longer useful
Apply provisions of legislation or regulation pertaining to preservation of government records
Retain records and information (messages, metadata and attachments) for the appropriate period 
Apply provisions of legislation or regulation pertaining to privacy and confidentiality
Dispose of records and information that have reached the end of their retention period
Apply provisions of legislation pertaining to copyright
		Classify email messages and file them in the appropriate repositories
Select and forward appropriate email files to the Library and Archives Canada, on a timely basis
Recognize who is responsible for retaining the email messages (sender, recipient, both?)
		Manage their own email appropriately, and, if appropriate, shared or public mailboxes
	Recognize the different roles that users, specialists and managers have in managing email
		Agency executives, administrators and managers

	Individual users of the email system
	Information management specialists
Information technology specialists, including network or system administrators

Use a variety of media in email awareness and training programs 
A variety of media should be used to ensure that the Email Management Guidelines, policies and procedures are understood and applied within an institution.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
To be truly effective, a proper training program must provide training materials in a variety of media, to allow for different learning styles. People learn in different ways. Some people learn well through reading or self-directed computer-based learning, others do better in the classroom. Some will need reminders at the desktop. 
In addition, since it is important to repeat and reinforce key points of the training, it is helpful to switch media in order to prevent the message from being “tuned out” by the trainees.
It is also important to tailor the training to the audience. Everybody in the institution will need some form of user training. However specialized training should be developed for Executives, managers, information management specialists and network or system administrators, because each of these audiences has a different set of responsibilities.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that email management training (must / should) be provided in a variety of media, to accommodate different learning styles and to reinforce the key messages related to email management. The goal of this policy is to ensure that Email Management Guidelines, policies and procedures, as well as roles and responsibilities, are well understood and consistently applied by those working within the institution.

Verify that the Email Management Guidelines, policies and procedures have been distributed, read and understood 
Each institution should distribute the Email Management Guidelines, policies and procedures in such a manner as to ensure that employees, contractors and any other users under their authority have been made aware of the relevant provisions and understand them.
Employees, contractors and any other users should also be made aware of the fact that they are expected to comply with the relevant Email Management Guidelines and any related recommendations adopted by the institution and that intentional misuse of the email system may result in disciplinary action up to and including termination of employment or contract.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Verification that Email Management Guidelines have been read and understood may be done in any of several ways. 
	Testing 

Simple signature on a document acknowledging the information has been read and understood
Compliance monitoring
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to ensure that employees, contractors and any other users in its employ have been made aware of and understand the relevant provisions of Email Management Guidelines and all applicable recommendations.
Employees, contractors and any other users are hereby made aware of the fact that they are expected to comply with Email Management Guidelines and all applicable recommendations, and that intentional misuse of the email system may result in disciplinary action up to and including termination of employment or contract.
The institution (will / should) use the following method(s) to ensure that Email Management Guidelines and all applicable recommendations have been read and understood. 
Choose the applicable method(s)
The institution will obtain from each employee, contractor or other user, a simple signature on a document acknowledging that the information has been read and understood
Employees, contractors and other users will be tested to ensure that they have understood the key principle of email management, as well as their own specific roles and responsibilities
The email accounts of employees, contractors and other users will be monitored on a (random or other) basis to ensure compliance

Keep records of learning activities and attendance 
An institution should keep a record of email management learning activities as well as a record of attendance at any email management training class, workshop or presentation. These records should be kept on a long-term basis for use, if required, in legal or audit proceedings.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Records of the email management learning activities offered by the institution, as well as records of attendance at email management training programs, may be used in court to substantiate the quality and the scope of the institution’s email management training program. As such, they may lend weight to email evidence used by the institution.
Such records may also be used in court cases to counter an allegation that one or a number of users in the institution did not receive adequate training in email management. If the user(s) signed in to a training session, it would be difficult to deny that training was provided.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to keep a record of email management learning activities available to employees, contractors and other users, and to record attendance at training sessions, by having participants sign beside their name on an attendance sheet. Such records are to be preserved for the long term.

Institutions must collect and capture all business-related email
In accordance with the Policy on Information Management, institutions are obligated to collect, create, receive and capture all business related records including email that contains corporate memory information or data used to make a decision or to initiate an action.
	To support service delivery, informed policy and decision making, and business, legal, and accountability requirements

To ensure its relevance, reliability, and completeness
To optimize its sharing and re-use, in accordance with policy and legal obligations
	To document decisions and decision-making processes to account for government operations, reconstruct the evolution of policies and programs, support the continuity of government and its decision-making, and allow for independent audit and review

To reduce the response burden by avoiding the unnecessary collection of information.
There are some fundamental questions relating to management of all of these records, and one is the matter of how many instances of a record should be allowed to exist. The more copies, and the more places they can be kept, the more challenging it is to manage them. In order to facilitate the next step in the Life Cycle (Organization), it is also important that metadata (information about the messages be preserved). Metadata may include the name of the sender and the names of intended recipients, date sent, date received, subject and many other details that can be used to file and retrieve the messages at a later date.
Expected Outcome
In any given federal government institution, the following benchmarks will have been achieved:
	All users of email will create, send, receive, forward and store email messages in accordance with these Email Management Guidelines and all applicable recommendations. 
	Employees will know which messages to keep or dispose of, and will manage their own individual mailboxes and folders on a regular basis. 
	Only one instance of an email message will be kept, and it will be kept in an approved repository where it will have the status of “copy of record.” 
	Attachments will be stored with the message, or, if not, will be reliably linked to the message.
	Metadata related to email messages will be preserved.


Create, send and store email messages in an organized way 
Any message that contains information used in (or considered in, or about) a transaction, decision or action taken in the course of business of a government institution, should be preserved.
The following diagram illustrates the recommended process for creating, sending and storing email messages in the Government of Canada. 
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Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Receive and store email messages in an organized way 
Any received message that contains information used in (or considered in, or about) and that results in a transaction, decision or action taken in the course of business of a government institution, should be preserved.
The following diagram illustrates the recommended process for receiving and storing email messages in institutions. 
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Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives

Manage individual mailboxes and folders on a regular basis
To manage individual mailboxes (inboxes, sent items, deleted items), messages should be classified and moved to an appropriate repository on a regular basis. Transitory email messages may be moved to the delete folder.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Individual mailboxes become cluttered with email at a rapid rate. Sorting email is a tedious task but it is necessary – and putting it off does not make it any easier. It makes sense to sort email on a regular basis and to file and store it in an appropriate place. Sorting smaller quantities takes less time and seems like less of an intrusion on the “real job.” The full benefit to the user is in being able to locate information more easily and more efficiently when it is needed. 
For an institution, the cost of finding a single email, or group of email messages in a haystack of thousands or even millions of other messages can be extraordinarily expensive and disruptive. If a proper filing system is not used, it may be necessary to search backup tapes, user hard drives, various servers, and so on – at great cost. In short, there is no alternative. Email messages must be managed, classified and stored in an appropriate place and manner.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that email messages must be classified (filed) systematically and regularly, at intervals that are appropriate to the nature of (the institution’s) business, and in a manner consistent with the classification system adopted by (the institution). Email messages must then be moved to a repository designated by the institution.
Personal or transient messages may be deleted at will. Messages, metadata and attachments that contain government records or information must be moved to an approved repository, and must be retained and preserved for an appropriate period. The information manager must provide guidance as to how to set up a repository, as to how long certain records must be kept, and how to dispose of them.
The messages, metadata and attachments will be stored in a format that is compatible with agency operations, and filed according to filing practices established by the agency and/or user.
Keep only one instance of an email message
Where possible, institutions should keep one instance (and only one instance, other than a backup copy for disaster recovery), along with metadata and attachments, as an official record in a repository which it operates or controls. For greater clarity, the email application itself is to be considered as a communications device and not as a storage utility. An email message should be moved to a separate record keeping repository as soon as operationally possible. Since any copy of an email message that is kept is discoverable in legal proceedings, no other copies of the email message should be kept in any other repository or by any individual in the organization. Deletion destroys the pointer to an email message, but does not destroy the message itself. The message will persist until it is actually overwritten. 
For example, an email message should not be stored on a user’s hard drive. However, a transitory copy of an email may be kept on a memory stick or hard drive of a laptop computer while required for a presentation – but should be securely deleted after the presentation.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
A single instance of an email message is easier to manage than many copies. If an email message is scheduled for disposition on the basis of its content, or must be produced for legal reasons, it is easier to meet policy or legal obligations if only one instance of the message needs to be found and/or destroyed. If a record must be produced for legal, audit or ATIP proceedings, then it will be easier to locate if there is only one place to look.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to keep one instance of an email message (and only one instance, other than a backup copy for disaster recovery), along with metadata and attachments, as an official record. The single instance of a message is to be moved as soon as operationally possible to an appropriate repository operated or controlled by (name of institution). For greater clarity, the email application itself is to be considered as a communications device and is not to be considered as a storage repository. No other copies of the email message should be kept in any other repository or by any individual in the institution.

Manage and store attachments to email messages 
	For the purposes of these Email Management Guidelines, an email management system should keep a message and its attachment(s) together in the same repository and provide reliable evidence of their relationship.
Alternatively, an email management system may keep a message and its attachments in separate repositories, as long as reliable evidence of their relationship is provided.
Attachments may be in any electronic form capable of being attached to an email message, and may include audio, video, voice mail, maps, graphics, digital photos, spreadsheets, databases, presentations, text, etc., to name but a few.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Email messages and their attachments provide context to each other. If an email message and its attachment lead to a decision or an action that result in harm, the determination of the court as to fault or liability might depend on that context. The message alone, or the attachment alone might lead the court to a different determination than if both could be seen together. 
Therefore, when an email message and/or its attachment are considered to be a government record or information, it is important to keep the email message and the attachment, as well as the metadata that establishes the relationship between them, for the appropriate retention period.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
Select one of the options below
(Option 1) It is the policy of (name of institution) that its email management system should keep a message and its attachment(s) together in the same repository and provide reliable evidence of their relationship.
(Option 2) It is the policy of (name of institution) that its email management system may keep a message and its attachments in separate repositories, but will provide reliable evidence of their relationship.

Treat email as property, under legal control	 of the GC
Employees and contractors using the email system of a federal government institution should be advised that the email they create, send or receive on the system does not belong to them, may be subject to monitoring by the institution and should not be considered private. 
All messages, metadata and attachments created on, received by and/or residing on a federal government institution email system, backup tape, server or other storage medium under its control (including laptops, memory sticks, CDs and other mobile storage media) are considered the property of the institution, and should be treated as such.
Email created, sent or received by an employee using the email system of a federal government institution is considered to be under the control of the institution, and is a corporate property, regardless of where it is kept. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
All information or records contained in email messages, metadata or attachments belongs to the institution. 
Some institutions permit limited personal use of the email system, as long as it does not interfere with government business, or constitute a conflict of interest.
However, this does not mean that personal messages on a government email system are private or that they “belong” to the employee who sent or received the message. 
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that all messages, metadata and attachments created on, received by and/or residing on (name of institution)’s email system, backup tape, server or other storage medium under its control (including laptops, memory sticks, CDs and other storage media that employees take home) are considered to be the property of (the institution), and must be treated as such.
Employees, contractors and users of the email system are hereby advised that email sent or received by an employee using the email system of (name of institution) is considered to be under the control of the institution, even if the employee has deleted it at work, but has kept a copy at home or in some other location.
Employees, contractors and other users of the email system of (name of institution) are hereby advised that any email message that they create, send or receive on the system does not belong to them, may be subject to monitoring by the institution, and is not to be considered private. 

Use institution-wide distribution lists sparingly
Distribution lists for an entire institution, branches, districts, divisions, etc. should only be used by authorized individuals, for official purposes, sanctioned by senior management.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
It is common practice to set up distribution lists or “groups.” For example one might set up a distribution list for an entire institution, a branch, or division, or a district office. Such lists should be used for official purposes only, by authorized individuals, to distribute messages sanctioned by senior management. 
Large distribution lists place a heavy load on the email system and should only be used when necessary, to communicate important matters that are of interest to a wide audience.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that institution-wide, branch-wide and division-wide mailing lists be used only by authorized individuals or groups for purposes approved by senior management. 
The Internal Communications group of the Communications Branch, the executive office of each Branch, and the office of the director of each division are hereby authorized to use department-wide, institution-wide, branch-wide, division-wide and office or building-specific distribution lists for the following purposes:
	Security Alerts (of a type and degree to be defined)

Events (blood drives, approved charity drives, social events) involving the department, branch, or division
Human resources information (appointment of new executives, labour relations) involving the department, branch, or division
Announcements of a general nature, (office renovation, repair or maintenance) involving the department, branch, or division
Other (to be defined)
Individuals at all levels in the institution are authorized to create and maintain distribution lists to assist them in doing the work of the institution. Distribution lists may be created for work groups, project teams, and special interest groups (such as IT security, risk management, business analysis, etc.).

Provide a signature block and contact information
In accordance with the Government of Canada’s Common Look and Feel policy (http://www.tbs-sct.gc.ca/clf2-nsi2/index-eng.asp), all outgoing email messages sent by GC employees should include the sender's name, institution, and telephone and fax numbers with area code and extension numbers, postal and email addresses. Where an email address serves a program or service rather than individual, contact information should include the institutional name, postal and email address, telephone and fax numbers. All outgoing email messages by GC employees should demonstrate a consistent application of the "Canada" word mark and institutional signature.
Exemptions and exceptions are permitted where the sender has legitimate privacy concerns, or where there may be concerns about personal, physical or national security.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
As a simple mark of professionalism and courtesy, an email message should end with the contact information of the sender. 
If, for example, the recipient feels it would be better to call the sender on the telephone than to reply by email, it would be inconvenient if he or she had to do tedious research to find the telephone number.
If the content of the email referred to a service or program offered by the institution, the recipient might want to obtain more information from the institution’s web site before responding with comments or questions.
Some kinds of information should not be sent by email, or if sent by email, should be encrypted. A reasonably secure alternative is to send the information by fax. Again, it is easier for the recipient if he or she has the fax number at his or her disposal.
As a general principle, if the position of the sender is designated as a bilingual position, the title and address of the sender should be provided in both official languages of Canada, English and French, giving precedence to the individual’s first official language. If the position is not bilingual, then the address may appear in just one language which, irrespective of the individual’s first official language, should be in the official language associated with the job.
Exceptions to these principles may be necessary. For legitimate personal or professional reasons, it may be preferable not to disclose the full name (or any part of the name) of the sender in a signature block.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that email messages sent by users, both internally and externally, should end with a signature block. Note that this is not an “electronic” signature and provides none of the security features associated with an electronic signature. 
The signature block must include the sender's name, title, institution, and telephone and fax numbers with area code and extension numbers, postal and email addresses. Where an email address serves a program or service rather than individual, contact information must include the institutional name, postal and email address, telephone and fax numbers. All outgoing email messages by GC employees must demonstrate a consistent application of the "Canada" wordmark and institutional signature. No other image files or adornments are permitted.
As a general principle, the title and address of the sender should be bilingual, if the position is designated as a bilingual position, and give precedence to the individual’s first official language. If the position is not bilingual, then the address may appear in just one language which, irrespective of the individual’s first official language, should be in the official language associated with the job.
All signature blocks should be in the same font. A sample is available on the (name of institution) intranet site at (intranet address). Users may copy and paste the sample, according to instructions provided on the site, and then substitute their name, title, office address, and telephone or fax numbers, in place of those shown in the example.
Exemptions and exceptions to this policy are permitted, where the sender has legitimate privacy concerns, or where there may be concerns about personal, physical or national security. In such cases, the user is advised to contact (security officer) to ensure that all appropriate precautions are taken.

Use a notice of confidentiality / disclaimer, if appropriate
Institutions should consider whether it is appropriate to their individual circumstances to insert a notice of confidentiality or disclaimer below the signature block. In considering such an insertion, a risk analysis should be conducted to determine whether it might be possible to limit liability. An example is provided below. 
Notice Regarding Confidentiality
This email, including any and all attachments, is intended only for the party to whom it is addressed and may contain information that is confidential or privileged. (Name of institution) accepts no responsibility for any loss or damage suffered by any person resulting from any unauthorized use of or reliance upon this email. If you are not the intended recipient, you are hereby notified that any dissemination, copying or other use of this email is prohibited. Please notify us of the error in communication by return email and destroy all copies of this email. Thank you.
The decision as to whether or not to include such a disclaimer (and the exact wording of the disclaimer) is a matter for Executives in the institution in consultation with legal counsel. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Humans make mistakes. It is possible to innocently select the wrong email address from a list and to send a message to someone other than the intended recipient. To mitigate some of the liability risk that may occur in such instances, some institutions may choose to add a notice of confidentiality and disclaimer that prompts the receiver, if not the intended recipient, to dispose of the message. Such a precaution will not likely be effective in reducing liability in every situation. Executives of the institution should consult Legal counsel to help weigh the risk and determine the best course of action and, if necessary write the precise wording of the disclaimer.
Disclaimers may be applied automatically and universally in the institution, or may be restricted to certain user groups. Disclaimers may also be inserted manually by the user, under well-defined circumstances – provided the user knows the rules and is consistent in applying them.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to insert a notice of confidentiality or disclaimer below the signature block of email messages. The disclaimer is intended to reduce liability risks resulting from email messages sent to an individual or organization other than the intended recipient. The disclaimer must (appear automatically / be manually inserted by the user). Use of the disclaimer must be (universal within the organization / restricted to certain groups – provide list).  
The notice must appear in the following format (describe or provide format), and have the following wording: (provide exact text of disclaimer).

Notice Regarding Confidentiality
This email, including any and all attachments, (this "Email") is intended only for the party to whom it is addressed and may contain information that is confidential or privileged. (Name of institution) accepts no responsibility for any loss or damage suffered by any person resulting from any unauthorized use of or reliance upon this Email. If you are not the intended recipient, you are hereby notified that any dissemination, copying or other use of this Email is prohibited. Please notify us of the error in communication by return email and destroy all copies of this Email. Thank you.

Use a notice of personal opinion, if appropriate
Institutions should consider whether it is appropriate to their individual circumstances to require users to insert a notice of personal opinion, under certain conditions. An example is provided below. 
Notice of personal opinion
This email, including any and all attachments, reflects the personal opinion of the sender and is not the official opinion or position of (name of institution).  (Name of institution) accepts no responsibility for any loss or damage suffered by any person resulting from any unauthorized use of or reliance upon this email. If you are not the intended recipient, you are hereby notified that any dissemination, copying or other use of this email is prohibited. Please notify us of the error in communication by return email and destroy all copies of this email. Thank you.
The decision as to whether or not to include such a disclaimer (and the exact wording of the disclaimer) is a matter for Executives in the institution in consultation with legal counsel.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
In any institution, one may expect to find differences of opinion. Indeed, some employees may hold opinions that are quite opposite to the official position of the institution. For some institutions it may be in the public interest to prohibit employees from using the institution’s email or any other public forum to express divergent personal views. If so, then employees should be so informed and made aware of the potential consequences of contravening the policy.
It is not always necessary for institutions to bind their employees to silence. However, there is a risk that the public may become confused when the official position of an institution is challenged or countered by an employee who is using the institution’s email to express divergent personal opinions. The risk is increased when the employee is a senior manager of the institution or a well-known expert in a field in which the institution is actively involved. 
To mitigate the risk of confusing the public, while respecting the right of employees to hold different views, some institutions may require a dissenting employee to insert a “Notice of Personal Opinion” to messages which are at variance from the institution’s official position. Such a notice may help to limit the organization’s liability in the event that damages result from reliance on the employee’s view rather than the official view.
Such a precaution will not likely be effective in reducing liability in every situation. Executives of the institution should consult legal counsel to help weigh the risk and determine the best course of action and, if necessary write the precise wording of the notice.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to respect the right of employees to hold views that differ from the official position of the institution. However, there is a risk that the public may become confused when the official position of an institution is challenged or countered by an employee who is using the institution’s email to express divergent personal opinions. The risk is increased when the employee is a senior manager of the institution or a well-known expert in a field in which the institution is actively involved.
Therefore (name of institution) requires a dissenting employee to insert a “Notice of Personal Opinion” to messages which are at variance from the institution’s official position. Such a notice is intended to limit the organization’s liability in the event that damages result from reliance on the employee’s view rather than the official view. The notice must appear under the signature block.
The notice must appear in the following format (describe or provide format), and have the following wording: (provide exact text of disclaimer).

Notice of personal opinion
This email, including any and all attachments, (this "Email") reflects the personal opinion of the sender and is not the official opinion or position of (name of institution).  (Name of institution) accepts no responsibility for any loss or damage suffered by any person resulting from any unauthorized use of or reliance upon this Email. If you are not the intended recipient, you are hereby notified that any dissemination, copying or other use of this Email is prohibited. Please notify us of the error in communication by return email and destroy all copies of this Email. Thank you.

Avoid using the “Reply to All” feature
Users, who receive a message addressed to several individuals, or as part of a distribution list, should avoid using the “Reply to All” feature, unless the reply is likely to be of significant interest to the majority of the people who received the original message.
A risk of using the “Reply to All” feature is that if action is to be taken by one of the recipients, the broad distribution may make it difficult to discern who was to be responsible for the action.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Using “Reply to All” unnecessarily adds clutter to the mailboxes of parties who have no interest in the reply, as well as adding clutter to the email system as a whole.
“Reply to All” can also lead to embarrassment to the sender or to another member of the distribution list if, for example, information that should only appropriately be shared between two individuals is instead sent to everyone on the list. 
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that users who receive a message addressed to several individuals, or as part of a distribution list, are advised not to use the “Reply to All” feature, unless the reply is likely to be of significant interest to the majority of the people who received the original message.

Institutions must organize business-related email in accordance with a classification system relevant to each organization’s business requirements
Management of email requires the establishment of a co-ordinated and comprehensive approach to describing the institution’s information. To prevent an unwieldy accumulation, all email messages and attachments that are to be retained for a prescribed period should be appropriately classified, on a timely basis, in an up-to–date and comprehensive classification structure or structures, including metadata. Individual mailboxes, shared mailboxes and public mailboxes should be managed in a consistent and effective manner. Subject lines of email messages are often used as search tools, so they should provide a helpful reflection of the contents of the record. The filing system for email messages should facilitate organized and efficient indexing, storage and retrieval of messages. The filing system should also preserve any linkages or threads between messages in a series, to provide a contextual backdrop to any single message in the sequence.
Expected Outcome
In any given federal government institution, the following benchmarks will have been achieved:
	There will be a comprehensive description of the institution’s information holdings.
	There will be a thorough and up-to date classification structure or structures, which will include metadata.
	Users will know where to classify (file) their email records, or be assisted and /or restricted by automated systems, when choosing the appropriate repository for a record. 

Users will know and practice simple techniques to facilitate search and retrieval. 

Maintain and use an organized and efficient filing system for email
Email messages, other than non-records or transitory messages, should be moved from the email system to a separate filing system where they should be organized as specified in the classification structure approved by the institution. Messages should be indexed and kept for institution use until their scheduled disposal or until their transfer to archival storage. Archival storage should also be organized and indexed for efficient retrieval.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Canadian courts have followed a well-recognized approach which holds that a document filing system that belongs to a party involved in litigation should be organized and labelled or indexed in such a manner as to facilitate use by the other party.
It can be extremely time-consuming to locate relevant evidence, and a party to litigation might argue that the cost of producing records for discovery is too great. Courts will weigh the cost of discovery against the potential benefits of having the evidence. However, Courts have not been sympathetic when it has been determined that a major portion of the cost is due to the fact that the party’s filing system is poorly organized.
It is important not to underestimate the cost of discovery. On a major case, involving a large institution, the cost can run into the hundreds of thousands, indeed into the millions of dollars.  In a number of jurisdictions, some defendants have settled out of court, not as an admission of guilt, but because settlement was less expensive than assembling the evidence required for a defence.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to maintain a well-organized and efficient system for filing email. Executives and managers at all levels, are expected to work closely with the Information Manager to (devise, perfect, expand) the institution’s filing system so as to ensure email messages can be classified (filed) and stored in such a manner as to be easily retrieved when needed. All users are expected to manage their email in an effective way, to delete non-records as soon as they are no longer of use, and to classify and file email messages on a frequent basis, and to adhere to the conventions of the filing system. 


Establish where to store the “copy of record”
A classification structure and repository should be established to store incoming or outgoing messages that are considered government records or government information.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
The more copies of an email message that exist, the more challenging it is to establish which is the “official” copy, or “copy of record.” 
Ideally, only one copy should exist, other than a backup copy for disaster recovery. However, this may not always be possible given the available technology and other considerations. Where more than one copy exists of an email message, metadata and attachment, it is important to have clear rules for the user to follow about which copy is to be considered the copy of record and where it is stored.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to determine the classification structure and repository for storage of the copy of record of government records, or government information in the following way (provide brief description of the classification structure and how to place email messages in the appropriate repository / or provide a link to the official document that contains this information).
The appropriate repository for email files is based on their content and classification, and not on the medium. 

Preserve metadata related to email 
Metadata associated with email should be recorded as specified in TBITS 39: Treasury Board Information Management Standard
	Part 1: Government On-Line Metadata Standard

	(Source: http://www.tbs-sct.gc.ca/its-nit/standards/tbits39/crit391_e.asp)
	Part 2: Controlled Vocabulary Standard

	(Source: http://www.tbs-sct.gc.ca/cio-dpi/pols_e.asp#IT)
The TBITS 39 -Government On-Line Metadata Standard adopts the Dublin Core as specified at http://www.dublincore.org/ as the core metadata standard for resource discovery. Metadata is necessary to support navigation, searching, information sharing and interoperability goals of Government On-Line.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Without metadata, the authenticity, integrity, and reliability of email messages cannot be proven and the electronic document may not be considered a record. Metadata helps to link the messages to other messages or other information holdings, as may be required in response to an Access to Information Request, during discovery in legal proceedings, or during an audit. Metadata may record several types of information.
	Reference information is used to uniquely identify a message

	Content information identifies what the message is about
	Context information documents relationships with other records and information 
	Fixity information (indicators of authenticity) provides data integrity checks and validation keys to ensure authenticity
Metadata identifies where and when an email message was created, by whom, who it was sent to, where it is stored, how it is formatted, and when it was read, etc. It may also provide a history of migration procedures and actions that have been applied to the message over a lengthy retention period.
In addition to TBITS 39 Treasury Board Information Management Standard, Information Management Specialists may wish to review and consider the following publications in order to determine what specific metadata elements are best applied to facilitate the management of email messages and attachments in their respective institutions. 
	Government of Canada Records Management Metadata Standard / by Treasury Board of Canada. Secretariat. Government On-Line Metadata Working Group. Records Management Sub-Group, February 2006 (http://www.collectionscanada.gc.ca/information-management/002/007002-5001-e.html) 
	Government of Canada Executive Correspondence Management Metadata Application Profile / by Library and Archives Canada, March 2006 (http://www.collectionscanada.gc.ca/information-management/002/007002-5003-e.html). 
	Dublin Core Application Profile (DCAP) for Web Resource Discovery in the Government of Canada / by Treasury Board of Canada. Secretariat. Information Standards and Interoperability, March 2006. (http://www.tbs-sct.gc.ca/im-gi/meta/profil/profil00_e.asp) 
	Government of Canada Metadata Implementation Guidelines for Web Resource Discovery, 5th edition / by Treasury Board of Canada. Secretariat. Government On-Line Metadata Working Group. Training Sub-group, December 2006 (http://www.tbs-sct.gc.ca/im-gi/mwg-gtm/ts-sf/docs/2006/metaweb/metaweb00_e.asp) 
	In addition, work on the Dublin Core abstract model and DCMI Metadata Terms over the last few years has resulted in a very recent update (http://dublincore.org/documents/dcmi-terms/).

Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that metadata pertaining to email will be preserved and protected to the same extent and for the same duration as the email message itself.
Email is, in essence, electronic data. Metadata is data about data. Most metadata pertaining to email operates behind the scenes and is invisible to the email users. Metadata is used to uniquely identify a message, so that it may not be confused with any other message. Metadata indicates what the message is about, what documents were attached to it and may relate it to other emails produced or received by users in a branch, division, program, project or group of users. Metadata can indicate whether a record has been altered or not, and, if so, by whom, or failing that, at which work station. 
Metadata identifies where and when an email message was created, by whom, who it was sent to, where it is stored, and how it is formatted, etc. It may also provide a history of migration procedures and actions that have been applied to the message over a lengthy retention period.
Metadata is crucial to establishing the admissibility and credibility of email messages as evidence in legal proceedings and audits.

Classify (file) email messages systematically and frequently
Email messages should be classified (filed) systematically and regularly, at intervals that are appropriate to the nature of the institution’s business (i.e. daily), and in a manner consistent with the classification system adopted by the institution. Email messages should then be moved to a repository designated by the institution.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Any email messages and attachments which are to be retained for a prescribed period should be appropriately classified (filed) to facilitate search, retrieval, use and dissemination at a later date. 
Some classification systems are subject-based (such as by topic - air transport, GST, historic sites, parks, real estate lease contracts, treaties, etc). More recently there has been a move toward the use of function-based classification (such as by mandate, Department, branch, program, project, etc.), and then by subject.
As to the frequency with which messages should be classified, there is no single interval of time 	that is universally applicable to all agencies and all employees, contractors or other users. Some authorities on the subject recommend filing email messages as soon as they are read, while the content is fresh in the reader’s mind.
Many factors may be considered, such as the need for others within the working group to share information contained in email, or the volume of email that is regularly received by a user. There may also be business considerations pertaining to the work of the institution and any of its individual programs or projects.
It is up to individual institutions to determine what constitutes an appropriate interval for filing email messages and, indeed this interval may vary for different groups or individuals within the institution. 
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to use a (function based, subject based, other) system for classifying and filing records and information. The following information applies.
Select one of the following options:
(Option 1) This institution employs an electronic records and documents management system which will automatically limit the number of places where an email message may be filed. Typically a user will have only a limited number of options for filing information, based largely on his or her job, and the programs or projects that are part of the job. However, the user must make the final determination as to where to file records or information. The system will provide filing options from which the employee may select the most appropriate.
(Option 2) The institution does not employ an electronic documents and records management system to limit the number of places where an email message may be filed. The user must determine where to file email messages and attachments. Users should ask their managers to provide them with a list of folders where email messages and attachments should be stored.

Manage temporary on-line storage of email messages
An email system should be capable of handling incoming and outgoing messages, metadata and attachments, and storing them, temporarily, on-line (within the system itself), until they are manually deleted or moved. At an appropriate interval, files should be moved to a longer-term storage area by a user or system administrator, or by some automated means.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Email management applications typically suffer from degradation of performance if the memory capacity of the system is used at or near capacity. So it is important to move email messages to a repository or storage area where they will not affect the performance of the email system.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to store a single copy of message, metadata and attachment on an institution-wide database
Messages are received or created using the host technology of the institution (Lotus, Ms Outlook, other). Messages, metadata and attachments are automatically transferred to a central repository maintained by (name of institution). Once transferred, the sender and all intended recipients have access to the message, as if it were stored online. 
Note that system administrators should advise the information manager and a user’s manager if the number of messages in the user’s account exceed a reasonable folder size limit or time limit. However, a system administrator must not delete messages stored online – not even those that exceed pre-determined folder size limit or time limit – unless the information manager and the user’s manager both authorize the deletion.

Use shared mailboxes, public mailboxes and folders for a single purpose 
A shared mailbox should be created to serve just one purpose and should have one owner who sets well-defined rules for others who have access. 
Messages that do not serve the purpose of the mailbox should not be stored there. It may be necessary to assign different levels of access to users of the shared mailbox or folder, depending on their role or work assignment.
Public mailboxes should be used for a single or limited purpose and should be managed by one owner who should set well-defined rules
Individual mailboxes may also be shared, to a limited extent, with a small number of others in the user’s work group.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Shared mailboxes are designed to provide a single point of contact for a particular service, like boardroom bookings, help desk or query response. Anyone can contact the shared mailbox, but only a restricted few can read or respond to the messages sent to it. 
In the case of a help desk, any one of several specialists can open a message and decide what needs to be done. If a worker is away sick or on vacation, the message will still be seen by an authorized party, and acted upon. A group of service providers can use a shared mailbox to see and process a single service request.
An individual mailbox may also be shared. An executive may delegate an assistant who can view and sort messages addressed to the executive. A user may grant read access to others in his or her working group or team, in order to ensure that no critical information is missed while the user is absent.
By default, a public mailbox is open to all users. However a public mailbox is best used by a smaller group, generally less than two dozen (24) users (according to best practices of other governments). Typically, the owner determines who is most likely to have a contribution to make, and invites a limited number of interested parties to participate.
A public mailbox is a community with a specific interest, focused on a particular topic. Members may send a message asking a question addressed to the entire group, and any member is free to respond. Often, a message addressed to the group will generate a series of comments, clarifications, or additional questions that run in a thread that is similar to a conversation.
Messages usually cannot be deleted from public mailboxes unless special privileges are given.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (the institution) that a shared mailbox (must / should) have a single or limited purpose and (must / should) have one owner, who must set well-defined rules:
	The (single or limited) purpose of the mailbox (reserving boardrooms, booking equipment, helpdesk, etc). 

How to identify an email message as having been answered, and what response was provided
How to identify what follow up action is required, if any
Who the members are, the level of access they have (read, respond, mark, classify,  store, delete)
Who should answer which messages
What types of email messages are considered to be records
Where incoming messages and replies are to be stored (in one folder, or a small number of folders)
When to delete an email message from the mailbox
The owner of the mailbox and the members who share it have some overlapping responsibilities
		All those with access to shared mailboxes to abide by the stated rules.

All who have access share responsibility for identifying emails that should be retained as a record 
All who have access are responsible for deleting transient messages. 
For shared mailboxes, access should be limited to people who are qualified to answer the email enquiries that will be received. 
Users who might need to send enquiries or requests will need to know the email address and the purpose of the mailbox. The address should be easy to find in the departmental or agency email directory, but it may also be promoted on a website or login screen, via broadcast email, or posters, stickers and flyers, in hallways, offices and cubicles, or on a website.
An individual mailbox may also be shared by appointing delegates in the user’s work group or team to read and act upon the user’s email while the user is absent. Other access rights may be delegated, under certain circumstances
	If the information manager has been consulted and agrees

If the security officer has been consulted and agrees that there is no significant threat to security or privacy

A public mailbox (must / should) have a single or limited purpose and must have one owner, who must set well-defined rules:
	The (single or limited) purpose of the mailbox (discussion topic or area of interest and related sub-topics) 

How to identify an email message as having been answered, and what response was provided
How to identify what follow up action is required, if any
Who the members are, the level of access they have (read, respond)
How long a message should stay in the public mailbox before being stored or deleted
How many folders will be used, and what they will contain

The owner of a public mailbox is responsible for managing the records and information it may contain. 
	Identifying email messages are considered to be records
	Deciding where messages and replies are to be filed and stored (which folders to put them in)
	The filing system for a public mailbox must be consistent with institution practices. 

The filing system for a public mailbox must use institution naming conventions
	Classifying and storing messages and replies
	Ensuring that messages in the public mailbox are protected and “tamper proof”

Deleting irrelevant or transient email messages from the mailbox
Notifying a sender of an irrelevant message that it has been deleted – and why
Acting as chairperson, to keep the discussion in the public mailbox from straying off-topic
Closing the public mailbox once it has served its purpose

The owner of the mailbox and the members who share it have some overlapping responsibilities. All those with access to shared mailboxes are to abide by the stated rules. Any email that made a valuable contribution to the discussion should be kept as a record, along with the final conclusions. The discussions that occur in a public mailbox establish the context within which a final decision was made. They must, therefore, be kept as a record of the proceedings.

Limit the content of email messages to one topic
Users should limit the content of email messages to one topic.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Email is the most commonly requested form of evidence used in courts today. Courts expect parties involved in a case to provide all relevant evidence, and only relevant evidence. An email message that addresses more than one topic, if it is used as evidence, may force the court to sift through irrelevant information.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) institution that email messages should be limited to one topic to facilitate filing and research.

Describe the subject of the message in meaningful terms
Users should describe the subject of email messages in meaningful terms, using keywords that could be used in an electronic search. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Email is the most commonly requested form of evidence used in courts today. Courts expect parties involved in a case to provide all relevant evidence, and only relevant evidence. The preferred approach is to locate electronic information like email by conducting various forms of electronic search. It is quite common to search subject lines of email messages to locate relevant information for the courts. This is much faster and more efficient than searching the content of the message.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that users should describe the subject of email messages in meaningful terms, using keywords that may be used in an electronic search to locate documents on a specific topic.

Provide for indexing of email messages
Institutions should provide for (word) indexing of email messages. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
There is little advantage in having a vast store of email messages if there is no efficient way to search them. There are two ways to go about indexing email messages.
	There are applications that will do full text indexing of email messages and these may be appropriate to some institutions. However, such systems are relatively expensive and they require a substantial amount of customization if they are to sort messages into a pre-defined classification scheme. Without customization, such systems will simply create another classification scheme which may have little or no relevance to the nature of the institution’s way of doing business. 

Another way to index messages is to fit them into a pre-defined classification scheme, using a controlled vocabulary. 
A controlled vocabulary limits the classification choices. Thus if an email message originates from the Human Resources Branch of a department, it should be classified under Human Resources Branch, not Human Resources or Personnel or HR. To some extent, metadata can be used in classification. For example, simply by logging on, a user can be identified as working within a particular department, branch or program. 
Generally, it will also be necessary to identify the subject classification of the message. This is not to be confused with the subject line on the message. The subject line might state “Training Schedule.” But that might not be the way to classify the message. Some systems may be configured to prompt the user to save a message and may also be configured to present the user with a limited number of subject area choices.  Thus, a training developer working in the Human Resources Branch might be working on three projects, one of which might be “Email Management Training” – which might be the best place to file the message about the “Training Schedule.”
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that email messages will be indexed using (a controlled vocabulary / an automated classification system).
Example(s):
(Provide examples of controlled vocabulary that are relevant to the institution, and describe their implications).

Provide for threading of email messages
Institutions should provide for threading of email messages. Threading is the process whereby an information management system tracks relationships between messages in a series along with related metadata and attachments.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
A thread involves an initial email message followed by a sequence of replies. The thread may contain messages that are in the nature of questions and answers, points made in a discussion or a decision making process. Legal and audit proceedings regularly require evidence about a particular decision as well as all of the correspondence leading up to the decision. Thus, there must be a way to preserve the thread of a sequence of email messages. It must be possible to identify and locate all relevant email messages that are part of a thread of messages and preserve the sequence of the messages.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that threads of email messages will be preserved to link email messages in a series. A series may involve an initial email message followed by a sequence of replies related to the same query, discussion or decision making process.  

Institutions must ensure that the use of email supports performance of work that is consistent with their business goals and objectives
Email should be used for appropriate purposes and typically not for sensitive, protected or secret information. System logs can track the use of email and provide reports that help to determine the overall, as well as individual level of compliance with approved policies and procedures. Email is now one of the most common forms of evidence required by courts, so institutions should be prepared, at all times, to disclose email evidence in electronic form. Email management must aim to provide users with timely and convenient access to information in email records, in accordance with legal and policy obligations. It may be helpful to use actual incidents or to devise “drills” to exercise and analyse the organization’s ability to reliably and cost-effectively produce email evidence for courts, audit proceedings or ATIP requests.
Expected Outcome
In any given federal government institution, the following benchmarks will have been achieved:
	Users will be provided with and know how to avail themselves of timely and convenient access to information which they are authorized to see and/or use.
	Actual incidents requiring access to specific email records for legal discovery, audit or ATIP proceedings will be monitored and analyzed on a regular basis to establish performance metrics, assess risk and identify improvements to email management processes.

Artificial “discovery drills” will be devised and executed on occasion to provide controlled diagnostic tests of the ability to locate and produce email records.
	Lessons learned will be appropriately shared and put into practice.

Do not use email for sensitive, personal, protected or secret information except for authorized business purposes, and only with approved security measures
Avoid the use of email for sending confidential, sensitive, protected or secret information, except where there is a specific business requirement to do so and where specialized secure systems or encryption are available – in which case, users must follow government and institutional security policy and guidelines (see also –5.1.5)
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Once an email message is transmitted, the author loses control of the document. Unless the document is encrypted (and even then) the author cannot know to whom the message has been forwarded, or whether an unauthorized individual saw the message on the screen while the receiver left his or her desk for a moment, or if someone saw the message as it came off a printer.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that unsecured email should not be used for sensitive, personal, protected or secret information. Most government records and information may be disclosed to the public in the normal course of business through business transactions, collaboration on various projects or programs, etc. Typically this information is shared with our clients and business partners. Much of this information is also available to the wider public through access to information legislation.  
However, certain types of records and information are considered sensitive and some may be classified as protected or secret.  Because control of an email message is lost to a considerable degree once it is sent, users are strongly advised not to use email to convey any of the following types of information.
	Personal information in human resources records

	Personal information in health records
	Trade secrets
	Information that would violate privacy rights
Users are hereby advised that it is prohibited to use unsecured email to convey any of the following information.
	Passwords and access codes

Cabinet documents
	Documents classified as protected or secret
	Information that might pose a risk to public security if seen by unauthorized individuals
These types of information may be conveyed by email under certain circumstances, by authorized individuals, using encryption technology and specialized equipment. Authorization must be obtained from the (security officer). If authorization is provided, the systems administrator will then configure the user’s email account accordingly, and appropriate equipment will be supplied.

Use system logs to create an audit trail and monitor compliance
System logs should be used to track and create a record (audit trail) of all actions taken on email records or information in an email system or other file storage repository. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
An audit trail is one of the most important means of establishing the integrity or authenticity of evidence in legal proceedings or in audits of various kinds. 
System logs can be used to create an audit trail. An audit trail is a record of a sequence of events or incidents that can be used to reconstruct activity on a given electronic file. An audit trail can be used to establish the legal status of an email file and substantiate or invalidate its integrity or authenticity. 
Audit trails may also be used to support evidence in criminal investigations, including suspected cyber crimes.
Audit trails can also be used in a broader context to substantiate or invalidate the reliability of a computer system, and can determine whether users are following appropriate security precautions.
Basic audit tools are typically provided with email applications, and third party tools are available to provide more detailed audit capability.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that audit logs (created by tools included with the email application and / or third party audit tools) be maintained in order to support the authenticity, integrity and reliability of email evidence and thus establish the admissibility of the evidence and lend it weight.
	Logs should track and record incidents of authorized or unauthorized access or attempts to gain access, to individual email message files or groups of files, or their metadata or their attachments.

Logs should track and record incidents of deletion or alteration of files, metadata or attachments, whether authorized or not.
Logs should track and record the date and time of each incident and who was involved, or, failing that, which workstation was used to seek or obtain access.
Logs should also identify the location of the file – and indicate where it physically resides
Logs should be used to create a record of the email system’s reliability.
Logs should be used to monitor the compliance of system users with Email Management Guidelines
Logs may be system-generated or operator generated and may consist of transaction logs, backup logs, trouble logs, audit trail record logs, etc.

Display names in headers and email addresses
The header of an email message should display the name of the author (From) and the addressee (To) in accordance with the GC metadata standard. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Names help us identify ourselves and identify others. However, in a large institution there will inevitably be individuals with similar names. It will be necessary to find some way to distinguish them. 
Situations will inevitably arise where the order of the names or the initials, or any rule for shortening names will produce results that are inappropriate, and which may seem comical, strange or offensive, depending on the language(s) used by the reader. 
Most institutions show the full given name and full family name of the sender and recipient in the header of an email (provided the full name of the intended recipient is known to the system or to the sender).
There is much more variation in the way that institutions devise their email addresses. Some use full names, and, sometimes, a middle initial. Other institutions have the practice of shortening or truncating user names. Use of shortened names or nicknames is not recommended since, for legal or audit purposes, they make it more difficult to determine who actually sent a message, who it was sent to, or who received it. However, the general rule should be to defer to the preferences of the users themselves. 	Patrick McGuire may be expressed as paddy.mcguire, if that is how he introduces himself. 	Patrick Loubert may be expressed as pat.loubert, if that is how he prefers to be addressed. 
According to Common Look and Feel (CLF) Policy, the resolution of naming conflicts in the local-part (that is, the portion of the address string preceding the @ sign) is left to the discretion of the institution's electronic mail administrator, with a preference for inserting the employee's middle initial to the local-part. In exceptional circumstances, an alternate naming convention may be used to meet security objectives.
Exceptions may also be made where, by cultural convention, family names precede given names.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) as a general rule, to defer to the preferences of the users themselves as to how they want their name expressed in email. Thus, 	Patrick McGuire may be expressed as paddy.mcguire, if that is how he introduces himself. 	Patrick Loubert may be expressed as pat.loubert, if that is how he prefers to be addressed. 
Use of shortened or truncated names is not recommended since, for legal or audit purposes, they make it more difficult to determine who actually sent a message, who it was sent to, or who received it.
Exceptions may be justified where personal or national security factors are involved. Exceptions may also be made where, by cultural convention, family names precede given names. Exceptions may also be made where the order of the names, nicknames or the initials, will produce results that are inappropriate.

Be prepared to disclose email evidence in electronic form
Email storage and filing systems, including online and near-line, whether short-term or archival should enable researchers to rapidly identify, disclose and produce relevant email messages along with metadata and attachments, for legal proceedings, audit purposes or for ATIP requests. To facilitate efficient retrieval for disclosure, email records should be filed according to an approved institutional classification system (also see Guideline 3 and related recommendations).
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Discovery is the process whereby each party involved in legal action discloses all relevant evidence under its control to the opposing party. Judges have ruled against parties who cannot produce evidence under their control.
The rules of civil procedure and case law have clearly extended disclosure and production obligations to electronic records. Parties are required to identify discoverable electronic data, and fully disclose to opposing parties e-records within their possession, control or power, if relevant to the case.
An audit may take many forms. The Office of the Auditor General of Canada has the authority to look at financial controls, business procedures, grant programs, performance, even safety measures. In fact, virtually every aspect of a department’s operations could, in theory, be subject to audit. The Auditor General is entitled to ask for any evidence whatsoever that he or she feels is required to perform the audit, and members of the public service are obligated to provide it. This includes email evidence.
Access to Information Requests may also require the production of email messages.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that it will be prepared, at all times, to comply as quickly as possible with requirements to produce evidence for legal proceedings, for audit purposes or for ATIP requests. Email storage and filing systems, including online and near-line, whether short-term or archival must be designed and maintained in such a manner as to enable researchers to rapidly identify, disclose and produce relevant email messages (and only relevant messages) along with metadata and attachments, in electronic form. 

Monitor performance of discovery and disposition activities
In accordance with the Treasury Board Policy on Information Management and other related Treasury Board policies including the Active Monitoring Policy, the Evaluation Policy and the Policy on Internal Audit, institutions should monitor the effectiveness of their performance in activities related to discovery and disposition. 
Periodic “drills” (which may be actual incidents or specially designed simulations) should be used as opportunities to develop and assess performance measurements and evaluate the efficiency and effectiveness of discovery and disposition procedures. 
Results observed during these drills should be shared and analyzed in the form of lessons learned that should be known by and accessible to any individual involved in discovery or disposition, or in the evaluation and improvement of information management practices in the institution.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
The rules of civil procedure and case law have clearly extended disclosure and production obligations to electronic records. Parties are required to identify discoverable electronic data, and fully disclose to opposing parties E-Records within their possession, control or power, if relevant.
Data is discoverable in computerized form even if the same information has already been produced on paper.
There are also legal obligations to dispose of certain kinds of information within a stipulated time period. Generally, this is information of a personal nature. If such records or information are scheduled for disposal it is an obligation to destroy all instances under the institution’s control. Instances may be found on servers, backup tapes, hard drives, and may be in latent but recoverable form. 
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that it will be prepared, at all times, to comply as quickly as possible with requirements to produce email evidence for legal proceedings or for audit purposes. 
Where documents and records under this institution’s control are subject to a retention period that has a fixed, legislated duration, it is the policy of this institution to locate and dispose of all instances of such a record on a timely basis. 
To ensure that the institution is properly prepared, the performance of discovery and disposition activities will be monitored during “drills” (which may be actual incidents or specially designed simulations). Drills should occur regularly (example: at least once per year, per branch and more frequently if the results are not satisfactory). 
The purpose of the monitoring will be to determine how effectively each branch, and the institution as a whole, is managing email. Drills will be used as opportunities to test the institution’s ability to rapidly identify, disclose, retrieve and produce relevant email messages (and only relevant messages) along with metadata and attachments. 
Drills will consist of actual incidents or scenarios representing hypothetical court cases, audit proceedings or scheduled dispositions, and will require the location and/or retrieval of real records and information.
The following list, though not exhaustive, identifies relevant performance metrics:
	How quickly was information located?

How quickly were hold orders put in place on records scheduled for disposition?
Were all instances of a particular file located, including latent copies?
Did research uncover files that should have been disposed of?
Were latent copies of files located?
Was one instance of each relevant file found in the appropriate repository?
Were subject lines helpful in locating relevant information?
Were distribution lists preserved?
Performance during the drill will be analyzed in such a manner as to help identify email management issues and problems and to propose measures to improve responsiveness, and effectiveness, if necessary.
Institutions must ensure that their email records are maintained, protected and preserved in accordance with appropriate retention schedules
Individual institutions must ensure that information of enduring value to the Government of Canada or to Canadians is available for current and future use. Institutions should conduct a risk assessment to determine the appropriate retention schedules for various types of information – the key being that the content of the record is what determines how long it should be kept – not the technology or medium used to create it. Users should refer to the institution’s classification structure and related retention schedules in order to ensure that messages are stored in the appropriate repository, for the appropriate period of time. 
Essential records must be safeguarded. Records should be protected by appropriate network security and physical security measures. They should also be protected to ensure their usability, including the usability of encrypted information, over time and through technological change. It is vitally important to create, maintain and preserve email system and storage system documentation for effective disaster recovery, and to substantiate the authenticity of email messages involved in judicial, audit or ATIP proceedings. A key requirement is the ability for institutions to protect email messages from improper disclosure, use, disposition or destruction, in accordance with legal and policy obligations. It may be necessary on occasion to apply hold orders, to delay disposition of records that may be required for legal purposes.
Expected Outcome
In any given federal government institution, the following benchmarks will have been achieved:
	Information contained in email that is of enduring value to the Government of Canada or to Canadians will be reliably available for current and future use.
	It will be possible to ensure the usability of email, including the usability of encrypted information, over time and through technological change.
	Retention schedules will be known by email users and correctly applied based on the content of the email or applied automatically based on the classification of the email.
	Email messages will be reliably protected from improper disclosure, use, disposition or destruction, in accordance with legal and policy obligations.


Email systems should not be subjected to indiscriminate purges 
Email systems should not be subjected to periodic and indiscriminate purges of messages, whether by manual or by automated means, whether by users or by network or system administrators. Messages should only be deleted or disposed of in accordance with institution-approved disposition schedules and must not be disposed of simply because the mailbox is “full” or because the messages have aged beyond some arbitrary time limit. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
It might make good sense from an information technology perspective reduce strain on the email system by routinely deleting messages that are older than some predetermined limit. However, it makes no sense from an information management perspective. 
Deleting old emails indiscriminately is certain to destroy important government information or records. Unauthorized destruction of records is an offence under the Library and Archives Canada Act and other legislation. Indiscriminate destruction of information could prevent the institution from producing email evidence when required to do so. Instead, solid IM practices should be in place to allow for records to be managed, which would reduce the load on servers and allow for disposal according to retention schedules.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that email records and information must be managed in an organized way. Users must delete non-records when they have served their purpose and classify (file) and store email messages, metadata and attachments that contain government records or information, and retain them for an appropriate period of time.
It is not acceptable under any circumstances, for any employee to simply delete messages, metadata or attachments that exceed some arbitrary age.

Manage email records to allow access by authorized staff
To allow the institution to continue to do its work, email management systems and programs should provide the flexibility to allow authorized staff to obtain access to email when the holder of the email account is absent.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Along with the need to access information for legal purposes, access by staff and by the public are the fundamental drivers behind email management best practices and information management in general. If it were never necessary to retrieve aging documents for internal purposes, to satisfy the public’s need for information, to preserve historical information and to ensure the accountability of government, then there would be no reason to retain and preserve email messages.
Occasionally, an employee may be absent from work. This could be disruptive if the employee held information in his or her email account that other authorized employees might need to perform their work. To prevent this from happening, an employee may authorize one or more other individuals in the work unit to have read access to his or her email account.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that, in order to allow (institution) to continue to do its work email management systems and programs must provide the flexibility to allow authorized staff to obtain access to email when the holder of the email account is absent.
Users are hereby advised that a system administrator may, at any time, for any legitimate reason, access a user’s email account to view, copy, forward, transfer to file or delete messages, as authorized
	By the user

By the user’s manager
By the (institution) security officer
By the (institution) legal counsel
Legitimate reasons may include the need to obtain information in the employee’s email account to ensure that work progresses or that critical information is shared, or that the public continues to be served in the employee’s absence. Legitimate reasons may also include the need to obtain information to be used as evidence in legal proceedings or audits, while the employee is absent. Such access may also be required in the event of an investigation into misuse of the email system. 
If an email user regularly sends or receives information, via email, that other authorized employees might need to do their work, the user may authorize one or more other individuals in the work unit to have read access to his or her email account.

Remove encryption before leaving an institution
Encryption should be removed from email messages and attachments before a user leaves an institution.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Encryption is a way of substituting the text of a message or attachment with a code that only the intended recipient(s) can decode in order to reconstruct the original text. A simple code, familiar to many children, is to substitute the letters of the alphabet with corresponding numbers (A=1, B=2, C=3, etc.). Today’s encryption technology encrypts a message (applies the code) and then decrypts it (decodes it) at the click of a button, but uses a vastly more sophisticated code.
The use of email is not recommended for transmission of messages or attachments that contain highly sensitive, protected or secret information. However, under some circumstances, defined by security policy, and authorized by institution management, such information may be transmitted, as long as it is encrypted, using technology approved by the government of Canada.
See Policy for Public Key Infrastructure Management in the Government of Canada http://www.tbs-sct.gc.ca/pubs_pol/ciopubs/PKI/pki_e.asp
Library and Archives Canada states:
Encryption can be used to increase the security of electronic documents in storage and during transmission. It enhances the confidentiality of the content of the document and limits access to that content. In the case of stored documents, encryption is analogous to physical security measures and as such, is external to the document itself.
Encryption of documents during transmission provides the function of a traditional paper envelope. Because this "envelope" is not an integral part of the document, and because envelopes have not traditionally been appraised as having archival value, the Library and Archives Canada  will not preserve the encrypted version of records in electronic form.
(Source: http://www.lac-bac.gc.ca/information-management/0618_e.html)
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
In accordance with Library and Archives Canada guidelines, it is the policy of (name of institution) that encryption be removed from email messages that are to be archived. The ability to read an email message that has been encrypted and the ability to remove the encryption must be maintained until the encryption is removed, whether removal is planned to occur at some time during the retention period of the message, or at the end of the retention period, when the message is to be deposited with Library and Archives Canada. To support this policy, encryption should be removed from email messages and attachments before a user leaves an institution.

Remove encryption before transferring email to Library and Archives Canada
Encryption should be removed from email messages and attachments before they are transferred to Library and Archives Canada. The user should decrypt the message if he or she is still with the organization at the time. Otherwise, the operational manager responsible for the part of the organization where the message was produced should decrypt the message. In the latter instance, the advice of an information management specialist and the assistance of a network or system administrator may be required. In the absence of the operational manager or the user, the information management specialist should have the authority to decrypt the message, with the assistance of a network or system administrator.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Encrypted messages will not be accepted by Library and Archives Canada
See Policy for Public Key Infrastructure Management in the Government of Canada http://www.tbs-sct.gc.ca/pubs_pol/ciopubs/PKI/pki_e.asp
Library and Archives Canada states:
Encryption can be used to increase the security of electronic documents in storage and during transmission. It enhances the confidentiality of the content of the document and limits access to that content. In the case of stored documents, encryption is analogous to physical security measures and as such, is external to the document itself.
Encryption of documents during transmission provides the function of a traditional paper envelope. Because this "envelope" is not an integral part of the document, and because envelopes have not traditionally been appraised as having archival value, the Library and Archives Canada  will not preserve the encrypted version of records in electronic form.
(Source: http://www.lac-bac.gc.ca/information-management/0618_e.html)
 
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
In accordance with Library and Archives Canada guidelines, it is the policy of (name of institution) that encryption be removed from email messages that are to be archived. The ability to read an email message that was encrypted and the ability to remove the encryption must be maintained until the encryption is removed, whether removal is planned to occur at some time during the retention period of the message, or at the end of the retention period, when the message is to be deposited with Library and Archives Canada. 

Provide security for networks that support email
Email programs and systems should be supported by networks that are protected by standard technologies such as firewalls, and protection against threats such as those listed below (note that the following list is not exhaustive): 
	Unauthorized access

Viruses, worms, Trojan horses, ActiveX and Java applets
Spam
Spyware, adware and pop-ups
	Other invasive threats as may arise from time to time


Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
An institution’s email program or system is entirely dependent on network connections, and the network itself must be protected from a wide variety of threats including unauthorized access.
There is no way to completely neutralize all threats and avoid all risks. The response must be proportional to the threat and to the risk. 
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that networks supporting email programs and systems must be protected against threats such as: 
	Unauthorized access

Viruses, worms, trojan horses, ActiveX and Java applets
Spam
Spyware, adware and pop-ups
Other invasive threats
The degree of response should be proportional to the risk and to the threat. The (Security Officer) must be consulted and appropriate threat/risk analysis must be conducted to determine the appropriate security measures.

Use passwords, change them regularly and keep them secret
Network or system administrators should set up password systems and ensure that users comply with password policies. An important first step it to protect password files themselves. To do so, administrators should first change the system or application manufacturer’s default administration password (if any). These default passwords are widely known and easily exploited by hackers to gain access to the hundreds or thousands of passwords used in the institution.
Users should select passwords that are difficult to guess, (avoiding names of one’s children, pets, favourite local sports teams, local celebrities, etc.). Passwords should be consistent with institution-approved password standards and attributes. Users should also keep their passwords secret, and change them on schedule. 
Suggestions on Improving Password Security
From the Canadian Handbook on Information Technology Security – section 16.1.1 – Passwords
Available from Canada’s  Communications Security Establishment
Password generators
If users are not allowed to generate their own passwords, they cannot pick easy to-guess passwords. Some generators create only pronounceable non-words to help users remember them. However, users tend to write down hard-to remember passwords.
Pass-phrases.
The use of a short phrase rather than a single word may improve passwords. The phrase is normally easier for the user to remember, and the result may be more secure provided that obvious phrases are avoided.
Limits on log-in attempts

Many operating systems can be configured to lock a user ID after a set number of failed log-in attempts. This helps to prevent guessing of passwords.
Password attributes
Users can be instructed, or the IT system can force them, to select passwords (1) with a certain minimum length, (2) with special characters, (3) that are unrelated to their user ID, or (4) to pick passwords which are not in an on-line dictionary. This makes passwords more difficult to guess (but more likely to be written down).
Changing passwords


Periodic changing of passwords can reduce the damage done by stolen passwords and can make brute-force attempts to break into IT systems more difficult. Too frequent changes, however, can be irritating to users.
Technical protection of the password file.
Access control and one-way encryption can be used to protect the password file itself. However, it should not be forgotten that all methods of protection can be beaten if the level of attack is of sufficient sophistication.
From the (Source: http://www.cse-cst.gc.ca/documents/publications/gov-pubs/itsg/mg9.pdf)
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
In literature on information technology security, a commonly described security risk is that someone may use someone else’s password to gain unauthorized access to email files or to send false or damaging information from another person’s account, causing intentional or unintentional embarrassment or harm to the account holder, the institution or the recipient. These risks can be mitigated by implementing an effective password system.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that system administrators set up a password system which requires at a minimum 8 characters, at least one of which must be a lower case letter from the Roman alphabet, at least one of which must be an upper case letter from the Roman alphabet, and at least one of which must be a number.
The use of other characters such as @, #, $, %, &, *, etc., in passwords is not recommended. Some applications will only recognize passwords that have letters or numbers in them, and will not recognize other characters.

Protect the system against loss or damage
Email systems and the networks which support them should be protected from loss or damage from a variety of potential causes such as those listed below (note that the following list is not exhaustive: 
			Physical threats to buildings and computer facilities

	Natural disasters and environmental threats
	Computer hardware and software failures
	Media vulnerabilities
	Communications vulnerabilities
Lack of documentation or loss of documentation
	Human error
	Other threats as may arise from time to time

Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
It is one thing to create regular backups. But is the server room always locked? Is the server room in the basement of a building that sits on a floodplain? If there is a fire in the server room, are the extinguishers of a type that will protect (or destroy) hardware or electronic media? If there is a fire on any of the floors above the server room, what is to prevent water from running down into the servers?  Are the backup tapes contaminated with dust mites or mould? If the network administrator is suddenly incapacitated, is there documentation that would enable someone else to take over?  Would the documentation tell the replacement where the backup tapes are kept? Is there a backup copy of the documentation? Is it stored off-site as well? 
It is essential to consider the full range of threats, assess the risk involved, and take steps to mitigate the potential negative impact.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that systems supporting email should be protected from a wide range of threats that could lead to loss or damage.
		Physical threats to buildings and computer facilities 

	Natural disasters and environmental threats
	Computer hardware and software failures
	Media vulnerabilities
	Communications vulnerabilities
Lack of documentation or loss of documentation
	Human error

Use the appropriate security classification
When creating, forwarding or storing email messages of a sensitive, protected or secret nature, users should ensure that the security classification of the message is not greater than the security classification of the system or repository used to create, send or store it. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
An email message should not be created, sent or be stored on a system or repository that does not provide a correspondingly high degree of protection (or a higher degree of protection). This principle applies to all security classifications. 
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that when creating, forwarding or storing email messages of a sensitive, protected or secret nature, users should ensure that the security classification of the message is not greater than the security classification of the system or repository used to create, send or store it.

Set up timely and mandatory processes to create, delete and suspend email accounts
Email programs and systems should have processes in place to react on a timely basis to create an account when an employee or contractor arrives, delete the account when the individual leaves the institution or when, for other legitimate reasons, it is necessary to freeze or suspend the account. 
These processes should describe what employees, managers, executives, network administrators and information security specialists should do in a number of different circumstances (and how quickly they should act).
Timely does not necessarily mean immediately. In the case of an employee who is transitioning from one institution to another, it may be appropriate to keep the user’s account active until a new account is opened at the destination. In such cases, an information security specialist should be consulted on the most appropriate course of action.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
When an employee or contractor arrives, it is wasteful if they are prevented from doing the work they were engaged to do because they do not have access to an email account within the institution.
When an employee or contractor arrives or leaves, he or she, as well as, his or her manager, departmental executives and the network administrators each have responsibilities.
On arrival, the new worker should log on and create a password and familiarize himself with the email system and his or her role in managing email records and information.
Departing employees should be advised to perform a clean up of their email, deleting transient messages and retaining and filing any messages that have more long term significance. For temporary absences, employees should be advised to delegate access to another responsible individual. For internal transfers, employees should be asked to obtain permission if they need to take some information with them.
Managers are responsible for ensuring that new workers are appropriately trained in the use of the email system. Managers are also responsible for ensuring that departing employees or contractors delete or file their email messages appropriately, that information is kept within an authorized circle, retention periods are observed and work is delegated.
Where an employee is dismissed, other considerations apply, and it may be necessary to keep all email, including the employee’s personal email, if it may be used as evidence by the department or by the employee in an appeal or other legal action. One source even recommends that an account be frozen and preserved for a standard period of time consistent with the allowable appeal period in the event of dismissal.
At the executive level, managers should develop procedures for the triage and termination of employee email accounts under various circumstances.
Network administrators are responsible for creating and closing the employee’s email account, or at least terminating the employee’s access to the account, once the employee has left.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that email programs and systems must have processes in place to react promptly when an employee, contractor or other user joins, leaves or relocates (the institution). 
These processes must describe what employees, managers, executives and network administrators are to do in a number of different circumstances (and how quickly they should act).
	When a new employee or contractor joins the institution

When an employee leaves on a temporary basis (such as vacation, illness, maternity)
When an employee resigns or a contractor comes to the end of an assignment
When an employee is transferred to another branch, institution
When an employee is laid off or when employment is terminated
These processes must consider the applicability of a number of different steps
	Delegating access to the email account – and determining the type of access to be delegated

Deleting messages unrelated to institution business, or transient messages
Classifying, filing and setting the retention period for email messages that are to be kept
Identifying messages that require follow-up - and forwarding them to another employee for action
Deciding whether there is information in the account that should be shared – and who should share it
Keeping the account open, but terminating employee access, or closing it completely
Where an employee is dismissed, additional considerations must apply
	Deciding whether or not to keep all of the employee’s email including personal email, as evidence 

	required by the department for legal proceedings against the employee

required by the employee who is entitled to use the records in his or her defence.
	Considering whether the file should be frozen, if the employee has a period of time to appeal


Control access rights to email accounts and folders
Access to information and records in email accounts and folders should be restricted to those who need it in order to do their work. 
Most individuals with authorized access to their own individual mailbox should have the ability to create, edit and delete messages, and add them to a folder. 
Ability to read, mark or “send on behalf of” or add messages to folders may be delegated by a user to one or more co-workers within his or her working group. Rules should be established to govern such delegation.
Authorized individuals may be given read-only access to files in a folder. To reduce the risk of loss of important records or information, only a very restricted number of individuals should have the ability to delete messages from a folder.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
The general principle is that network administrators should restrict access to information to those who need it in the course of their work. 
The ability to read, mark or “send on behalf of” or add messages to folders of others may be advantageous within a working group and may be delegated by a user to one or more co-workers within his or her working group.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that access to information and records in email accounts and folders must be restricted to those who need it in order to do their work. 
Most individuals with authorized access to their own individual mailbox should have the ability to create, edit and delete messages, and add them to a folder. 
Ability to read, mark or “send on behalf of” or add messages to folders may be delegated by a user to one or more co-workers within his or her working group. However, to reduce the risk of loss of important records or information, only a very restricted number of individuals should have the ability to delete messages from a folder.

Use message protection and authentication controls
Email management programs and systems should provide message protection and authentication controls to prevent users and administrators from changing a message once it has been sent to at least one recipient, in order to facilitate authentication and version control.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
The authenticity of a record is a measure of the confidence that one can have that an email message is the original and authentic record – or in electronic media, a true copy of the original message. Integrity, in this context, is the quality of having been preserved in unaltered form. These are both important concepts in law, as pertains to rules of evidence. 
Message protection and authentication controls prevent users and administrators from altering an email message once it has been sent to at least one recipient. When these controls are used, the message cannot be altered unless it is sent as a new message with new transmission and receipt data.  Message protection controls support the authenticity, integrity, reliability, and version control of email messages.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that message protection controls should be implemented to support the authenticity, integrity, reliability, and version control of email messages.
These controls should prevent users and administrators from altering an email message once it has been sent to at least one recipient. When these controls are used, the message cannot be altered unless it is sent as a new message with new transmission and receipt data. 

Make regular and consistent backups for disaster recovery
Email management programs or systems should provide for periodic backups, which should be performed on a consistent basis, as required, to meet the business needs of the organization. 
	Backups should be verified to ensure that they have worked properly.

Backups should be stored off-site
Backups should be recycled periodically according to an approved retention schedule applicable to the backup media
Backup procedures should be documented and managed to demonstrate compliance
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Backups provide a measure of protection against the possible loss of records in the event of a major disaster such as fire, flood or earthquake. Backups must be stored off-site to reduce the risk that original system records and backups might both be lost, as might occur if both sets of records were kept in the same building. 
Note that backups are typically recycled on a periodic basis and are not designed to distinguish subject matter or retention periods. In short, backups are a risk reduction measure - not a form of email information management.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that email records and information must be backed up according to the following schedule.
Backups will occur on a (daily, weekly or other) cycle and will be transferred off-site where they will be retained for days(,weeks, months, years), after which the tapes or other backup media may be recycled.

Use digital signatures when appropriate
Digital signatures should be used in correspondence or transactions when the recipient needs to know without doubt that the message is from a trusted sender, that the message has not been altered, and that the sender will not be able to deny having sent it.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
In simple terms, a digital signature is really just a numerical value. A formula is used to derive a value from the message that is being signed, and to combine that value with another secret number assigned to the sender. 
A digital signature is virtually impossible to forge, and it is an important way to authenticate an email message. It can be verified using automation, and this technology will also reveal even the slightest attempt to alter the original message. Digital signatures depend on a technology called public key cryptography, also known as public key infrastructure (PKI). 
To obtain a digital signature, one must first obtain approval from an authorized manager to apply for a digital certificate. A digital certificate contains a person’s name, a serial number, expiration dates and a copy of a person’s digital signature, as well as the digital signature of the certificate-issuing authority and is used to establish a person’s credentials when doing business or other transactions. A department may issue its own certificates or obtain them from a trusted commercial service provider.
Library and Archives Canada states:
Digital signatures confer three qualities on an electronic document. These are data integrity, authentication and non-repudiation. Successful verification of a digital signature ensures the recipient that the "document received" is identical to the "document sent" (data integrity) and confirms the identity of the sender (authentication). It also prevents any subsequent denial by the sender that the document originated with them (non-repudiation). The importance of these assurances is paramount at the time the document is received but diminishes once the recipient's decision to act on the document is made.
Source: Guidelines For Records Created under a Public Key Infrastructure Using Encryption and Digital Signatures - http://www.collectionscanada.gc.ca/gestion-information/002/007002-3015-e.html

Note: While digital signature technology authenticates an email message and prevents it from being tampered with, it does not conceal or hide the content of the message and should not be confused with encryption technology (which can be used to prevent information from being read by unauthorized parties). 
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that digital signatures may be used in correspondence or transactions when the recipient needs to know without doubt that the message is from a trusted sender, that the message has not been altered, and that the sender will not be able to deny having sent it.
A digital signature is provided only upon issuance of a digital certificate by an approved and trusted certification authority. The digital certificate contains a person’s name, a serial number, expiration dates and a copy of a person’s digital signature, as well as the digital signature of the certificate-issuing authority. The certificate is used to establish a person’s credentials when doing business or other transactions. A department may issue its own certificates or obtain them from a central government service provider, or a trusted commercial service provider
Select from one of the options below
(Option 1) The (institution) operates a public key infrastructure (PKI) that provides security features like digital signatures and encryption. This is expensive technology and is available based on need, threat and risk. To obtain access to digital signature, one must first obtain a certificate, issued by the institution’s certificate authority. Applications for a certificate must be completed and signed by the user’s (manager, director, director-general).  It (will or may) be necessary to conduct a threat-risk analysis first. Full instructions are available on the institution’s Intranet at (web address).
(Option 2) The (institution) subscribes to a public key infrastructure (PKI) operated by Public Works and Government Services Canada (PWGSC). The PKI provides security features like digital signatures and encryption. This is expensive technology and is available based on need, threat and risk. To obtain access to digital signature, one must first obtain a certificate, issued by the institution’s certificate authority. Applications for a certificate must be completed and signed by the user’s (manager, director, director-general).  It (will or may) be necessary to conduct a threat-risk analysis first. Full instructions are available on the institution’s Intranet at (web address).
(Option 3) The (institution) subscribes to a public key infrastructure (PKI) operated by (a trusted commercial service provider) the PKI provides security features like digital signatures and encryption. This is expensive technology and is available based on need, threat and risk. To obtain access to digital signature, one must first obtain a certificate, issued by the institution’s certificate authority. Applications for a certificate must be completed and signed by the user’s (manager, director, director-general).  It (will or may) be necessary to conduct a threat-risk analysis first. Full instructions are available on the institution’s Intranet at (web address).

Remove digital signatures that prevent access from email that is to be transferred to Library and Archives Canada 
Digital signatures do not typically prevent access to content, context or structure of an email document. Digital signatures that could prevent such access should be removed from email messages that are to be transferred to Library and Archives Canada. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
The importance of a digital signature decreases once the recipient receives an email message and makes a decision or takes some action in response to the information it contains. 
Library and Archives Canada:
For Library and Archives Canada’s purposes, the integrity and authenticity of records will continue to be inferred from their placement within an institution's record-keeping system during the normal course of business, and from proof of that institution's reliance on records kept within their record-keeping system.
Library and Archives Canada will not attempt to maintain the capacity to re-verify a digital signature after transfer to its control, nor to preserve the traces of a digital signature generated under the current federal PKI system. Further, Library and Archives Canada will not accept records made unintelligible by the presence of a digital signature, but will accept records where the content, context and structure of the document, exclusive of its digital signature, remain intelligible and their integrity and authenticity can be inferred from their placement within an institution's record-keeping system. It is important to note that loss of the ability to render an intelligible electronic record may de facto constitute destruction of the record within the meaning of Section 5(1) of the Library and Archives Canada Act.
Source: Guidelines For Records Created under a Public Key Infrastructure Using Encryption and Digital Signatures - http://www.lac-bac.gc.ca/information-management/0618_e.html
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
In accordance with Library and Archives Canada guidelines, it is the policy of (name of institution) that digital signatures be removed from email messages that are to be archived. The ability to read an email message that has a digital signature and the ability to remove the digital signature must be maintained until the digital signature is removed, whether removal is planned to occur at some time during the retention period of the message, or at the end of the retention period, when the message is to be deposited with Library and Archives Canada.

Do not use scanned signatures to sign messages 
Users should not use a scanned signature to sign an email message because the scanned signature does not authenticate the email. There is also a risk that the signature could be copied for use in forged documents. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Users are warned not to use scanned signatures under any circumstances. A scanned signature is merely a digital attachment – not a digital signature.
A user’s handwritten signature can easily be captured as an image file by a scanner. However, it is a dangerous practice to use the scanned image of a signature in an email message or attachment in order to simulate the true handwritten signature of the sender.
The danger is that a dishonest person could just as easily cut and paste the image of the signature onto another electronic document to create a forgery. Because forgery is so easy in such cases, a scanned signature is not likely to be taken as reliable evidence in court, or during an audit. 
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that the use of a scanned image of a user’s signature on an electronic document, as a substitute for a handwritten signature, is not permitted for any correspondence of any kind, including email.

Use Encryption where appropriate 
Where appropriate, encryption may be used to increase the security of email messages and attachments in storage and during transmission.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Encryption is a way of substituting the text of a message or attachment with a code that only the intended recipient(s) can decode in order to reconstruct the original text. A simple code, familiar to many children, is to substitute the letters of the alphabet with corresponding numbers (A=1, B=2, C=3, etc.). Today’s encryption technology encrypts a message (applies the code) and then decrypts it (decodes it) at the click of a button, but uses a much more sophisticated code.
The use of email is not recommended for transmission of messages or attachments that contain highly sensitive, protected or secret information. However, under some circumstances, defined by security policy, and authorized by institution management, such information may be transmitted, as long as it is encrypted, using technology approved by the government of Canada.
The capacity to encrypt information and the capacity to attach a digital signature are typically packaged in the same security application. To obtain a digital signature, and the capacity to encrypt email messages and other documents, one must first obtain approval from an authorized manager to apply for a digital certificate. A digital certificate contains a person’s name, a serial number, expiration dates and a copy of a person’s digital signature, as well as the digital signature of the certificate-issuing authority and is used to establish a person’s credentials when doing business or other transactions. A department may issue its own certificates or obtain them from a trusted commercial service provider.
See Policy for Public Key Infrastructure Management in the Government of Canada http://www.tbs-sct.gc.ca/pubs_pol/ciopubs/PKI/pki_e.asp
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that encryption may be used in email correspondence or transactions when the sender needs to know that only the intended recipient will be able to read the message, and that it will not be readable, in any electronic form by anyone else.
Encryption technology is provided only upon issuance of a digital certificate by an approved and trusted certification authority. The digital certificate contains a person’s name, a serial number, expiration dates and a copy of a person’s digital signature, as well as the digital signature of the certificate-issuing authority. The certificate is used to establish a person’s credentials when doing business or other transactions, and allows the user to encrypt messages so that they can only be decrypted and read, in electronic form, by the intended recipient. A department may issue its own certificates, or obtain them from a central government service provider, or a trusted commercial service provider.
Select from one of the options below
(Option 1) The (institution) operates a public key infrastructure (PKI) that provides security features like digital signatures and encryption. This is expensive technology and is available based on need, threat and risk. To obtain access to digital signature and encryption technology, one must first obtain a certificate, issued by the institution’s certificate authority. Applications for a certificate must be completed and signed by the user’s (manager, director, director-general).  It (will or may) be necessary to conduct a threat-risk analysis first. Full instructions are available on the institution’s Intranet at (web address).
(Option 2) The (institution) subscribes to a public key infrastructure (PKI) operated by Public Works and Government Services Canada (PWGSC). The PKI provides security features like digital signatures and encryption. PKI is expensive technology and is available based on need, threat and risk. To obtain access to digital signature and encryption technology, one must first obtain a certificate, issued by the institution’s certificate authority. Applications for a certificate must be completed and signed by the user’s (manager, director, director-general).  It (will or may) be necessary to conduct a threat-risk analysis first. Full instructions are available on the institution’s Intranet at (web address).
(Option 3) The (institution) subscribes to a public key infrastructure (PKI) operated by (a trusted commercial service provider) the PKI provides security features like digital signatures and encryption This is expensive technology and is available based on need, threat and risk. To obtain access to digital signature and encryption technology, one must first obtain a certificate, issued by the institution’s certificate authority. Applications for a certificate must be completed and signed by the user’s (manager, director, director-general).  It (will or may) be necessary to conduct a threat-risk analysis first. Full instructions are available on the institution’s Intranet at (web address).

Manage longer term near-line storage of email messages 
If email messages are to be retained more than just temporarily, the email messages, metadata and attachments should be stored in an electronic information management system separate from the email system. 
Messages, metadata and attachments should be kept together or, if these elements are stored separately, it should be possible to restore the relationship such that the authenticity and integrity of the elements and their relationship can be demonstrated in a court of law.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Email systems are not designed for long-term storage of email messages and attachments. Performance degrades as the memory required for storage increases beyond a given threshold.
Longer term storage of email is best done using storage facilities separate from the email system itself.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
(Option 1) It is the policy of (name of institution) to store a single copy of message, metadata and attachment on government-wide database.
Messages, metadata and attachments are received or created using the host technology of the institution (Lotus, Ms Outlook, other). Messages, metadata and attachments are automatically transferred to a central repository maintained by the GC and shared by several departments). Once transferred, the sender and all intended recipients have access to the message, as if it were stored online.  
(Option 2) It is the policy of (name of institution) to store a single copy of message, metadata and attachment on government wide database.
Messages are received or created using the host technology of the institution (Lotus, Ms Outlook, other). Messages, metadata and attachments are automatically transferred to a central repository maintained by (name of institution). Once transferred, the sender and all intended recipients have access to the message, as if it were stored online. 
(Option 3) It is the policy of (name of institution) to store email messages in a conventional configuration, where message, metadata, and attachment may be replicated many times.
Messages originating from (or received by) users within the institution are to be stored on-line for a limited time only. Users may keep non-records or transient records on-line, until they have served their purpose, and then delete them. However users are required to review their messages on at least a weekly basis, to decide which messages to keep and which messages to delete. Messages that are considered to be departmental records or information should classified (filed) in an approved near-line repository.

Avoid storing paper print-outs of email messages if an electronic original exists
Storage of paper printouts of electronic information is not the preferred method of storing information in the GC. However, storage of paper printouts of email messages may be appropriate for smaller institutions with limited technological resources. Paper printouts may also be appropriate for storage of high-risk records.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
There are advantages and disadvantages to printing out email messages and storing them on paper.  
The main advantage of printouts of email messages is that, if printed on acid-free archival quality paper, and if stored under appropriate conditions, the record or information will survive for millennia, whereas the life of most magnetic media is measured in years or, at most, decades. Optical media are significantly more durable than magnetic media, but are still not proven to be as durable as paper.
But there are significant disadvantages to paper printouts. 
	Institutions are cautioned that the cost of indexing, searching and retrieving paper copies is much greater than the cost of storing and maintaining electronic copies.

Metadata is often considered relevant in legal proceedings, so, a message stored on paper must be stored with a printout of its metadata – this involves an extra step in the storage process.
Paper is limited in its ability to deal with attachments such as large spreadsheets, small databases, audio, video or multi-media files, 3D design drawings, 3D renderings, layered maps, etc., which are a unique concern of the electronic age.
	
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that the preferred method of storing electronic records and information is to place them in electronic storage.
If a document is originally produced on paper, it may be filed and stored as such, in accordance with procedures established by the (name of institution) Information Manager.
A document originally produced on paper may also be digitized (scanned) and reproduced in an electronic file format after which, it may be filed in electronic storage. The original paper document should be disposed of in accordance with procedures established by the (name of institution) Information Manager.
If an electronic document is printed to paper for filing and storage purposes, the document’s metadata should also be printed and attached to the paper record. The electronic document should be disposed of in accordance with procedures established by the (name of institution) Information Manager.

Protect email against damage to the storage medium
An email management program should provide protection against damage to the electronic storage medium, and against damage of the electronic information, and should take periodic measures of stored data to detect data loss.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Electronic storage media are extremely fragile, vulnerable to magnetic fields as well as to physical damage. Even if well-protected, the support media such as CD-ROM, DVD, magnetic tape, etc, are subject (in archival terms) to rapid decay – less than ten years in some cases. In addition, the storage of electronic information presumes that both software and hardware required to read the data will still exist at some future date.
Magnetic storage media like tapes, diskettes, and hard drives can last 10 to 20 years if well looked after, but they are easily damaged by physical conditions such as abrasion, excessive heat or cold or excessive dryness or humidity. They can be damaged by mould and dust mites and, of course, magnetic media are also vulnerable to magnetic fields. 
Optical storage media such as CDs are more durable, and may last 100 years, if properly stored and treated with care.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that Email records and information stored on magnetic media (should / must) be protected from threats including dirt, dust, dust mites, mould, oxidation, and chemical reactions, as well as extremes of humidity and temperature. 
At appropriate intervals, electronic information should be migrated to more recent hardware and software to make sure that they remain readable. Note that the software and equipment used today may be forgotten 15 years from now. 
Periodic spot checks of the data contained in the storage repository should be conducted in order to determine the degree of loss and a threshold should be set, which, when reached, signals the need for migration.

Protect email against obsolescence 
An email management program should provide for protection of email messages from obsolescence of the software or hardware required to read email messages and attachments.  
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Electronic devices and storage media are subject to rapid evolution. Even if one were to succeed in preserving email messages, metadata and attachments intact, there is a risk that the hardware and software needed to read them might not still be available in twenty years, (or that nobody in the institution would remember how to use them).
Here are three possible solutions to this dilemma. 
	Keep the software that currently reads the files, and enough of the original hardware to simulate the environment in which the email was created or received. 	This may be practical for some time into the future, but not for a very long term.

	Immediately migrate the files to a standard format that is not software or hardware dependent. 	This has the advantage of being “universally” readable, but the original formatting and much of the original context will be lost. This is also an extra step in the process.
Migrate the files to a more recent version of the system on which they were created or received. 	This has the advantage that new versions of software produced today are generally “backward compatible” meaning that they can faithfully read and reproduce files that were created or received on earlier versions. Note that there is a risk that frequent migrations will distort the email messages. Migration procedures should be tested to protect email messages from distortion.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to protect its email records and information and to ensure that they remain readable, in electronic form, for the appropriate retention period(s). 

Create, maintain and preserve email system documentation 
Documentation supporting an email management system should be capable of providing reasonable proof of the condition of the system and of the authenticity and integrity of the relevant messages, metadata and attachments, at all relevant times.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
When establishing the authenticity, integrity, and reliability of email messages, metadata and attachments in court, it may be necessary to provide proof as to the reliability and integrity of the system that was used to create, send, receive or store them. System documentation must be thorough, accurate and up to date and must cover the relevant period of time.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that thorough documentation of its email programs and systems be created and kept up to date. The documentation must be capable of establishing, with reasonable certainty, that email records produced for legal proceedings or for audit purposes are (or are not) reliable evidence. At a minimum, the documentation must be able to establish the following facts.
	The system was operating properly when the message was created, received, stored, retrieved

The system continued to operate properly after the message was created received, stored, retrieved
If the system did not operate properly at some relevant time, the relevant messages were unaffected
The system itself was not altered after the message was received or created
If the system was altered at some relevant time, the relevant messages were unaffected
If the system did change the message, metadata or attachments, changes were insignificant.
		GC standards and/or guidelines for system security were consistently and correctly applied 
		The system has been subject to regular and consistent backups
Data and audit trails are consistently recorded to prove reliability of the email message
The record copy of a message is properly identified and has been maintained appropriately 
Backup procedures have been coordinated with disposition actions
No copies of records are maintained after the retention period for the records has expired.

Keep email system documentation as a permanent record 
System documentation should be considered a permanent government record and should be handled and stored accordingly.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
When establishing the authenticity, integrity, and reliability of email messages, metadata and attachments in court, it may be necessary to provide proof as to the reliability and integrity of the system where it was created or received and/or stored. 
Evidence is generally not admissible if it is not considered reliable by the court. A party that fails to produce enough reliable evidence in court may be unable to fully support its case. Worse, if a party is unable to produce sufficient reliable evidence, the court may find the party in default and rule in favour of the opposing party.
Because there is no way of knowing or predicting when it will be necessary to establish this proof in court, system documentation must be kept permanently.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that thorough documentation of its email programs and systems be created and kept up to date and that the documentation (and an off-site backup copy) is to be kept as a permanent archival record.

Allow different retention periods for emails and attachments 
Whether the email management system keeps messages and attachments together or not, the system should be configured so as to have the ability to manage a message for which the retention period is just beginning, and an attachment for which the retention period is about to expire. Note that the retention period is always determined by the content of the information and not the medium by which is created, transmitted or stored. This is a complex problem and a difficult technical challenge. Consultation with legal counsel is strongly advised.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Government records and information have a retention period which varies depending on their nature or classification. Some records must be kept for a minimum retention period, which may vary. Other records, chiefly records containing private information, have a maximum retention period, and must be disposed of when the period has expired.
In either case, the retention period may be extended should the records or information be required as evidence in a legal proceeding or audit.
It is quite possible that an email message, for which the retention period may just be beginning, contains an attachment for which the retention period is about to expire. The email management system should be able to manage these differences effectively.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) the email management system operated by (name of institution) (must / should) be able to accommodate differences in the retention periods of email messages and their attachments, as for example when an email message is at the start of its retention period, but contains an attachment which is nearing the end of its retention period.
When the retention period of an email message expires some time after the minimum retention period of the attachment, the expiry date of the attachment must be extended to match the expiry date of the message. 
When the retention period of an email message expires some time after the maximum retention period of the attachment, the attachment must be promptly disposed of when its retention period expires. The email message must be kept for the remainder of its own retention period.
Note that it must also be possible to put a hold on any record (email, metadata or attachment) to prevent its disposition, whether scheduled or not, and whether intentional or not, in the event the record is required as evidence in legal or audit proceedings. 

Apply hold orders, when necessary, to delay disposition 
Email management programs and systems should have the capacity to identify email information or records slated for disposition, and, when necessary, isolate or otherwise protect them from well-intended, ill-intended, or accidental destruction.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Some government information and records are, by law, subject to maximum retention periods, and are to be disposed of when the retention period expires. It is an offence to retain such information past the prescribed retention period, unless the information is required for legal proceedings, audits or access to information requests. In such instances, the retention period may be extended for as long as necessary.
Note that courts have ruled against parties who disposed of information or records required as evidence – even if the disposition took place according to a long-established schedule. Rulings have been based on the principle that the party knew or should have known that the information would be required for specific legal proceedings, and should have applied a hold order to prevent disposition. 
In some instances courts have ruled against parties who disposed of information or records on the grounds that the information was of such a nature that the party should have foreseen that it might be required as evidence, at some unspecified time in the future, in some as yet unknown legal proceeding. 
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that email management programs and systems must have the capacity to identify email information or records slated for disposition, and, when necessary, isolate or otherwise protect them from well-intended, ill-intended, or accidental destruction by applying a hold order.
Some government information and records are, by law, subject to maximum retention periods, and are to be disposed of when the retention period expires. It is an offence to retain such information past the prescribed retention period, unless the information is required for legal proceedings, audits or access to information requests. In such instances, the retention period may be extended for as long as necessary.
Files slated for disposition are to be assessed against their relevance to any known or impending or likely legal action or audit before disposition. If they are found to be relevant or if it is considered that they likely will be relevant to legal action or audit, a hold order must be imposed.
Any hold order should be reviewed annually and terminated if considered appropriate. A hold order may be terminated for records that have been held for legal proceedings or an audit which has concluded and for which there is no plan to appeal the findings.
Any employee who is aware of ongoing legal action or an audit involving the institution or who has reason to believe that such legal action is about to occur, or is likely to occur at some time in the future, should advise (legal counsel) who should, in turn, advise the (information manager) of any email records and information that may be relevant so that hold orders may be imposed, if necessary.
Institutions must ensure that their email records are disposed of in accordance with all relevant legislation and policies
In accordance with 12 (1) and 13 (1) of the Library and Archives Canada Act (2004), no government record may be disposed of unless authorized in writing in a disposition authority obtained from the Librarian and Archivist of Canada. It is important to dispose of transitory email messages and copies (including latent copies – deleted, but not overwritten) on a timely basis. However, it is essential that the capacity exist to prevent disposition or alteration of records that are required (or may be required) for legal, audit or ATIP proceedings.
Expected Outcome
In any given federal government institution, the following benchmarks will have been achieved:
	It will consistently be possible to demonstrate a high level of adherence to institution retention and disposition plans, the Library and Archives Canada approved Records Disposition Authorities, and other legal and policy obligations to ensure the timely disposition of email information that is no longer required by the institution

Information designated by the institution as having historical value will be consistently transferred to Library and Archives Canada.

Obtain authorization for disposition of email information 
The Librarian and Archivist of Canada, has the power to give consent for the disposition of any email message under the control of a government institution and may delegate this power to one or a number of responsible parties within a government institution.
The Library and Archives Canada may provide a Records Disposition Authority (RDA) to an institution. The Library and Archives Canada also provides a Multi-Institutional Disposition Authority (MIDA) that authorizes the disposition of commonly created records.
Responsible parties may in turn delegate power to users to make decisions as to disposition of email that they create or receive, but should do so in writing, with reference to these Email Management Guidelines.  
Contravention of the LAC Act can result in a summary conviction (fine / jail term).
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Section 12. (1) of the Library and Archives Canada Act states:
No government or ministerial record, whether or not it is surplus property of a government institution, shall be disposed of, including by being destroyed, without the written consent of the Librarian and Archivist or of a person to whom the Librarian and Archivist has, in writing, delegated the power to give such consent.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that email messages, metadata and attachments that are official records or information are to be kept for the appropriate retention period (but no longer). At the expiry of the retention period, records or information are to be disposed of in accordance with the disposition authority delegated to (name of institution) and administered by the information manager. 
Written consent must be obtained from the information manager before any files are deleted.
Note that the information manager should not, under normal circumstances, be involved in decisions as to the disposition of individual files. The information manager may provide consent to others in the institution, including individual users, to dispose of certain classes of information or record, at certain times, and under certain conditions. 
Note that the retention period of an email message may not be the same as the retention period of the attachment.

Dispose of email, copies (and latent copies) on a timely basis 
Email programs and systems should be able to locate email files scheduled to be disposed of, wherever they may be under the control of the organization, and allow authorized staff to delete them in such a manner as to prevent them from being reconstructed. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Deleting an email message does not destroy it. Deletion merely destroys the link that allows the user to select and open the file. The message itself is not destroyed until it is overwritten by another electronic file. That means that an email message, even if deleted, could persist for months on backup tapes, or as a latent or hidden file in the email system or in the electronic information management system used by the institution. 
To fully comply with legislation that limits retention of certain information and records, it is necessary to dispose of all copies under the institution’s control. Therefore, when an email message reaches the expiry of its retention period, all copies of the message, including latent copies, on all media under the control of the institution must be located and disposed of in such a manner as to prevent their reconstruction.
There are utilities (computer software tools) that will fully delete and/or overwrite files in such a manner as to make them irretrievable.
It must be remembered that email messages are discoverable as long as they are recoverable. That means that they can be requested as evidence even if they have been deleted, as long as it is possible to recover them from any storage medium under the control of the institution. Allowing such copies to continue to exist after the retention period has expired results in two things – the researchers will incur more cost by having to search through more material to find evidence relevant to the court, and the court will end up with more evidence than is necessary.
The intent of such disposition is to comply with the law, not to destroy evidence.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that email programs and systems belonging to (institution) must be able to locate email files scheduled to be disposed of, wherever they may be, under the control of the institution, and allow authorized staff to delete them in such a manner as to prevent them from being reconstructed.
Employees, contractors and users of the email system are hereby cautioned that deleting an email message does not destroy it. Deletion merely destroys the link that allows the user to select and open the file. The message itself is not destroyed until it is overwritten by another electronic file. That means that an email message, even if deleted, could persist for months on backup tapes, or as a latent or hidden file in the email system or in the electronic information management system. 
To fully comply with legislation that limits retention of certain information and records, it is necessary to dispose of all copies under the institution’s control. Therefore, when an email message reaches the expiry of its retention period, all copies of the message, including latent copies, on all media under the control of the institution must be located and disposed of in such a manner as to prevent their reconstruction.
The (institution) employs the following utilities (provide list of computer software tools) that will fully delete and/or overwrite files in such a manner as to make them irretrievable.
Employees, contractors and other users are also hereby advised that email messages are discoverable as long as they are recoverable. That means that they can be requested as evidence even if they have been deleted, as long as it is possible to recover them from any storage medium under the control of the institution. Email messages must, therefore be stored only in approved locations. 
Allowing such copies to continue to exist after the retention period has expired results in two things – the researchers will incur more cost by having to search through more material to find evidence relevant to the court, and the court will end up with more evidence than is necessary.

Prevent disposition or alteration of records required for legal, audit or ATIP proceedings
Email management programs and systems should have the capacity to protect email information and records, including messages, metadata and attachments from well-intended, ill-intended, or accidental disposition or spoliation (a legal term meaning damage or alteration).
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Note that courts have ruled against parties who have destroyed, tampered with or spoiled information required as evidence.  Rulings have been based on the legal principle “omnia praesumuntur contra spoliatorem,” meaning “all things are presumed against the destroyer or wrongdoer.” Stated in simpler terms, it is assumed by the court that the party who spoiled the evidence had something to hide. Cases may be lost on this basis alone.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that email management programs and systems belonging to (institution) must have the capacity to protect email information and records, including messages, metadata and attachments from well-intended, ill-intended, or accidental spoliation (damage or alteration).
Courts have ruled against parties who have tampered with or spoiled information required as evidence. In simpler terms, it is assumed by the court that the party who spoiled the evidence had something to hide. Cases may be lost on this basis alone. Furthermore, destruction of evidence may constitute a criminal offence.
Institutions must periodically review the effectiveness of their email management policies and practices and identify and implement improvements when appropriate 
Email systems evolve at a rapid rate. The uptake of new features and services, and broader compatibility with other forms of communication are constantly generating new patterns of use. Institutions must consider the effectiveness of their email management policies practices on a regular basis to ensure that they are achieving the desired objectives.
Expected Outcome
In any given federal government institution, the following benchmarks will have been achieved:
	There will be clearly established accountability frameworks to ensure the appropriate management of email information.

Specific risks, vulnerabilities, and other significant management issues will be identified, documented, and reported on and corrective action will be taken if required.

Evaluate the effectiveness of email management
An IM specialist should have primary responsibility for undertaking periodic and detailed assessments of email management within his or her institution and providing recommendations for improvement. However, everyone in an institution has contributing responsibilities to the management of email. Therefore, users, network or system administrators, operational managers and executives should periodically assess how they, as individuals, could contribute more effectively to the management of email. Institutions should have an accessible repository where lessons learned can be collected and shared.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
The highly trained and experienced IM Specialist is uniquely qualified to undertake the review of email management within an institution. In smaller institutions where the individual charged with responsibility to conduct the review may have less training or experience, it is still possible to obtain advice and support from LAC or from the private sector.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that the effectiveness of its email management policies, programs and procedures be evaluated on a regular basis (state the appropriate interval). The review should consider the following points (delete any that are not applicable)
	The types of email information and records used by the institution

The effectiveness of classification schemes, descriptive records and metadata 
The uptake of the classification schemes by users
Plans for IM/IT in respect of email management.. 
IM/IT policies, standards, guidelines pertaining to email management
Compliance assessment methodologies related to email management
Advice on investments in information technology related to email management
Analysis of IM/IT compliance audits, discovery and disposition drills related to email
Cost/benefit analyses and impact analyses related to existing email management practices
The effectiveness of communications strategies related to email management
The dissemination of communication materials related to email management
The effectiveness of processes for accessing email information and records 
	The effectiveness and appropriateness (or shortcomings) of processes and infrastructure involved in the storage and protection of email information and records 
	The effectiveness of processes related to the disposition of email information and records and the imposition of hold orders
Everyone in a federal government institution must understand his or her responsibility with respect to the management of email
Expected Outcome
In any given federal government institution, the following benchmarks will have been achieved:
	All federal government institution employees, including agents and contractors employed by the federal government institution, will understand their roles and their responsibilities with respect to email management. 

They will correctly apply information lifecycle management principles to the management of email information. 
They will ensure that email information is retained in the right storage medium and place and for the right length of time. They will follow the institution’s rules of email etiquette.

Responsibilities of Users 
To support email management effectively, users should know and understand pertinent provisions of legislation, regulations, standards, guidelines, policies, and procedures related to email, and should use and manage their email accordingly. 
The information may be in the form of documents, training materials, coaching or formal training and may be available in a variety of media, or settings at the discretion of the institution. This information should be provided to users by their institution. If the information has not been provided, the user may ask that it be provided.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Users are the “front line” in email management. Unlike other forms of electronic records and information, which are typically managed centrally, the nature of email requires that it be managed in a de-centralized fashion. Management of email starts with the user, at the desktop. 
Typically, it is the originator of a message who would keep the email message, but in some instances, the recipient may be responsible for retaining the document or record. Users must understand which messages they can delete, and which messages they should keep (as well as where they should be stored, and how long they should be kept). 
Users must learn and apply the rules of network etiquette (Netiquette), and use proper language and tone in their messages. They should also know when to use email and when not to. For example, they should avoid using email to send sensitive information, but, if it is necessary to do so, they should, at a minimum, use encryption to protect the information.
In short, email users have broad responsibilities in supporting email management at all stages of the information life cycle.  To handle these responsibilities effectively, and manage the email they send or receive in an appropriate manner, users must be familiar with, and must understand, the pertinent provisions of legislation, policies, regulations, standards, guidelines and procedures related to email.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to assist email users in understanding the pertinent provisions of legislation, policies, regulations, standards, guidelines and procedures related to email, and how to use and manage their email accordingly, (Name of institution) has developed the following resources: 
		Source documents or summaries (list and indicate where they can be obtained)

	Training materials in a variety of media (describe and indicate where they can be obtained)
	Coaching is available from your manager
	Formal training is also available. Details may be obtained from your manager or (other source)
Email services, including the transmission and receipt of email messages, information, files, data and metadata are to be used for (name of institution) business and are not intended for personal use.
Email may not be used for illegal, unethical or unprofessional purposes or for personal gain. 
Email is the property of (institution). The user has no expectation of privacy. 
Limited personal use of email is permitted, as long as it does not interfere with the work of (name of institution) and does not put undue strain on technology resources.
Use of third party email services (such as AOL, HotMail, Yahoo mail) to conduct (name of institution) business is prohibited unless approved in writing by (title).
Subscriptions to chat lists or mail lists are not permitted unless directly related to the work of (name of institution).
The use of email to communicate threatening, harassing or objectionable content is strictly prohibited and is subject to disciplinary action up to and including dismissal and may lead to criminal prosecution. Repeated and unwanted communication may constitute harassment. Any employee receiving such information should save the email in a separate file and forward a copy to (Title of position) for investigation.
The (name of institution) email system is not to be used for circulating joke email or chain letters. Employees receiving such correspondence should advise (title)
The (name of institution) provides periodic support for (list charities, etc: blood collection drive, flu inoculation, United Way, Snow Suit Fund, Toy Mountain, Food Bank, etc). Email is one of the communications tools used to inform staff and invite participation or contributions. However, the primary purpose of the email system is to perform the business of (name of institution) and therefore the system must not be used to promote or solicit support for a “worthy causes” other than those listed, unless approved in advance by (title). 
Data, information opinions or statements produced by or belonging to (name of institution) are not to be distributed outside of the institution without prior approval by (title, alternate, or an individual appointed by them)
Users of (name of institution) email should understand that unprotected email can be intercepted. Users should consider the risk of sending a message via email and use other means of communication if necessary. 
There is no way of predicting when the institution might be involved in legal action or audit proceedings, in which case email messages, including messages that users may consider to be personal, may be required as evidence. Users who write email messages and provide attachments must understand that the information may some day be read as evidence in court. Messages should be composed in a business-like, professional and polite manner. Users should avoid the use of slang or coarse language. 
Users should avoid sending unnecessarily large attachments such as photographs, video clips or audio files. Large attachments can fill the recipient’s inbox and may prevent him or her from receiving other urgent and important information.
Users should not “broadcast” email messages to everyone on the network. This is a practice reserved for authorized users only.

Responsibilities of network and/or system administrators
Network administrators should provide the technical infrastructure for email management, develop and execute backup and disaster recovery procedures, provide up-to date IT and Internet security, and control and monitor access to records and information holdings. 
Network administrators should monitor the use of email to measure compliance with the Email Management Guidelines and policies and, when necessary, investigate suspected misuse of email.
Network administrators should create, maintain and preserve accurate and up-to-date documentation on the email system and information holdings. This documentation should be sufficient to provide proof of the authenticity and integrity of any email record or information provided as evidence in legal proceedings.
Network administrators should ensure that business-related email is not stored in an unauthorized repository. 
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
The mandate of systems administrators is typically to focus on IT system performance, cost efficiency and so on. The focus on IT can lead to decisions and actions that conflict with the proper management of email messages as records and information. For example, it could seem natural to a network administrator to recommend deletion of old records in order to improve the efficiency of the email system. Yet this could cause serious legal and audit problems if records are not properly retained for court proceedings.
In contrast, information managers know which records must be preserved, and for how long, but have little concern as to the negative impact that the storage of large quantities of information can have on the performance of operational systems.
While their mandates are different, network administrators and information managers must work together in a mutually supportive manner.  
Network administrators have the necessary expertise to provide the technical infrastructure for email management. They know how to develop procedures that support backup and disaster recovery. They have the tools to fine tune IT security, and to control and monitor access to records and information holdings. They also have tools for investigating suspected misuse of email.
Network administrators have the ability to limit access to files, providing access only to those who need the files to do their work. Yet they have the ability, to be exercised in limited circumstances, to access an employee’s email. Such access may be exercised when information in an email message is needed, but the employee is away, or when it is necessary in order to diagnose and fix technical problems or to investigate possible misuse of email.
Should any email record or information be required as evidence in legal proceedings, the network administrator must be prepared to isolate the information in order to prevent its deletion and to provide proof of its authenticity and integrity. Such proof is usually in the form of system documentation created, maintained and preserved by the system administrator.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that network and systems administrators should have the following responsibilities with respect to email management: 
	Provide the technical infrastructure for email management

Develop procedures to support system backup and disaster recovery
Fine tune IT security, on an ongoing basis, as new threats materialize
Control and monitor access to records and information holdings
Support investigations related to suspected misuse of email.
Set up, close, freeze or suspend email accounts.
Access an employee’s email (under certain circumstances). 
Isolate information required for legal proceedings in order to prevent its deletion
Provide proof of the authenticity and integrity of email messages
Create, maintain and preserve system documentation.

Responsibilities of information management specialists 
An IM specialist typically has broad responsibilities and is not focused exclusively on email management. However, the same broad responsibilities that apply to the management of other forms of information are generally applicable to the management of email. 
An information management specialist directs and supports effective and efficient management of information in an organization from planning and systems development to disposal and/or long-term preservation. (Paraphrased from the Government of Canada IM Portal): 
(Source: http://www.informationmanagement.gc.ca/index_e.asp)
The Treasury Board Policy on Information Management specifies that Information management specialists – including librarians, archivists, access to information and privacy officials, and records management specialists – will support information management efforts by:
(a) 	Providing information management advice, tools, procedures, standards, and guidelines, consistent with direction provided by the Treasury Board of Canada Secretariat, Library and Archives Canada;
(b) 	Identifying information requirements to information technology personnel to support the development and operation of information technology processes, systems, standards, and tools; and
(c)	 Assessing information management resource and training requirements.
(Source: http://www.tbs-sct.gc.ca/archives/ciopubs/mgih-grdg/2003/mgih-grdg1_e.asp)
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
The role of an information management specialist will vary depending on the size of the institution to which he or she belongs, as well as his or her level of attainment and authority. An information management specialist may have some or all of the following responsibilities:
	Provide information and records management programs and services pertaining to email 

Capture email information and records
Organize and describe email information and records 
Create and maintain and apply classification schemes, descriptive records and metadata 
Provide access to email information and records 
Store and protect email information and records 
Dispose of email information and records 
Provide electronic services related to email management
The responsibilities of the information management specialist may entail some or all of the following tasks:
	Develop departmental plans for (IM/IT in respect of email management)

Develop IM/IT policies, standards, guidelines pertaining to email management
Develop compliance assessment methodologies related to email management
Advise on investments in information technology and, IM/IT resourcing strategies related to the management of email
Conduct IM/IT compliance audits (discovery and disposition drills related to email
Conduct cost/benefit analyses and impact analyses 
Plan, develop and implement communications strategies related to email management
Develop and disseminate communication materials related to email management
Promote Internet business services 
Manage the IM/IT committee Governance Structure 
Participate in inter-departmental working groups on IM policies, standards, and guidelines

In large institutions, there may be several highly trained and experienced information management specialists. However, in smaller institutions, the responsibilities of the information management specialist have sometimes been assigned to an individual with little training or experience in the field, and sometimes to individuals with other operational responsibilities. The purpose of the preceding list is to demonstrate that information management is a challenging and complex undertaking that requires the allocation of appropriate resources.

Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) to provide information and records management programs and services that will support effective and efficient management of email. These programs and services will require and support a number of related activities.
	Capturing email information and records

Organizing and describing email information and records 
Creating, maintaining and applying classification schemes 
Creating descriptive records and metadata 
Providing access to email information and records 
Storing and protecting email information and records 
Disposing of email information and records 
Providing electronic services

Responsibilities of operational managers 
Managers should identify the training needs of individual employees on the subject of email management and allocate time, within business hours, for employees to attend appropriate training.
Managers should monitor employee compliance with these Email Management Guidelines, including arrival/departure and orientation/exit protocols, the proper classification and storage of records and information, and the application of appropriate retention periods.
Managers should ensure that employees have at their disposal any pertinent reference materials on the subject of email management, or that they know where and how to obtain such materials when needed.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives
Rationale
Managers are typically responsible for identifying any training their employees may require, on any subject relevant to their work, and for allowing time, within business hours for the training to occur.
Managers are typically responsible for monitoring various aspects of the work of their employees, including the quality and timeliness of the work they produce, effective use of the tools they are expected to use, and the accuracy and completeness of any records that they keep.
Managers may also be involved in determining retention and disposition requirements typically – though not always - with the advice of information management specialists. Managers may also be involved in organizing the filing system where email messages and attachments must be stored. Managers are also responsible for communicating these requirements to the employees under their supervision.
These responsibilities extend to supervising and managing employee use of email.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that Managers should have the following responsibilities with respect to email: 
	Identify the training needs of individual employees on the subject of email management

Allocate time, within business hours, for employees to attend appropriate training
Monitor employee compliance with Email Management Guidelines and policies
Ensure that employees use appropriate classification and storage for email records and information
Ensure that appropriate retention periods are applied to email messages
Ensure that employees have access to reference materials on the subject of email management
Organize the filing system where email messages and attachments must be stored
Supervise and manage employee use of email

Responsibilities of executives 
Executives should set the strategic direction for email management and guide the development and adoption of email management policy for their institution. 
An executive with the role of records custodian should ensure that email messages that are the subject of pending open records requests and/or litigation are not deleted.
Executives should provide sufficient funding for the institution email management programs and systems and for ensuring their compliance with policy, legislation, and these Email Management Guidelines and related recommendations,
Executives should ensure that appropriate email management training is developed and delivered to employees, that employee attendance is logged and kept as a record, and that training and reference materials are made available to employees in a variety of media.
Executives are responsible for ensuring that employees are provided with these Email Management Guidelines and related recommendations, and that receipt and understanding of these documents is acknowledged in writing, and kept as a record.
Executives should review the email management policies and procedures on a regular basis, to assess their effectiveness, to address concerns, and to implement improvements.
Party or Parties Responsible for Implementing and/or Applying the Recommendation
Users
Network or System Administrators
Information Management Specialists
Operational Managers
Executives

Rationale
Institutions, and therefore their executives are responsible for the actions of their employees, including the proper management, retention and disposal of Email records.
Email management is emerging as one of the most daunting challenges of information management in institutions and is therefore worthy of the close attention of executives.
Executives are typically responsible for setting the strategic direction and policies of their institutions and for ensuring that sufficient resources are allocated for the work of the institution as well as for the effective and efficient creation and retention of government records and information. Generally, executives are also responsible for allocating funds for the training of staff.
Sample Policy Statement
If this recommended action is applicable, consider using the following sample policy statement. 
If not, indicate what alternative action, if any, to apply.
It is the policy of (name of institution) that executives should have the following responsibilities with respect to email management:
	Set the strategic direction for email management

Guide the development and adoption of email management policy
Ensure that email messages subject of pending open records requests and/or litigation are not deleted
Budget sufficient funding for email management programs and systems
Ensure that appropriate email management training is developed and delivered to employees
Ensure that employee attendance at training sessions is logged and kept as a record
Ensure that training materials are available to employees in a variety of media
Ensure that employees are provided the relevant Email Management Guidelines and policies
Ensure that receipt and understanding of these documents is acknowledged in writing, and kept as a record
	Take responsibility for the actions of their employees, including the proper management, retention and disposal of Email records
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Roles and Responsibilities
The following table illustrates who is likely to be involved in implementing these Email Management Guidelines and related recommendations. The roles are:
	User

System or network administrator (SYS)
Information management specialist (IM)
Operational manager (OPS)
Executive (EXEC)
For example, a check mark beside a guideline or one of the related recommendations, and under the User column, indicates that the user is involved in implementing the guideline or recommendation.

Guidelines
User
SYS
IM
OPS
EXEC






0. Introduction to the Draft Email Management Guidelines





0.2. Guidelines





0.3. Why do these Guidelines apply to everyone?





0.4. What is the expected outcome?





0.5. Why is email management so important?





0.6. Areas not covered by these Guidelines





0.7. Roadmap To Meeting the Guidelines





0.8. E-information Life Cycle





0.9. Definitions





1. Institutions must develop a plan to manage email





1.0. Recommendations





1.1. Manage email programs and systems in an integrated way





1.2. Provide email management awareness and training programs





1.3. Use a variety of media in email awareness and training programs





1.4. Verify that Email Management Guidelines, policies and procedures have been distributed, read and understood





1.5. Keep records of learning activities and attendance





2. Institutions must collect and capture all business-related email





2.0. Recommendations





2.1. Create, send and store email messages in an organized way





2.2. Receive and store email in an organized way





2.3. Manage individual mailboxes and folders on a regular basis)





2.4. Keep only one instance of an email message





2.5. Manage and store attachments to email messages





2.6. Treat email as property, under legal control of the GC





2.7. Use institution-wide distribution lists sparingly





2.8. Provide a signature block and contact information





2.9. Use a notice of confidentiality / disclaimer, if appropriate 





2.10. Use a notice of personal opinion, if appropriate





2.11. Avoid using the “Reply to All” feature





3. Institutions must organize business-related email in accordance with a classification system relevant to each organization’s business requirements





3.0. Recommendations





3.1. Maintain and use an organized and efficient filing system for email





3.2. Establish where to store the “copy of record”





3.3. Preserve metadata related to email





3.4. Classify (file) email messages systematically and frequently





3.5. Manage temporary on-line storage of email messages





3.6. Use shared mailboxes, public mailboxes and folders for a single purpose





3.7. Limit the content of email messages to one topic





3.8. Describe the subject of the message in meaningful terms





3.9. Provide for indexing of email messages





3.10. Provide for threading of email messages





4. Institutions must ensure that the use of email supports performance of work that is consistent with their business goals and objectives





4.0. Recommendations





4.1. Do not use email for sensitive, personal, protected or secret information except for authorized business purposes, and only with approved security measures





4.2. Use system logs to create an audit trail and monitor compliance





4.3. Display names in headers and email addresses





4.4. Be prepared to disclose email evidence in electronic form





4.5. Monitor discovery and disposition exercises or “drills” on a regular basis





5. Institutions must ensure that their email records are maintained, protected and preserved in accordance with appropriate retention schedules





5.0. Recommendations





5.1 Email systems should not be subjected to indiscriminate purges





5.2. Manage email records to allow access by authorized staff





5.3. Remove encryption before leaving an institution





5.4. Remove encryption before transferring email to Library and Archives Canada





5.5. Provide security for networks that support email





5.6. Use passwords, change them regularly and keep them secret





5.7. Protect the system against loss or damage





5.8. Use the appropriate security classification





5.9. Set up timely and mandatory processes to create, delete and suspend email accounts





5.10. Control access rights to email accounts and folders





5.11. Use message protection and authentication controls





5.12. Make regular and consistent backups for disaster recovery





5.13. Use digital signatures when appropriate





5.14. Remove digital signatures from email that is to be transferred to Library and Archives Canada





5.15. Do not use scanned signatures to sign messages 





5.16. Use Encryption where appropriate





5.17. Manage longer term near-line storage of email messages





5.18. Avoid storing paper print-outs of email messages if an electronic original exists





5.19. Protect email against damage to the storage medium





5.20. Protect email against obsolescence





5.21. Create, maintain and preserve email system documentation





5.22. Keep email system documentation as a permanent record





5.23. Allow different retention periods for emails and attachments





5.24. Apply hold orders, when necessary, to delay disposition





6. Institutions must ensure that their email records are disposed of in accordance with all relevant legislation and policies





6.0. Recommendations





6.1. Obtain authorization for disposition of email information





6.2. Dispose of email, copies (and latent copies) on a timely basis





6.3. Prevent disposition or alteration of records required for legal, audit or ATIP proceedings





7. Institutions must periodically review the effectiveness of their email management policies and practices and identify and implement improvements when appropriate





7.0. Recommendations





7.1. Evaluate the effectiveness of email management





8. Everyone in a government institution must understand his or her responsibility with respect to the management of email





8.0. Recommendations





8.1. Responsibilities of Users





8.2. Responsibilities of network and/or system administrators (former 5.2)





8.3. Responsibilities of information management specialists





8.4. Responsibilities of operational managers





8.5. Responsibilities of executives
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Email Management Guidelines Compliance and Implementation Plan
The extent of impact (types of impact or areas of impact)
Improved ability to meet legal requirements
Prevent spoliation or loss of records
Prevent unnecessary exposure to legal action
Reduce the number of instances of an email message
Simplify retrieval of files for legal proceedings, audits, access to information requests
Simplify disposition of records by reducing the number of instances of a record
Documentation – storage of documentation
Documentation of the systems involved in email management will need to be very detailed (possibly more detailed than is presently the case).
Documentation will have to be preserved for the longer term in the event it may be needed to help establish the reliability and integrity of the system (at relevant times) for the purposes of legal proceedings or audits.
Obsolescence
There is an obligation that institutions ensure that messages remain readable for the duration of their retention period. This means ensuring that the applications and systems that are capable of reading email must be preserved into the future, or that messages must periodically be migrated to a form readable by newer technology, or that any technology that is acquired has backward compatibility.
User time – managing email
A portion of every email user’s time will have to be devoted to managing email – and this may well be more than the amount of time that is currently allocated. 
Timely disposition
Effective and efficient email management will make it easier to locate records and information and permit timely disposition of items that have reached the end of their retention period. 
Training
New and improved training programs will have to be developed, some of which will broadly target all users. These programs will involve the development of training materials in a variety of media in order to keep the message fresh and allow learners to make use of materials that best suit their learning style. Since business requirements may vary from one institution to another, instruction may have to be customized to some degree. This will require allocation time and effort on the part of training developers, instructors and trainees.
Specialized training will be required for executives, information management specialists, systems administrators and operational managers. Training will again involve effort on the part of specialized resources like training designers and instructors and, in addition will require time on the part of the trainees.
Management time (the operational manager)
A portion of a manager’s time will have to be allocated to identifying training needs, coaching staff and monitoring compliance.
Storage
It will be necessary to save email messages, metadata and attachments that are considered to be official records or information.
It will be necessary to set up an infrastructure to store email records and information.
It will be necessary to organize the storage to permit efficient and effective retrieval and use of email records and information and to facilitate eventual disposition. 
Cost
Managing email involves costs at all levels and in all areas of an institution.
Areas where resource costs may be expected
Human resources
The management of email will require an expenditure of effort on the part of virtually all employees, contractors and other email users in each government institution.
	Users will be required to invest time in managing their email. They will need to identify email messages that do not constitute government records and delete them. They will be required to exercise judgement in determining how to classify or categorize email messages and will be required to store the messages, metadata and attachments in storage areas designated and approved by management.

Network and systems administrators will be required to devote time and effort to the development, operation and maintenance of the technical infrastructure for email management.
In addition to their normal duties, operational managers will be required to set time aside to identify the training needs of individual employees on the subject of email management, and ensure that these needs are met. Managers will also be required to monitor employee compliance with Email Management Guidelines and policies and ensure that employees use appropriate classification and storage for email records and information. In addition, managers will be expected to ensure that appropriate retention periods are applied to email messages.
Information management specialists may expend effort in devising classification schemes and advising managers as to how to develop a filing system where email messages and attachments must be stored. They may also be required to collaborate with systems administrators in the design of email management infrastructure.
Executives will also devote effort to email management. Their role will be to set the strategic direction for email management and guide the development and adoption of email management policy. They will also be required to review and allocate budgets to ensure that sufficient funding is provided for email management programs and systems and to ensure that appropriate email management training is developed and delivered to employees.
Training specialists will be required to develop suitable training materials and deliver training programs to support the effective management of email.
Technology
The effective management of email may require the adaptation of existing infrastructure or the development of new infrastructure. This may involve costs related to effort expended in development and maintenance. In addition, specialized software, hardware and storage facilities may be required.
Areas where cost savings or cost avoidance may occur
The payoff in cost avoidance is in legal compliance – where the ability to store, preserve and reliably and efficiently retrieve email records and information may save substantial costs associated with legal discovery, audits or access to information requests. The risk of legal liability may also be reduced through the ability to efficiently and effectively dispose of email records and information on a timely (and sometimes mandatory) basis.
Effective management of email will also have the intangible benefit of providing continuing access to corporate memory – reduce rework and duplication of effort and permit re-use of information.
Scope of application – areas of business or operations affected
Virtually all aspects of business operations in the Government of Canada will be affected.
Acts that require the Guidelines
While the following Acts do not specifically prescribe a particular email management standard, or guideline, they do set out certain legal responsibilities and obligations pertaining to the disclosure (and non-disclosure) and disposition of information, including electronic information. Definitions of electronic information include or may be interpreted to include information contained in email messages, metadata and attachments. 
Email information is among the most common types of information required to support legal proceedings, and/or audit proceedings and may also be required to serve access to information requests. 
With the exception of financial transactions, there is no duty on the part of institutions of the Government of Canada to document the decision process or actions taken. However, if such records and information are kept, it is the duty of the institution to ensure that they are preserved for an appropriate period of time.
The guidelines herein are conceived to facilitate compliance with the responsibilities and obligations described in the following legislation (see Appendix C for descriptions of the Acts and Internet addresses where they can be found.
	Access to Information Act
	Appropriation Acts

Auditor General Act
Canada Evidence Act
Canadian Charter of Rights and Freedoms
Canadian Security Intelligence Service Act
Copyright Act
Crown Liability and Proceedings Act
Emergency Preparedness Act
Financial Administration Act
The Library and Archives Canada Act
Official Languages Act
Personal Information Protection and Electronic Documents Act
Privacy Act and Regulations
Public Service Employment Act
Security of Information Act
Statistics Act
Federal policies that require the Guidelines
Policy on Information Management

The objective of this policy is to achieve efficient and effective information management to support program and service delivery; foster informed decision making; facilitate accountability, transparency, and collaboration; and preserve and ensure access to information and records for the benefit of present and future generations. 
Expected Results
Government programs and services provide convenient access to relevant, reliable, comprehensive and timely information. 

Information and records are managed as valuable assets to support the outcomes of programs and services, as well as operational needs and accountabilities. 

Governance structures, mechanisms and resources are in place to ensure the continuous and effective management of information.
(Source: http://www.tbs-sct.gc.ca/pubs_pol/ciopubs/TB_GIH/pim-pgi01_e.asp#pim-pgi5)

There are many other policies that require the Guidelines, or which, themselves, prescribe standards or guidelines applicable to email.
	Access to Information Policy

Common Services Policy
Communications Policy
Electronic Authorization and Authentication Policy
Evaluation Policy
Government PKI Policy
	Policy on Information Management
	Policy on Management of Information Technology
	Policy on the Use of Electronic Networks
Privacy and Data Protection Policy
Privacy Impact Assessment Policy
Project Management Policy
Risk Management Policy
Security Policy
	Policy on Learning, Training and Development

Means by which compliance may be monitored and audited
Compliance can be monitored and audited in a number of ways. For example, manual audits, discovery drills and system logs can be used to provide answers to the following key questions:
Policy and Governance
	Is there a policy addressing the Email Management Guidelines?
	Does the policy address all Email Management Guidelines and recommendations, indicating whether or not they apply?
	Where guidelines or recommendations are subject to interpretation, does the policy state how to apply them?

For guidelines or recommendations that are applicable to the institution does the policy indicate how they are to be interpreted and applied?
Is the policy distributed, promoted by management?
Has the policy been read, understood and acknowledged by employees? 
Are there an executive champion and steering committee responsible and accountable for information management in general, and email management in particular? 
Is there a plan for improvement of email management and is the institution tracking to the plan?

Email management awareness and education program
	Is there a functioning high-level awareness program to inform employees?

Is the effectiveness of the program measured?
Are there specialized training programs related to email management and the roles and responsibilities of executives, information management specialists, network and system administrators, operational managers and users?
Is email management training provided to new employees?
Is email management training provided to established employees? 

Compliance Measurement
	Is there a program to measure compliance of users?

Do compliance metrics and targets exist to measure user compliance with individual standards?
Are there baselines for email management metrics and are there targets, plans and activities established to improve compliance levels?
Is user compliance with Email Management Guidelines and related recommendations routinely monitored and are corrective measures taken when users are not compliant?
If so, is the effectiveness of the corrective action measured?
	Is information management / email management expenditure proportional to the size of the institution?


E-information life-cycle
	Are there stated retention periods for different kinds of records and information?

Is there protection against obsolescence?
Are email records and information adequately protected and preserved?
Is the email management system documentation up to date and kept as a permanent record?
Does system documentation support the admissibility of email under the rules of evidence?
Are email messages, metadata and attachments stored together (or if not is the relationship preserved?

The preceding list of questions is not exhaustive and, indeed it may be desirable to ask additional questions and to measure other aspects of compliance. 
Audience and Stakeholders
Executives are a key audience, since they are responsible for the retention of government records and information and for the actions of their employees. They are also a new audience target for the promotion of information management, which has been typically addressed to IM professionals. There is an increasing recognition that IM needs more resources in order to meet the requirements of legislation, the courts and federal auditors. Thus it is essential to convey the importance of funding and championing IM at an executive level.
Information management professionals are the traditional audience for standards, guidelines, practices and tools related to IM. However, the community is not monolithic. Larger institutions may have resources with highly developed skills and extensive experience, but, in smaller institutions, individuals responsible for IM may have very little relevant training or experience. 
Systems administrators have the responsibility to build, operate and maintain the infrastructure that supports email and email management. They need to know and understand the Email Management Guidelines in order to work effectively with information managers
Operational managers are in direct contact with the users and are best positioned to monitor compliance, apply corrective measures, assess training needs and obtain training for their staff. Operational managers may also work with the information manager and systems administrator to articulate business-related information management requirements and constraints, and should therefore know and understand these Email Management Guidelines.
Users are the front line in email management. Users will make decisions about whether to keep or delete messages. They will classify the messages and store them and are the first link in the chain of the email management process. 
Trainers will need to know and understand the Email Management Guidelines, or at least the guidelines and recommendations that pertain to specific audiences for whom they are preparing training materials, and developing or presenting training programs.

Recommended Implementation Approach / Strategy
It is recommended that this new Email Management Guidelines come into effect within one year of approval. 
Executives, information management specialists and system administrators must be prepared in advance of the users. Executives are the first priority, and they must buy-in to the advantages of email management and champion its implementation. It is the executives in the institutions who will need to be motivated to re-allocate funds from existing resources, and ensure that appropriate policies are written to guide the implementation of the Email Management Guidelines within their institutions. They will be the ones to authorize development of related procedures, and training programs. They will be the ones to authorize the implementation of any changes that may be necessary to the technology infrastructure, in order to achieve readiness.
Information managers and systems administrators will need to work closely together, possibly with broader involvement of information technology specialists or outside consultants to design and implement any changes that might be necessary to the applications or to the technology infrastructure that supports email management. Development of and awareness campaign as well as training materials and training programs, may begin once policy and design are complete. It may be necessary to revise these materials to some degree once testing and debugging are complete.
A compliance monitoring program should start immediately after implementation and should involve an appropriate blend of technological support and human intervention. 
The first three months (time frames may vary from one institution to another)
	Publication of the Email Management Guidelines begins and continues for the next two years.

Executives, information management specialists and system administrators are primed
Steps required to implement the Email Management Guidelines are identified
Funds are re-allocated from existing budgets to undertake preparations

From three to six months
	Institutions draft pertinent policies, design email management procedures and identify and plan any infrastructure adjustments may be necessary.


From six to nine months
	Infrastructure changes are made and tested  (email management, security, disaster recovery)

Procedures are tested and refined.
Compliance monitoring plans are developed and tested.
Training materials are developed to reflect email management policy, procedure and infrastructure.

from nine to twelve months
	A high-level email management awareness program begins, preparing users for implementation

Detailed training commences to prepare employees, contractors and other users for implementation

At twelve months
	The Email Management Guidelines are implemented

Compliance monitoring commences
Initial bugs are identified and resolved

Monitoring requirements, and success factors, 
Compliance monitoring for email management will require the establishment of appropriate metrics, which may vary from one government institution to another, depending on business requirements and how the Email Management Guidelines are interpreted and implemented. 
Compliance monitoring will need to be performed on a regular basis, likely more frequently when the Email Management Guidelines are introduced and less frequently once the Email Management Guidelines become part of the established infrastructure and practice.
The success of an email management program will depend in significant measure on the impetus of an executive champion who has authority to allocate funds to the program, who is prepared to participate in setting compliance targets and who will take responsibility for steering the institution toward the target state. 
Monitoring procedures and mechanisms
Audit logs can provide a considerable amount of relevant data which can be digested into reports on a wide variety of metrics pertaining to email management.
Desk checks – Operational managers can periodically spot-check their employees’ email at the desktop to see if email messages are being categorized and stored appropriately, instead of accumulating in the “Inbox” or in the “Sent” box.
Discovery drills (or audit or access to information drills) would help identify problem areas with respect to compliance by exercising the institution’s ability to locate and recover electronic information, including email.
Compliance audits could determine compliance levels by asking simple questions such as whether there is an email management policy, and whether there are related training programs. A compliance audit could also catalogue the active features of the technology being used to manage email.
Level of consensus reached in the Working Group
A broad level of consensus was reached in the Working Group, which met on a number of occasions in February and March 2006, in Ottawa, and which involved representatives from the following Federal Government departments.
	Health Canada

Indian and Northern Affairs
PWGSC
Veterans Affairs Canada
During these meetings, an early draft of what is now called the Email Management Guidelines – Roadmap was reviewed in detail, generating considerable discussion. These meetings and discussions generated valuable suggestions about the organization of the document, about the general content of many of the guidelines, about the related sample policy statements, and in many cases, about the specific wording to be used.  The suggestions were agreed to, in person, by most participants (and in many cases, all participants) and were reflected in the subsequent version of the document.  
Further input from reviewers
In January and February 2008, the draft Email Management Guidelines – Roadmap was reviewed again by information management specialists representing a number of other government institutions.
	Government of Canada
	Atlantic Canada Opportunities Agency

Canada Revenue Agency
Citizenship and Immigration Canada
Library and Archives Canada
Office of the Privacy Commissioner of Canada
Royal Canadian Mounted Police
Transport Canada
	Government of Alberta
	Services Alberta
Again, a general consensus emerged in support of the document and its contents. However, as before, the review generated a number of valuable suggestions about the content of some of the guidelines, the sample policy statements, and in some cases, about the specific wording to be used. 
Some minority concerns arose about the need to resolve government information management issues as a whole – and not just with respect to email. However, these concerns could not be addressed, as they were beyond the scope of the exercise. 
 Significant unresolved issues
Calendars, contact lists and task lists are typical features of email applications used today – but were not within the scope of the study from which the proposed email management guidelines have emerged. Nor does this document address the now pervasive use of mobile devices, the advent of instant messaging, and other relatively recent steps in the evolution and convergence of technology.

Email Management Guidelines – estimating key implementation costs 
The following tables may be used by institutions of varying sizes to estimate key implementation costs, by order of magnitude. Areas where costs are most likely to occur are indicated with a dollar sign ($). However costs may be calculated in terms of dollars, Full Time Equivalents (FTEs) or such other measure as may be considered appropriate by the institution providing the estimates. 
Furthermore, since business models vary from one institution to another, the following tables should be used with a degree of flexibility. Estimators are not obligated to enter costs in all areas designated by a dollar sign – nor are they to be prevented from entering costs into areas not designated by a dollar sign..
Estimate worksheet – for implementation of Email Management Guidelines

The first three months
Tasks
Design &   Develop
Trainer & Trainee Time
Physical Space
Hardware 
Software
Compliance Monitoring
Publication of the Email Management Guidelines begins and continues for the next two years
$





Executives, IM specialists and SysAdmins are primed
$
$




Steps required to implement the Email Management Guidelines are identified
$





Funds are re-allocated from existing budgets to undertake preparations
$






From three to six months
Tasks
Design &   Develop
Trainer & Trainee Time
Physical Space
Hardware 
Software
Compliance Monitoring
Draft pertinent policies
$





Design email management procedures
$





Identify and plan any infrastructure adjustments may be necessary
$





Start procurement of hardware: servers, telecommunications devices, temporary backup and long-term storage devices)



$


Start procurement of software: email applications, security applications, records management software, records classification software




$


From six to nine months
Tasks
Design &   Develop
Trainer & Trainee Time
Physical Space
Hardware 
Software
Compliance Monitoring
Infrastructure changes are made and tested (email management, security, disaster recovery)
$

$
$
$

Procedures are tested and refined
$





Compliance monitoring plans are developed and tested





$
High Level awareness materials are developed
$
$




Specialized training materials are developed to reflect email management policy, procedure and infrastructure

$





From nine to twelve months
Tasks
Design &   Develop
Trainer & Trainee Time
Physical Space
Hardware 
Software
Compliance Monitoring
A high-level email management awareness program begins, preparing users for implementation
$
$




Detailed training commences to prepare employees, contractors and other users for implementation
$
$
$
$
$


At twelve months
Tasks
Design &   Develop
Trainer & Trainee Time
Physical Space
Hardware 
Software
Compliance Monitoring
The Email Management Guidelines are implemented
$





Compliance monitoring commences





$
Initial bugs are identified and resolved
$






Other potential costs
Tasks
Design &   Develop
Trainer & Trainee Time
Physical Space
Hardware 
Software
Compliance Monitoring
Outside consultants
$
$



$
Customization or configuration of software
$





Data migration
$






Total costs 
Tasks
Design &   Develop
Trainer & Trainee Time
Physical Space
Hardware 
Software
Compliance Monitoring
Total Costs
$
$
$
$
$
$


Acts, Regulations, Policies, Agreements that require the Email Management Guidelines
Acts that require the Email Management Guidelines
While the following Acts do not specifically prescribe particular Email Management Guidelines or standards, they do set out certain legal responsibilities and obligations pertaining to the disclosure (and non-disclosure) and disposition of information, including electronic information. Definitions of electronic information include or may be interpreted to include information contained in email messages, metadata and attachments. 
Email information may be required to support legal proceedings, and/or audit proceedings and may also be required to serve access to information requests. 
The Email Management Guidelines herein are conceived to facilitate compliance with the responsibilities and obligations described in the following legislation. 
With the exception of financial transactions, there is no duty to document the decision process or actions taken. However, if such records and information are kept, it is the duty of the institution to ensure that they are preserved for an appropriate period of time.

Access to Information Act
Provides a right of access to information in records under the control of a government institution in accordance with the principles that government information should be available to the public, necessary exceptions to the right of access should be limited and specific, and that decisions on the disclosure of government information should be reviewed independently of government. 
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Appropriation Acts
Identifies government programs, services and activities and allocates annual funding for their development and operation. Department level planning information provides a basis against which results may be measured.
Information is included as a standard object of expenditure against which budgetary estimates are distributed. It includes three main categories of expenditure - advertising services; publishing, printing and exposition services; and public relations and public affairs services. 
Identifies and funds department business lines - including the Treasury Board Information Management and Information Technology business line with a goal to provide strategic direction and leadership in leveraging information management and information technology to improve public access to government services and to meet Public Service renewal objectives.
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Auditor General Act
Establishes the role of the Auditor General to audit government departments, agencies and Crown corporations, and the Accounts of Canada and to report the results to the House of Commons. Provides for an independent assessment of government activity which relies heavily on the availability of quality information. Makes observations and recommendations, at least in part, based on assessment of available information.
The Auditor General is entitled to access information, reports and explanations from departments and crown corporations necessary to fulfill his responsibilities and will identify in his annual report if required information was provided. (13, 14, 7) 
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Canada Evidence Act
Describes roles and procedures with respect to witnesses and documentary evidence in civil and criminal proceedings, and other matters where Parliament has jurisdiction. It identifies the nature and characteristics of information that is admissible as evidence and information that is not (See also the Personal Information Protection and Electronic Documents Act).
Identifies the types of documentary evidence that can be used in a legal proceeding. Makes provisions for information (original or copies) to be accepted as a certified original in legal proceedings, and describes the conditions for admissibility into evidence.  Provides rules for the admissibility of electronic documents in evidence including the use of any standard, procedure, usage or practice concerning the manner in which electronic documents are to be recorded or stored. 
Makes provision for objection to disclosure of information before a court, person or body with jurisdiction to compel the production of information by certifying orally or in writing to the court, person, or body that the information should not be disclosed on the grounds of a specified public interest. 
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Canadian Charter of Rights and Freedoms
The Canadian Constitution is a series of documents that collectively establish the executive, legislative and judicial branches of government, allocate government powers and define citizen rights. The Canadian Charter of Rights and Freedoms is Schedule B of the Constitution Act, 1982. It guarantees the fundamental rights and freedoms of every individual subject to reasonable limits prescribed by law as can be demonstrably justified in a free and democratic society.
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Canadian Security Intelligence Service Act
Establishes the Canadian Security Intelligence Service (CSIS) to investigate and advise government on activities that may constitute a threat to the security of Canada. It makes special provisions for access to information in the interests of national security.
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Copyright Act
To establish and protect ownership and the corresponding rights to produce or reproduce works or any substantial part of them in any material form; to perform them; or to publish them. The Act provides definitions for intellectual properties and provides rules relative to ownership of copyright. The Act identifies actions representing infringement; identifies remedies to which the owner is entitled in cases of infringement; establishes the Copyright Office to process copyright requests and to maintain a register of copyrights; and establishes the Copyright Board to administer the Act, rule on issues and certify royalties. Note: under the common services policy, Communication Canada is responsible for administration of Crown copyright
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Crown Liability and Proceedings Act
Identifies the liability of the government and rules and procedures for proceedings, by or against the government. Information liability is specifically addressed in the context of invasion of privacy.
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Emergency Preparedness Act
The Emergency Preparedness Act requires civil preparedness in Canada for emergencies of all types by defining responsibility for the development and implementation of emergency plans, including preservation of essential records and business resumption planning.
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Financial Administration Act
Establishes the Treasury Board and Department of Finance and provides for the financial and human resource administration of the Government of Canada, the establishment and maintenance of the accounts of Canada, and the control of Crown corporations. It primary relevance for managing information is in the delegation of administrative authority and the provisions requiring maintenance of adequate government records and transactions. Availability of quality government information is required on a timely basis for decision-making, business delivery, evidential needs, historical purposes, access by the Public and for continual monitoring and improvement of program and service results. Note: Other statutes, such as the Public Service Employment Act, the Public Service Staff Relations Act, the Superannuation Act, and the Canada Labour Code deal very specifically with human resources.
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
The Library and Archives Canada Act
This Act defines the objects and powers of the Library and Archives of Canada, and legal requirements for destruction and disposal of government and ministerial records. 
(Source: http://laws.justice.gc.ca/en/L-7.7/)
Official Languages Act
Provides for English and French as the official languages of Canada and makes provisions to ensure equality of status and equal rights and privileges as to their use in all federal institutions.
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Personal Information Protection and Electronic Documents Act
To support and promote electronic commerce by protecting personal information that is collected, used, or disclosed in certain circumstances, by providing for the use of electronic means to communicate or record information or transactions and by amending the Canada Evidence Act, the Statutory Instruments Act, and the Statute Revision Act. Some federally regulated institutions not covered by the Privacy Act, such as parts of Canada Post, are covered by this Act (see also the Canada Evidence Act).
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Privacy Act and Regulations
To protect the privacy of individuals with respect to personal information held by a government institution and to provide individuals with a right of access to that information. Information requirements are summarized below and further detailed in the Appendix B mapping to the Framework for the Management of Information.
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Public Service Employment Act
Establishes the Public Service Commission and identifies the principles and conditions governing the recruitment and appointment of personnel and other aspects of Public Service employment such as recourse, lay off, priority for appointment and political activity.
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Security of Information Act
Defines the offences related to the disclosure of information of a nature that is prejudicial to the safety or interests of Canada.
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Statistics Act
Mandates collection, compilation, analysis, abstraction and publication of statistical information relating to the commercial, industrial, financial, social, economic and general activities and condition of the people of Canada.
(Source: http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg04_e.asp)
Federal policies and directives that require the Email Management Guidelines
The Framework for the Management of Information (FMI) in the Government of Canada provides strategic direction and practical guidance. It describes why and how to integrate the management of information with a wide range of GC activities to improve business delivery, legal and policy compliance, citizen access and accountability. FMI guidance may be used "as is" or modified to meet specific institutional requirements.
 (Source: http://www.tbs-sct.gc.ca/fmi-cgi/index-eng.asp) 
The Policy on Information Management requires government institutions to manage their records throughout their life-cycle. 
	The Directive on Information Management Roles and Responsibilities identifies the roles and responsibilities of all government employees with respect to information management.
Government Security Policy identifies requirements to ensure that all classified or designated information of the federal government is safeguarded in an appropriate manner. 
(Source: http://www.tbs-sct.gc.ca/pubs_pol/ciopubs/TB_GIH/mgih-grdg1_e.asp#eff)
There are many other policies that require the Email Management Guidelines, or which, themselves, prescribe standards or guidelines applicable to email.
	Access to Information Policy

Common Services Policy
Communications Policy
Electronic Authorization and Authentication Policy
Evaluation Policy
Government PKI Policy
Management of Government Information Policy
Management of Information Technology Policy
Policy on the Use of Electronic Networks
Privacy and Data Protection Policy
Privacy Impact Assessment Policy
Project Management Policy
Risk Management Policy
Security Policy
Training and Development Policy

 Chart of Technical and Procedural Standards
The following table lists the proposed Email Management Guidelines and indicates whether they are primarily technical or procedural in nature, or whether there is some degree of overlap.  Some procedural guidelines are also flagged as to whether they are primarily a manual procedure or whether there is some potential that they may be automated to some degree.
Technical Specification
Possible Auto Assisted Procedure
Manual Procedure
Standard/ Guidelines



1. Institution must develop a plan to manage email



1.1. Manage email programs and systems in an integrated way



1.2. Provide email management awareness and training programs



1.3. Use a variety of media in email awareness and training programs



1.4 Verify that email standard, policies and procedures have been distributed, read and understood



1.5. Keep records of learning activities and attendance



2. Institutions must collect and capture all business-related email



2.1. Create, send and store email messages in an organized way



2.2. Receive and store email in an organized way



2.3. Manage individual mailboxes and folders on a regular basis)



2.4. Keep only one instance of an email message



2.5. Manage and store attachments to email messages



2.6. Treat email as property, under legal control of the GC



2.7. Use institution-wide distribution lists sparingly



2.8. Provide a signature block and contact information



2.9. Use a notice of confidentiality / disclaimer, if appropriate 



2.10. Use a notice of personal opinion, if appropriate



2.11. Avoid using the “Reply to All” feature



3. Institutions must organize business-related email in accordance with a classification system relevant to each institution’s business requirements



3.1. Maintain and use an organized and efficient filing system for email



3.2. Establish where to store the “copy of record”



3.3. Preserve metadata related to email



3.4. Classify (file) email messages systematically and frequently



3.5. Manage temporary on-line storage of email messages



3.6. Use shared mailboxes, public mailboxes and folders for a single purpose



3.7. Limit the content of email messages to one topic



3.8. Describe the subject of the message in meaningful terms



3.9. Provide for indexing of email messages



3.10. Provide for threading of email messages



4. Institutions must ensure that the use of email supports performance of work that is consistent their business goals and objectives



4.1. Do not use email for sensitive, personal, protected or secret information except for authorized business purposes, and only with approved security measures



4.2. Use system logs to create an audit trail and monitor compliance



4.3. Display names in headers and email addresses



4.4. Be prepared to disclose email evidence in electronic form



4.5. Monitor discovery and disposition exercises or “drills” on a regular basis



5. Institutions must ensure that their email records are maintained, protected and preserved in accordance with appropriate retention schedules



5.1 Email systems should not be subjected to indiscriminate purges



5.2. Manage email records to allow access by authorized staff



5.3. Remove encryption before leaving an institution



5.4. Remove encryption before transferring email to Library and Archives Canada



5.5. Provide security for networks that support email



5.6. Use passwords, change them regularly and keep them secret



5.7. Protect the system against loss or damage



5.8. Use the appropriate security classification



5.9. Set up timely and mandatory processes to create, delete and suspend email accounts



5.10. Control access rights to email accounts and folders



5.11. Use message protection and authentication controls



5.12. Make regular and consistent backups for disaster recovery



5.13. Use digital signatures when appropriate



5.14. Remove digital signatures from email that is to be transferred to Library and Archives Canada



5.15. Do not use scanned signatures to sign messages 



5.16. Use Encryption where appropriate



5.17. Manage longer term near-line storage of email messages



5.18. Avoid storing paper print-outs of email messages if an electronic original exists



5.19. Protect email against damage to the storage medium



5.20. Protect email against obsolescence



5.21. Create, maintain and preserve email system documentation



5.22. Keep email system documentation as a permanent record



5.23. Allow different retention periods for emails and attachments



5.24. Apply hold orders, when necessary, to delay disposition



6. Institutions must ensure that their email records are disposed of in accordance with all relevant legislation and policies



6.1. Obtain authorization for disposition of email information



6.2. Dispose of email, copies (and latent copies) on a timely basis



6.3. Prevent disposition or alteration of records required for legal, audit or ATIP proceedings



7. Institutions must periodically review the effectiveness of their email management policies and practices and identify and implement improvements when appropriate



7.1. Evaluate the effectiveness of email management



8. Everyone in a federal government institution must understand his or her responsibilities with respect to the management of email



8.1. Responsibilities of Users



8.2. Responsibilities of network and/or system administrators (former 5.2)



8.3. Responsibilities of information management specialists



8.4. Responsibilities of operational managers



8.5. Responsibilities of executives






