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ABSTRACT 

Distributed Multithreaded (DM) programs are becoming more popular along with the 

development of network and Intemet technology. Regarding the aspects of concurrency 

and communications such as message-passing, shared memory, and Remote Procedure 

Cal1 W C ) ,  nondeterministic behavior in a Distributed Multithreaded (DM) program 

has become one of the biggest sources of difficulties in regression testing. Reproducibie 

testing aims at providing methods and techniques to deal with this problem in testing 

nondeterministic programs. Such techniques cover the controlled execution of the 

program by using a separate control mechanism that forces the execution with a given 

test case. 

In this thesis, we describe a reproducible testing method for DM programs. We propose 

an extended design notation - PMSC (ParaIlel Message Sequence Chart) based on MSC 

(Message Sequence Chart) to explicitly represent the static information of DM 

programs such as flow controls, thread interaction and synchronization, and object 

behavior. We also introduce a test case specification in Petri net, which is suficient for 

describing a certain degree of deterministic behavior of concurrent programs. By 

constructing test constraints fiom the test case specification in Petri net, we can use the 

test constraints as a test scenario for our testing. 

Based on the PMSC mode1 and test constraints, we provide a new test control 

mechanism and algorithm that the test controller (TC) consists of multiple test 

controllers for multiple processes. A prototype is developed to evaluate the 



performance of our reproducibie testing approach. It shows that our approach can 

control a certain degree of deteministic execution with given test constraints. And the 

multiple test controUers cm d u c e  the nurnber of communications among the test 

controllers and the processes of the program. 

Keywords: Nondeterrninisrn, Distributed Multithreaded (DM) program, 

Reproducible Testing, Static analysis, test case generation, MSC(Message Sequence 

Chart), Petri net. 
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C h a p t e r  I 

INTRODUCTION 

This chapter gives an introduction to the work of this thesis. It includes its aim, 

motivation and objectives. It also discusses the features and advantages of reproducible 

testing of distributed multithreaded programs using the techniques of MSC (Message 

Sequence Chart) and Petri net. 

The aim of this thesis is to study and develop a new reproducible testing method which 

is a collection of techniques and tools for dealing with the non-deterministic execution in 

regression testing of distributed multithreaded (DM) prograrns. This method is based on 

MSC, which can be extended as a design notation, for describing the behavior of a DM 

program, and Petri net for describing test case specifications. A test control mechanism 

and related algorithm are provided for developing a prototype of our reproducible testing. 

1.2 Motivation 

Distributeci multithreaded (DM) systems connect several computer systems together 

through a communication network. Each computer system consists of one or more 

processes. Each process may have multiple threads. The different threads execute 

concurrently and independently. DM systems are becoming more popular aiong the 
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development of network and Intemet technology. The C O M ~ C ~ ~  cornputer systems 

cornmunicate with each other through message-passing, shared memory or Remote 

Procedure Cal1 WC).  The communication in the distributed multithreaded systems may 

delay. Furthemore, there are many more altematives when considering thread 

interleaving. Al1 these kinds of complications cause non-deterministic behavior in DM 

program. As a result, the repeated executions of the same prograrn with the same input 

data rnay produce different sequences and different results. 

The nondetenninistic behavior makes testing of distributed multithreaded programs 

much more difficult The problem is that we can't produce the previous ninning situation 

by a simple re-execution of the prograxn with the same input data in regression testing. if 

the execution is different h m  the previous execution, we can not test the program with 

the same condition. Reproducible testing becornes one of the key issues in testing 

distributed multithreaded programs. 

Reproducible testing is a technique that performs a controlled execution of the 

prograrn by using a separate control mechanism that forces the execution with a given test 

case. Reproducible testing is performed in three steps: 

(1) A static analysis mode1 (SAM), which describes the program behavior and represents 

the static information of the program, must be generated to evaluate al1 possible 

executions of the program. 

(2) Test case generation (TCM) and Feasibility Check Mode1 (FCM) are provided to 

generate a feasible test case. 



(3) A test case control mechanism (TCC) is performed to control the program execution 

with a given test case. 

To deal with the non-deteministic behavior in distributed multithreaded (DM) 

programs, several approaches [1 ,2,4,5,6,7,8, 17,271 related to these three steps have k e n  

proposed. 

Two approaches are related to the k t  step of reproducible testing. Naumovich [1,2] 

provided a data flow graph model - FLAVERS (Flow Analysis for VEnfication Systems). 

In this approach, concurrent programs are modeted by trace flow graphs (TFGs), and 

properties and thread interactions are describeci in detenninistic finite state automata 

(FSA) over the TFG alphabet The TFG model is usehl for evaluating al1 possible 

executable paths for specific kinds of faults. Peter [27] provides a program model, called 

EBBA (Event-Based Behavioral Abstraction). in this model, the program behavior is 

expressed as a collection of events and the relationship of different event types. The 

debugging of distributed systems is performed b y comparing models of expected program 

behavior with the actual program behavior. We can use these models to descnbe the 

program behavior and evaluate aii possible executions. 

Katayama [4,5] proposed a test case generation method based on the EIAG (Event 

Interactions Graph) model for Ada concurrent program. The method does not provide a 

feasibility check for the generated test case. Another test case generation technique fkom 

Pollock [8] is used to generate a feasible test case based on PPEG (ParaIlel Program Flow 

Graph) model for multithreaded and share-memory based parallel programs. These models 

are not suitable for describing object behavior. 
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Several test case control mechanisms [6,7,17] have k e n  provided for reproducible 

testing of concurrent A& and distributed CORBA programs. Tai [17] uses the well- 

understood concurrent constructs of semaphores and moniton as examples for replay 

control of concurrent programs. Sohn [6,7] proposed a set of synchronized- 

communication primitives and a new replay conho1 algorithm, which uses these primitives 

to arrange al1 the execution sequences of non-detemUnistic operattions. The limitation of 

these approaches is that the centralized test controller may increase the number of 

communications among the test controller and the processes of the program since the 

events within a process are also sent to the global test controller. 

To perfotm reproducible testing on DM programs is a challenging task since the non- 

deteministic behavior is complex and difficult to deal with. Regarding this difficulty, it is 

necessary for us to study and develop a reproducible testing method for DM prograrns. 

This research includes the background study on DM programs, MSC and Petri net, and 

proposes an extended design notation, the PMSC (Parallel Message Sequence Chart), and 

introduces a test case specification in Petri net and test constraints. A test control 

mechanism and related algorithms based on PMSC and test comtraints are provided for 

reproducible testing of DM programs. 

Java language 1101 is becoming more and more popular, which enables the 

development of concurrent and diseibuted srjtem through threads, socket communication, 

Remote Method Invocation (RMI) and Java Interface Definition Language (JIDL). We 

chose Java language as our example for reproducible testing of DM programs. 



1.3 Feahires and Advantages of Reproducible Testing with MSC and 

Petri net 

Message Sequence Chart (MSC) [13,14,15,16] has been widely used for the 

description of message flow and behavior among the processes of distributed, concurrent 

and communicating s ystems. Its clear graphical representation and object-oriented support 

give an intuitive understanding of the described message flows and object behavior of 

distributed object-oriented system. By providing an extended design notation with some 

extension for representing concurrent behavior based on MSC, the thread interaction and 

synchmnization of DM programs are explicitly represented in the static analysis model. 

For many years, Petri nets [22,23] have been used for moâeling the behavior of 

various types of concurrent systems. Petri nets are graphical representations for the 

specification of concurrent systems. The concurrent events and behavior cm be clearly 

described in Petri net. In addition, the model in a Petri net can describe the non- 

deteministic behavior of concurrent systems. By providing Petri net specification for test 

case description, and by constructing test constraiats fkom the test case specification, we 

cm use the test constraïnts as a testing scenario. Such test constraints are used for 

controlling a certain degree of deteministic execution. 

1.4 Objectives 

The primary objective of this thesis is to provide a method for dealing with non- 

deterministic executioa in reproducible testiag of DM programs. Based on the three steps 

of reproducible testing, this method includes: 
5 



a MSC-based extended design notation - PMSC (Parallel Message Sequence C'hart) for 

Java DM programs. 

a Test cases (test constraints) based on Petri-net that force a certain degree of 

detenninism but not fùil detenninism. 

a Test control mechanism for reproducible testing based on our PMSC mode1 and Test 

constraints. 

Another primary objective of this thesis is to provide a prototype to perform 

reproducible testing of DM programs. The reason for developing a prototype of 

reproducible testing system is to help software testers using the prototype to autornatically 

control the execution of DM programs under given test constraints and to evaluate the 

performance of our approach. 

1.5 Thesis Structure 

This thesis consists of ten chapters. Chapter 2 discusses Java distributed multithreaded 

architecture and non-deterministic behaviors in Java DM programs. Chapter 3 describes 

extended design notation - PMSC, which is based on MSC (Message Sequence Chart). 

Chapter 4 defines test case and test case representation based on Petri net. Chapter 5 

represents our reproducible testing process. Chapter 6 discusses the code insertion and test 

case control mechanism based on our PMSC mode1 and Test Consîraints. Chapter 7 

discusses the design and implementation of a prototype of reproducible testing in DM 

programs. Chapter 8 shows the results of the evaluation of our approach. Chapter 9 

describes the cornparison of this work with related work done so far by other researchen. 

Finally, Chapter 10 provides conclusions and recommendations for fùture work. 
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C h a p t e r  2 

JAVA DISTRIBUTED MULTITHREADED (DM) 

ARCHITECTURE AND NON-DETERMINISTIC 

BEHAVIOR 

Java [IO] is a general purpose, object-oriented language that has received a growing 

interest for developing plaûorm-independent concurrent and distributed applications over 

intemet environments. This chapter ovenriews Java Distributed Multithreaded P M )  

construc ts, architecture, and the nondeterministic be havior in Java DM programs. An 

example of a Java DM program - Distributed Bakery Algorithm - is also given. 

2.1 Java Distributed Multithreaded (DM) Constructs 

The Java language enables the development of concurrent and distributed software 

through the constructs of muiti-threading and distributed programrning such as sockets, 

Java Rh41 and Java DL. This section will introduce al1 these constructs in Java DM 

prograrns. 

2.1.1 Concurrency in Java - Multithreading 

h Java, threads are special objects that can nin independently and concurrently with 

the main process. Threads start their execution with the star@ method is called. The main 
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thread is aiready ninning when the program is started. When a thread is started, the thread 

behavior is executed in its method. Since only the main thread is running initiaily in 

Java DM programs, the main thread m u t  create and start some of the other threads. These 

threads may then create and start other threads. in addition, one thread may be suspended 

by calling its joino method. 

The interactions between threads occur through shared memory with synchronized 

thread statements (me- calls) based on the monitor concept. A monitor is a portion of 

code in which only one thread is allowed to nin at a time. Java implements a monitor with 

synchronized statements (methods) and locks. Each Java object has an implicit lock, 

which can be used by synchrunized statements (methods). To execute a synchronized 

statement, a thread m u t  acquire the lock of the object indicated in the synchronized block 

and release this lock when it exits this synchronized block. 

Threads may be interrupted and awakened in monitors by calling the waito, nofity() 

and notifyAll0 methods. When a thread calls the waito method, it releases the lock 

allowing other threads to obtain this lock, t h u  putting itself in the waiting queue of the 

monitor and becoming inactive. The inactive threads in the waiting queue may be 

awakened only when some other threads execute one of notifyO and notifiAll0 methods 

of the lock objec~ The difference between these two methods is that notifyO wakes up one 

thread while notifjAil0 wakes up al1 the threads in the waiting queue. The waito, no t im  

and notiQAll0 methods must take place inside monitors for the corresponding locks. 

In summary, we consider monitor, star@, joino, waito, notifyO and notifyAll0 as 

thread communication methods. 
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2.1.2 Java Distributed Programming 

Distributed systerns require that computations ninning in different address spaces be 

ab le to communicate, especiall y on di fferent machines. Java provides several 

communication mechanisms such as socket, Java RMI (Remote Method Invocation), and 

Java D L  (Interface Definition Language) with CORBA. 

2.1.2.1 Java RMI (Remote Method Invocation) 

Sockets require the processes to engage in application-level protocols to encode and 

decode messages for exchange, and the design of such protocols is difficult and sometimes 

error-prone. Mead of working directly with sockets, the interprocess communication can 

be developed using Java Remote Method Invocation (RMT) [21]. RMI can be used to 

build distributed systems and it allows one to invoke methods on other Java Vunial 

machines. 

The RMI system is similar to but more general and easier to use than the Remote 

Procedure Cal1 (RPC) mechanisms. RMI is a high level communication mechanism which 

provides an interface of remote objects, and ailows objects to invocate a remote method on 

another Java Virtual machine. The remote method invocations are transparent since they 

are identical to local ones. RMI also provides some valuable features for develophg 

distributed applications, such as distributed garbage collection, dynamic loading, object 

senalization, convenient access to streams etc. Figure 2.1 shows the RMI Model. 



The user application is at the top layer of the RMI system. It aiiows objects to 

transparently communicate with mate objects, possibly on other Java Virtual Machins. 

The RMI system itself consists of three layers: the Stub/skeleton layer, the Remote 

Reference layer and the Transport layer. A remote method invocation h m  a client to a 

remote server object travels down through the layers of the RMI systern to the client-side 

transport, then up through the semer-side transport to the semer. 

Application Layer: I Client Semr 

Presenmtion Layer: Skeletons 

& 
Session Layec 1 Remote Refance Layer 1 

Transport Layer: I TCP I 

Figure 2.1. The RMI Mode1 

The Stub/Skeleton layer serves as an intedace between an application and the rest of 

the RMI system. h consists of two parts: client-side stubs (proxies) and server-side 

skeletons, which allow transfer of data to the Remote Refefence Layer via marshd 

streams. The remote reference layer is responsible for carrying out the semantics of the 

invocation. It transmits data to the Transport layer using comection-onented streams. n i e  

transport layer is responsible for setthg up connections, managing those connections, and 

keeping track of and dispatching to remote abjects. 
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In RMI, the implementation of a remote method invocation may or may not be 

executed in a separate thread. Some calls which originate fiom the same client v i d  

machine will execute in the same thread; some will execute in different threads. Calls, 

which originate fiom different client vütuai machines, will execute in different threads. 

2.1.2.2 Java IDL (Interface Deflnition Language) with CORBA 

Java IDL adds CORBA (Common Object Request Broker Architecture) capability to 

the Java pladorm, providing standard-based interoperability and connectivity through 

method invocation on remote network services. Java D L  enables distributed Web-enabled 

Java applications to transparently invoke operations on remote network services using the 

industry standard OMG IDL (Object Management Group Interface Definition Language) 

and LIOP (Intemet Inter-ORB Protocol) defmed by the Object Management Group. 

Figure 2.2 illustrates the structure of Java D L  with CORBA Implementation. 

Interfaces for remote objects are defineci in the standard CORBA Interface Definition 

Language (DL). The IDL compiler compiles the D L  and generates D L  mibs for client 

application and an IDL skeleton for server-side object implementation. The object 

implementation is registered in the CORBA Name SeMce. The client can get the object 

reference through the Name Service. When a remote method is called, the client request is 

passed into the D L  stub that directs the request to the ORB. The ORB uses the object 

reference to locate the object implementation and then delivers the request to the IDL 

skeleton, where the request is then passed to the object implementation. Any r e m  values 



are passed back through the skeleton to the ORB. Then the ORB returns the values 

through the IDL stub to the client application. 

The diEerence between Java RMI and Java D L  is that Java RMI ody supports the 

homogeneous environment of the Java Vimial Machine, while CORBA cm be run in a 

heterogeneously distributed environment. 

Compiler 
IULi I 

Object Request Broker (ORB) I 
Figure 2.2. The Structure of Java IDL with CORBA Implementation 

2.2 Java Distributed Multithreaded (DM) Architecture 

A distributed multithreaded P M )  Java program consists of a set of multithreaded 

processes, which may run on different Virtual Machina. In each process, multiple threads 

can be executed concurrently and independently. The interactions between two threads are 

12 



via shared-memory communication with synchronized method calls; the communication 

between two procwes is achieved by socket communication, Java Remote Method 

Invocation (RMI) and Java IDL with CORBA etc. The detailed architecture of Java DM 

programs is illustrated in Figure 2.3. The bars t l ,  r2. 23 represents the threads and the 

cucles O land 02 represents synchronized or remote objects. 

Figure 23. Distributed Multithreaded Architecture 

in this thesis, we make the following assumptions about our Java DM programs: 

(1) Threads can be dynamically created during the program execution. 

(2) The interaction between two threads are monitor-based synchronized block 

(methods), and the synchronization is realized via star@, notiw, notifjAll0 and waito 

methods. 

(3) We use Java RMI or Java IDL with CORBA implementation as the 

communication means between two processes. Based on Java RMI and Java IDL, the 
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remote method calls are treated as local method cails. There is no difference of 

interactions berneen two threads h m  two processes and from one single process. 

(4) There may be more than one process in the program. 

Formally, a Java DM program P c m  be dehed  as follows: 

where Ni (1 5 i I n) represents a nuining process. 

where Ti, (1 5 i < n, 1 I j 5 m) represents the j' thread in process Ni- 

We use numProcesseses~ to denote a fùnction that returns the number of processes in P 

and num ThreadsWd to denote a fùnction that returns the number of threads in process Ni- 

2.3 Non-deterministic Behavior 

In Java Distributeci Multithreaded (DM) programs, nondeterminism comes fiom the 

concurrent thread executions and the interactions between threads. Non-determinism can 

be demonstrated by ninning the same program with the same input and observing different 

results and behavior. For example, two threads update a shared variable V concurrently, in 

which V is protected by rnonitor object O. Depending on the order that two threads update 

the variable V, its value may be diEerent. In other words, depending on the execution 
14 



sequences, we may not get the same results or observe different behavior with the same 

input data. 

The nondeterministic behavior rnakes regression testing and debugging of distributed 

multithreaded @M) programs much more difficult. The problem is that the program may 

produce diflerent results with diserent execution sequences. We can not produce the 

previous execution sequence by a simple re-execution of program with the same test &ta 

when we perform regression testing. Even though we get the expected result, we cm not 

guarantee that the program is correct. 

2.4 An Example - Dishibuted Bakery Algorithm @BA) 

In the Distributed Bakery Algorithm @BA) [I l ] ,  several nodes compete for entering a 

critical section. Each node bas an identification number and maintains a number, which is 

currently used for making a decision to enter the cntical section. When a node wishes to 

enter the critical section, it chooses a number, broadcasts its choice to the other nodes, and 

then waits until it has received confirmation fiom each other node that the number chosen 

is now the lowest outstanding number. If the chosen number is the sarne as the number in 

other nodes, the node with the lowest identification number receives confirmation. The 

DBA algorithm includes three tasks: 

a Compete for entering critical section when requested. 

a Send Request to other nodes for cornparison. 

a Send Reply to other nodes if those nodes have lower outstanding numbers. 



The DBA implementation consists of multiple processes, one for each n d e ;  each 

process consists of more than one thread for a different task. Hence in this thesis, we chose 

DBA as our typical example of Distributed Multithreaded (DM) programs. For simplicity, 

here we consider two nodes. 

2.4.1 Java Implementation of DBA Algorithm 

In Java, the nodes are implemented as separate processes which may run in differwt 

Virtual machines. The communication between two nodes is via Java D L  with CORBA 

implementation. Java source code of this example is given in Appendix A. Each node bas 

two threads and two remote objects. The structure of the algorithm is shown in Figure 2.4. 

The rectangles represent threads, the ovals represent remote objects, the arrows represents 

method calls. In this figure, we have 

Main Process thread which accepts usen' requests and executes the critical section. 

Send Request thread which sen& the messages to Request object. 

Request Object which does the cornparison and makes a decision whether to defer or 

reply to other nodes. 

Re& Object which sen& a reply to other nodes for their requests to enter the critical 

section. 

n i e  three tasks that comprise the DBA algorithm for each node access shared 

variables that maintain state information about the node. These shared variables are 

implemented in a Java Node class (see Nodejava in Appendix A). Each node bas one 

instance of this class, containing the following information: 



Figure 2.4. Distributed Bakery Algorithm 

Node Identification 0): Node 1 has lower identification number than Node 2. 

Number: The number chosen by this node for comparison. 

Requesting: A flag to indicate whether this node is requesting its cnticai section. This 

is used to skip the comparison of sequence nurnbers if a node is not competing for the 

cri tical section. - ReplyCount: Used to count received Reply messages so that the node icnows when it is 

allowed to enter the critical section. 

r Deferred: An array indicating which noâes have had their replies deferred. 

The Node object is treated as a monitor. The mutual exclusion on these shared 

variables is protected by calling syncbronized blocks (methods) on this monitor object. 



2.4.2 The Non-deterrninistic Behavior in DBA 

ILI this example, the non-deterministic behavior is described by observing two different 

results with the same input. The input in this example is the number we choose. 

Node I enters critical section Jirst. 

Node 2 enters critical section ps t .  

Case 2: Node 1 enters the critical section first. There are three scenarios in this case. 

Scenario 1: 

Nodes 1 & 2 choose a number simul~eously. 

Nodes 1 & 2 propagate their number to the other node. 

Nodes 1 & 2 wait until they receive a reply fiom the other node. 

O By cornparison, bot.  nodes have the same number but Node 1 has a lower 

identification number, so Node 2 is deferred. 

Node 1 receives a reply fiom Node 2 and enters cntical section. 

O Node 1 sends a reply to Node 2. 

O Node 2 receives a reply fiom Node 1 and enters cntical section. 

Node 1 & 2 again choose a higher nurnber. 

Scenario 2: 

Node 1 chooses a number first and propagates it to Node 2. 

r Then Node 2 chooses a number and propagates it to Node 1. 

Nodes 1 & 2 wait until they receive reply fiom the other node. 



By comparison, Node 1 bas a lower number, so Node 2 is defmd. 

Node 1 receives a reply fiom Node 2 and enters critical section. 

Node 1 sen& a reply to Node 2. 

Node 2 receives a reply h m  Node 1 and enters critical section. 

Node 1 & 2 again choose a higher number. 

Scenario 3: 

Node 1 chooses a number but not Node 2. 

Node 1 propagates the number to Node 2. 

Node 1 waits until it receives a reply fiom Node 2. 

Since Node 2 does not request entering critical section, it sends a reply directly to Node 

1. 

r Node 1 receives a reply fiom Node 2 and enters critical section. 

r Node 1 again chooses a higher number. 

Case 2: Node 2 enters the critical section first. There are two scenarios in this case. 

Scenario 1: 

Node 2 chooses a number first and propagates it to Node 1. 

r Then Node 1 chooses a nwnber and propagates it to Node 2. 

Nodes 1 & 2 wait until they receive a reply h m  the other node. 

a By comparison, Node 2 has a lower number, so Node 1 is deferred. 

Node 2 receives a reply fiom Node 1 and enters critical section. 

a Node 2 sen& a reply to Node 1. 

N d e  1 receives a reply from Node 2 and enters critical section. 



Nodes 1 & 2 again choose a higher number. 

Scenario 2: 

Node 2 chooses a number but not Node 1.  

0 Node 2 propagates the number to Node 1.  

Node 2 waits until it receives a reply nom Node 1 .  

Since Node 1 does not request entering critical section, it sends a reply directly to Node 

2. 

0 Node 2 receives a reply fiom Node 1 and enters critical section. 

Nade 2 again chooses a higher number. 



C h a p t e r  3 

EXTENDED DESIGN NOTATIONS - PMSC (PARALLEL 

MESSAGE SEQUENCE CHART) 

This chapter gives an overview of MSC (Message Sequence Chart) [ 13,14,15,16] and 

discusses the advantages of using MSC. Then it describes our extended design notation - 
PMSC (ParaIlel Message Chart), which is based on MSC for representing the static 

analysis mode1 of Java DM program. 

3.1 Overview of MSC (Message Sequence Chart) 

Message sequence chart (MSC) is an easy and intuitive way for descnbing the 

behavior of a system by viewing the interaction between the system and its environment 

[16]. This language is standardized according to K U  recommendation 2.120 113,141 by 

the ITU-TS (the Telecommunication Standardkition section of the International 

Telecornmunication Union, the former CCITT) [25]. 

The MSC recommendation 2.120 was approved by ïïU twice in 1992 and 1996. 

M W 9 2  [13] contains a description of an abstract syntax, a graphical syntax, and a textual 

syntax of the language MSC, called Basic Message Sequence Chart (BMSC). BMSC is a 

finite collection of instances with a detaileh description of the asynchronous 

communication between instances. The language of BMSC includes al1 constnicts that are 

necessary for specifjing the pure message flow. MSC'96 [14] introduces the new 
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consmicts of MSC including new concepts of composition and object orientation. The 

main constmcts of MSC are instance, message, environment, action, composition, object- 

oriented concept etc. Figure 3.1 illustrates a pphical  representation of telephone cal1 in 

MSC. 

MSC Telephone C d  

Ofa-Iook 

T U  
OnHook - > OnHook 

Figure 3.1. A Craphicai Representation of 
Telephone Cail in MSC [20] 

6 Instance: is an abstract entity on which message inputs, message outputs and local 

actions may be specified. An instance contains three sub-elementç: instance head, instance 

axis and instance end. In the graphical representation, the instance heading is represented 

as a named rectangle at the top, the instance end is represented as a filled-rectangle at the 

bottom. The vertical lines (instance axis) denote the instance process control flows. The 

time along each line is ninning h m  top to bottom. 



O Message: describes an asynchronous message king sent and received between two 

instances. This can be represented by a horizontal arrow which starts at the sending 

instance and ends at the receiving instance. 

O System Environment: is graphically represented by the h e  symbol which foms the 

boundary of an MSC diagram. In contrast to instances, there is no ordering of 

communication events within the environment. 

a Actions: descnbes an interna! activity of an instance. An action is graphically 

represented by a solid rectangle containing the action name. 

Instance Creation and Termination: are quite common events since instances may be 

created or teminated dynarnically during system run time. In the graphical representation, 

the create symbol is a dashed arrow which rnay be associated with textual parameters. 

This arrow originates fiom a parent instance and points at the instance head of the child 

instance. The termination of an instance is graphically represented by a stop symbol in the 

form of a cross at the end of the instance axis. 

O Composition: In addition to the sequential composition of MSC based on conditions, 

some other composition rnechanisms are proposed by means of process algebra operators 

with MSCs as arguments. ï h e  Solid rectangle blocks with keywords seq, ait, par, loop, 

opt, exc etc. in the left upper corner graphically represent six types of system composition 

(sequence, alternative, parallel, repetition, oplional region and exception)- 



Object-Orienteà Concepts The object and object behavior are explicitly described in 

the MSC. For example, the objects are represented as instances at the top. Each instance 

axis and message between them describes an object's behavior. 

The major strength of MSC is that its clear graphical representahon gives an intuitive 

understanding of the described system behavior. Another strength is that the 

standardization of forma1 semantics allows for systematic tool support and facilitates the 

message exchange between different tools. Due to the standardization, MSC can be used 

as [20]: 

a seml-formulfinctionui requirernent spec~$cation 

an interface spec~$cation 

an overview ofa service 

a busis for simulation and validation 

a a basis fôr automatic test case generation. 

3.2 Extended Design Notations - PMSC (Paraiiel Message Sequence 

C hart) 

Since Java is an object-oriented paradigm, static data flow analysis techniques 

[1,2,4,5] are not sufficient for describing the object behavioa. In this research work, we 

propose an extended design notation - PMSC (Parallel Message Sequence Chart) based on 

MSC for represenhg our static aaalysis modei on Java DM programs, since MSC 

supports object-orientation and has user-fnendiy graphitai representation. In PMSC, we 



adopt some basic concepts of MSC, and extend it with some new ones for describing the 

Java monitor-based interaction and synchronization. 

A PMSC is a collection of extended MSCs. The behavior of each thread is 

represented by an extended MSC. The detailed extension of PMSC mode1 is described as 

follows: 

0 Thread rnethod c d s  (start, notlfi,  nohfLAf1, wait etc.) are represented as messages in 

horizontal arrows. 

The intemal actions with keywords notifL. noirfiAl/, and wait denote thread 

synchronization. 

Dotted rectangle blocks with monitors in the upper lefi corner represent 

synchronization blocks (methods). 

Figure 3.2 & Figure 3.3 illustrate the PMSCs of the DBA algorithm. 



l . loop y--- 

i n d c  l <l,n> i 

Figure 33. P W C  of MainProcessl in DBA aigorithm 



1. rcqucsting 
3.sctf-tioNum, 

1 O. nnri f i -  -, 

Figure 33. PMSC of SendRequestl in DBA Aigorithm 



C h a p t e r  4 

TEST CASE SPECIFICATION IN PETRI NET AND TEST 

CONSTRAINTS 

In this chapter, we give a brief review of Petri net and introduce an approach for test 

case specification using Petri net which can describe a certain degree of d e t e d s m .  

Then we define test constraints in term of concwrent events and their relations f?om the 

test case specification in Petri net as a test scenario for our testing approach. 

4.1 Overview of Petri.net 

For many years, Petri nets [22,23] have been used for modeling the behavior of 

various types of concurrent systems. Petri nets are a graphical representation for 

specifjmg concurrent systems. The concurrent events and behavior of the concurrent 

prograrn can be clearly described in Petri net. 

Formally, a Petri net is defined as a 5-tuple 1231 

where 

0 P is a finite set of places. A place can contain any number of tokens. The place is 

marked when it contains tokens. 
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a T is a finite set of transitions. 

A is a finite set of arrows either h m  places to transitions or fkom transitions to places. 

O W is a weight function that associates a positive integer witb each arrow of A. By 

default, the weight of an arrow is one. 

Mo is the initial marking. 

Graphically, a Petri net is a directed graph. Places are represented by circles, 

transitions by bars, and tokens by dots within the places. The state of a Petri net is 

represented by markhg its places, which is graphically inserting a number of tokens in the 

places of the net. Figure 4.1 shows a Petri net. 

Figure 4.1. A Petri Net [22] 

In a Petri net, a transition models an event or an action. A place models a condition. A 

transition is enabled if the conditions in its places allow the occurrence of the modeled 

event or action. The presence of a token in a place denotes the existence of some 
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condition. A transition may fire, which represents the occurrence of an event or execution 

of an action. A f i ~ g  sequence of a given PN with a given initial marking is a sequence of 

transition firings, denoted by etl1 t ~ ,  ..., t,>, such that il is enabled in the intial marking, t2 

is enabled in the marking obtained by firing t,, and so on [22]. 

The mode1 in a Petri net can describe the non-deteministic behavior of concurrent 

systems, which means that given an initial markiog, diffêrent evolutions of the Petri net 

are possible. For example, the Petri net of Figure 4.1 is interpreted as two independent 

activities, flowing through two sequences of transitions < cl, t ~ .  t j  >. and < t4, td >. The 

two activities share a common resource in place P3. Initially, transitions t~ and t2 are 

enabled concurrently. Both activities proceed in mutual exclusion. Depending on the 

order of acquiring the shared resource, either activity < r l .  t3, t5 > is enabled or activity 

< t2, t4, t6 > is enabled. The choice is nondeterministic. 

4.2 Test Case Specification in Petri-net 

Test cases can be represented in different ways. The test sequence [6,7] is a sequence 

of events that corresponds to flow control statements for the program. Another test case is 

a set of paths [4,5,8] fkom data flow graphs, where each path represents an event sequence 

in one thread. In such a context, each thread bas a path and the edges between paths 

represent the interactions between threads. Al1 these kinds of test cases describe event 

relations in total order. That means there is only one event that enables another event (only 

one event). 



Since Petri net cm describe nondetenninistic behavior of concurrent systems, we can 

use Petri net to speciQ a test case with a certain degree of deterministic execution. For 

example, we describe two kinds of test cases for our DBA algorithm in the Petri nets of 

Figure 4.2. Figure 4.2 (a) shows the case in which Node 1 enters the critical section ht, 

and Figure 4.2 (b) shows the case in which Node 2 enten the &tical section first. 

In a Petri net specification, the places model resources or conditions. The bars model 

the events that correspond to rnethod calls in PMSC. An event is represented by: 

(threodVame, objName. methoa!iVame, number) 

where 

.I threadNarne is the thread name in which the method is called. The threadName is 

denoted by Pid: Tid, where Pid is the process identifier in which the thread is created, and 

Tid is the thread identifier within process Pid. 

objName is the name of the object in which the method cal1 is called. The objName is 

denoted by Pid:Oid, where Pid is the process identifier in which the object is uistantiated 

and Oid is the object identifier. 

rnethodName is the name of the method being called. 

number is the number of appearances of methocName being called by objName in the 

thread threadNarne. 

me relations between the events are represented by double-headed arrows fiom a set 

of places Pi to event t and fkom event t to another set of place PZ. In this test case, more 

than one event is enabled after a set of events is fïred. The arrows going fiom places P to 
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transition r speciQ that the conditions in P are satisfied, and then event r is f k d .  The 

arrows going fiom transition t to ptaces P specifi that after event r is fi&, the resources 

and conditions for next event are available in places P. 

4.3 Test Constraints 

Since the non-determinkm cornes h m  thread interaction and thread synchronization, 

we only consider the evmts that correspond synchronized methods (statements), remote 

methods and thread interaction methods (waito, n o t i i o ,  not~fiAlf0 etc.), called 

concurrent events. A concunent event is represented by 

(threadNàme, monitorName/remoteObjectNarne, methodName, num ber) 

where 

threadïVame is the thread name in which the method is called. The thre&ame is 

denoted b y  Pid:Tid, where Pid is the process identifier in which the thread is created, and 

Tid is the thread identifier within process Pid. 

monitorName/remoteObjectName is the name of the monitor or remote object in 

which the method is called. The monitorNamdremoteObjectName is denoted by Pid:Oid, 

where Pid is the process identifier in which the monitor or remote object is instantiated, 

and Oid is the monitor or remote object identifier. 

methodName is the name of the method being calied. 

number is the number of appearances of methodNarne being called by objName in 

thread threacW;ame. 



Figure 4.2 (a) Example of Test Case 
Specification in Petri net - Case 1 



Figure 4.2 (b) Example of Test Case 
S~ecification in Petri net - Case 2 



The method name can be one of the following event types: 

O synchronized block (statements) 

call for synchronized metfiod 

O call for start0, waito, notiS.0, notiS.All0 

remote procedural call or remote method invocation. 

From the Petri net specification, our testing process is interested in test scenarios in 

term of concurrent events and their relations. We represent such test scenarios as test 

constraints, which are: 

where - Ys is a set of concurrent events in the Petri net specification; - and Es is a set of relations among events Ys. The relations are represented by a set of 

events F and another event e, in a way that event e is enabled once al1 events in F have 

been fired. There may be more than one set of events to enable the same event. 

We also define two operations over the test constraints: 

( 1 ) Before( e ) : al1 sets of event F which enable event e. 

(2) Afier(e): al1 events which happen after event e. 

For example, from the PMSC mode1 in Figure 3.2 & Figure 3.3, and the test case 

specification in Figure 4.2, we may fmd that our testing process is interested in the test 

constraint in term of the following five concurrent events and their relations: 
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e 1: (Pl:rnainProcess, Pl:node, chooseNo, 1) 

e2: (P2:rnainProcess, PZ:node, chooseNo, 1) 

e3: (Pl :sendRequestl, P2:requestJ requesting, I )  

e4: (PI :sendRequestl, Pl :reply, replying, 1) 

e5: (Pl:rnainProcess, PZ:reply, replying, 1) 

Their relations are expresseci by the following partial order 

Figure 43. Example of Test Constraint 

where nodes represent concurrent events and arrows represent a happen-before 

relationship between two concurrent events. 

In order to use test constraints efficiently for our test control, we represent test 

constraints by separating events in different monitors and remote methods. Events in each 

monitor or each remote method are in sequence by total order. The relations between 

events in diflerent monitors or remote methods are partial order. Figure 4.4 shows this 

representation of the example in Figure 4.3. 



Figure 4.4. Test Constraint Representaaon 
Based on Monitor and Remote Method 



REPRODUCIBLE TESTING PROCESS 

Since there exists non-determifistic behavior in Java DM progratm, new techniques 

should be provided to deal with the regession testing of DM programs. One way is to 

perform a controlled execution of the program, by having a separate execution control 

mechanism that ensures a given running situation. Reproducible testing is a method that 

reproduce a previous testing run and force an intended patb to be covered duriag this 

particular testing nui. Hence, reproducible testing is one of the key issues of distributed 

multithreaded (DM) program testing. 

With our extended design notation - PMSC, test case specification in Petri net and test 

constraints, the structure of our reproducible testing rnodel for distributed multithread Java 

programs is shown in Figure 5.1. In ow modet, we have the following components: 

(1) Test Constraint Construction Module (TCC) constructs feasible test constraints with 

the help of PMSC and the test case specification in Petri net model. 

(2) Code Insertion Module (CM) generates an extended source program (called EP) to be 

tested. Based on the source program, additional program code is inserted. The inserted 

code will perfonn the communication with Test Controllers. The new source program is 

logically equivalent to the original program. 

(3) Test controllers (TCs) controls actual execution of the DM program with our test 

control mechanism. 



(4) Run extended programs (REPS) and examine the results. 

est Data Q 
Module (CIM) 

Extended 
pmgrvns @PSI 

I Test Constraint 
Construction PCC) I 
I 

Test Consmaints 

Figure 5. Reproducible Testing Process 

In our approach, we focus on step 2 and 3, devebping a Code Insertion Module (CIM) 

and Test Controilers (TCs) to monitor the testing for a given test case represented in test 

constraints. We assume that the PMSC mode1 already exists in the design document and 

test constraints are already constructed and are feasible for our testing. 



C h a p t e r  6 

CODE INSERTION AND TEST CONTROL ALGORITHM 

This chapter presents the main contribution of this thesis, the test control mechanism 

and algorithm in reproducible testing of Java DM program. It first discusses the control 

primitives between the extended DM program and test controllers, then a code insertion 

module (0 is provide. to transfer the original program to logicaily equivalent 

extended program. Finally, The structure and algorithm of test controllers (TCs) are 

designed for controllhg the execution of the extended program with given test constraints. 

6.1 Event Types 

As we know, the non-detenninism in DM programs cornes fiom concurrent thread 

executions and interactions between threads. in Java, these are protected by synchronized 

statements (methods) on monitor objects. The synchronization between two threads in 

different processes is implemented by remote method invocation (RMI) or Java IDL, 

where this rernote method is either synchronized method or non-synchronized method that 

contains synchronized statements (methods). 

To distinguish different types of synchronization and thread interaction, we define 

event types (ET) that correspond to different concurrent constructs as: 



where 

SYh: synchronized block (statements) or synchronwd method d l .  

S W M M :  synchronized remote method call. 

INTER: the waito method c d .  Since each waito method must has corresponding 

n o t i m  or notifjAIl0 methods, we only consider the waito call as an event. 

R E M O Z :  remote method invocation that is not a synchronized method, but it 

contains synchronized statements (methods). 

6.2 Control Primitives 

Similar to other reproducible testing mode1 [6,7], to control the program execution 

with given test constraints, the original program must be converted into an extended 

program (23" which has additional communication codes and is logically equivalent to the 

original prograrn. The inserted codes are control primitives, which are special 

communication methods of test controllers, for controlling the communication between 

the processes of the extended program and Test Controllers (TCs). In our approach, there 

are two types of control primitives. 

- Request: Send the request event to test controller and wait for permission for 

executing the corresponding statement (rnethod). 

- Complete: Send the complete event to test controller to notib the completeness of 

executing the corresponding statement (method). 

For di fferent event types, the detailed control primitives are describeci as follows : 
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(1) For SYNand SYMREM types, there are two control primitives: 

synRequest ( t h r e d a m e ,  monitorName, methodName) - sends a request event to 

the test controller. It is inserted before the corresponding synchmnized block (statements), 

synchronized method or synchronized remote method call. 

synComplete (threadName, monitorName, methodName) - sends a complete event 

to the test controller. It is inserted before the k t  statement of the corresponding 

synchronized block (statements), synchronized method or synchmnized remote method. 

(2) For REMOTE type, there are two control primitives: 

synRequest (threadNarne, rernoteObjecfNarne. methodName) - sen& a request ment 

to the test controller. It is inserted before the corresponding non-synchronized remote 

method call, which contain synchronized statements (methods). 

syn Complete (threa &ames remoteObjectName, methodName) - sends a corn plete 

event to the test controller. It is inserted before the füst statement of the corresponding 

non-synchronized remote method, which contains synchronized statements (methods). 

(3) For M E R  type, there are two control primitives: 

waitltequest (threaflarne, monitorNarne, wait) - sends a request event to the test 

controller. It is inserted before the waito method call. 

waitComplete (threadNarne, monitoflame. wait) - sends a complete event to the test 

controller. It is inserted afier the waito method call. 

Here, threadName is the thread name in which the event is triggered, 

monitorName/remoteObjectNnme is the name of the monitor or remote object in which the 
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event is triggered, methodName is the name of the method k ing  called The event, which 

is used by test controllers to control the execution, consists of a 4-tuple (threaaame, 

monitorName~remoteObjectName, methodhrame, number). The first three elements are 

passed fiom the control primitives, and the last element is constructed in test controllers. 

The cominunication protocols between processes of extended programs (EPs) and test 

controllers are shown in Figure 6.1. For the SYNREM and REMOTE event types, the 

communication is involved in two processes. Thus, the request control primitive is sent 

from the test controller of calling process to the test controller of the prcicess with remote 

method being called. The complete control primitive is sent directly fiom the process with 

remote method being called to its controller. 

6.3 Code Insertion Module (CIM) 

To create an extended program, the Code Insertion Module (CIM) inserts the control 

primitives before and after each corresponding statement or rnethod call. In addition, to 

pass information to or receive information from remote objects, some changes should be 

made on the specification of remote objects. Appendix B shows an exarnple of the 

extended program for the DBA algorithm in Appendix A. In this section, we discuss the 

details of code insertion and give the rules of code insertion in BNF fonn. 

6.3.1 Details of Code Insertion 

Assume test controllers TC]. . . . , TCn on Process PI,. . . ,Pn. The details of code insertion 

for different event types are described as foliow: 
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Process i 
Gl 

2:gnM(. . .) TCi 
0 2  1 2.1:synCom(. . .) 

Process j 

Figure 6.1. Communication Protocob between 
f rocesses and Test Controiiers 

(1). Synchronized block on Process Pi (SYN type): 

synchronized (O) { P J ,  where P is a set of methods or statements. 

is translated into 

TCi.synRequest(Threïtddcu~ent~read(3.getame, o.getMonitorName~, 

synblock) ; 

synchronized (O) { 



syn block) ; 

The translation is done by inserting the synRequesf primitive before the synchronized 

block (statements) and inserting the synComplete primitive before the first staternent of 

synchronized block (statements). Additional code should be added into the program: 

- Each thread should be explicitly given a name, which consists of Processld and 

threadïd. The name is retrieved by calling getName0 method. 

- Each class with synchronized method should have an attribute for the monitor name, 

and a getMonitorName0 method to retrieve this name. 

(2). Cal1 for synchronized method on Process Pi (SYN type): 

o.synMethod(,. .), where synMethod(. . .) is a synchronized method 

is translated into 

TCisyn Request(Thread.currentT7tread~.getNameO, o.getMonitorName0. 

synMethod) ; 

o.synMefhod( ... ); 

and each synchronized metfiod 

synMethod( . . . ) ( P 

is translated into 



The txansiation is done by inxrting the synRequest primitive before the synchronized 

method call and inserting the syncompfete primitive before the first statement of the 

synchronized method. 

(3). Process Pi call for synchronized remote method on Pmcess Pj (SYMEM type): 

o.synMethod(. ..), where synMethoù(..) is a synchronized remote method 

is translated into 

TCi.synReq~est(Thread~~~ment~read@getNae o.getMonitorName0, 

synMethod); 

o.synMethod( ... , ~read.currentilirea@.getName0); 

and each synchronized method 

synMethod(. .. ) ( P ) 

is translated into 

syn Methodc . . ,String threaaarne) { 

7kead.cuwent ThreadO.setName(rhreadName); 



The translation is done by inserting the synRequest primitive before the synchronized 

remote method call and inserting the synCompiete primitive before the h t  statement of 

the synchronized remote method. Additional code is added into the program: 

- To retrieve the moniforName of remote object O on process Pi, the specification of 

getMonitorName0 method should be added to the interface of remote object o. 

- When the synMethod(. ..) is called, a separate thread on process Pj is created to 

perform the invocation of this remote method. To retrieve the threaaame of process Pi, 

the specification of synMethod(. ..) is changed to: synMethodc.., 

nread. current ïïwead0.gerlvarneO). 

(4). Process Pi call for o.remMethod0 on process Pj, where O is a remote object and m is 

not a synchronized method but contains synchronized statements (methods) (REMOTE 

type) 

is translated into 

TCi.remRequest(Thread.cuwentThread~.getName, o.getRemoreName0. 

rem Method); 

o. remMethod(. . . , Thread. current 7%rm@.getNameO); 

and remMethod (...) { P 1 is translated into 
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reMethod(. .., Shing thredame) f 

ntread.current niread~.setName(threaci(Name); 

TCi. remComplete(Thread.current Threado.getName0, getRemoteName0, 

rem Method); 

P; 

The translation is done by inserting the remRequest primitive before the remote 

method cal1 and inserting the remComp1ete primitive before the h t  staternent of the 

remote method. Additional code should be added into the program: 

- Each class with non-synchronized rernote method should have an attribute for the 

remote object narne, and have a getRemoteNumeO method to retrieve this name. 

- The specification of geMemo~eName0 method should be added to the intedace of 

remote object o. 

(5). Cal1 for waito within monitor O on process Pi (INTER event) 

is translateci into 

TCi. w a i t R e q u ~ t ~ r e a d . ~ t ( w e n t ~ t e a ~ m e ,  o.getMonitorName0, wait); 

waito; 

Xi. waifComplete(Thread.cument Threud@getNameO, o.getMonitorName0, 

wait) ; 



The translation is done by iriserting the waitRequest primitive before the wait method 

cal1 and inserting the syncomplete primitive before the fim statement of the wait method 

call. 

6.3.2 Rules of Code Insertion 

The translation h m  an original program to the logically equivalent extended program 

needs to follow some niles. BNF or a context-fiee grammar is a naniral notation for 

describing the syntax of a programming language. Many prograrnming language 

constructs such as if-else, while-bop, assignment, expression, statement, variable 

declaration etc. can be simply describecl in BNF form. For example, the definition of 

<assign> may be given by 

where the symbol on the left side (LHS) of the arrow is the absaaction king defined. 

The text to the right of the arrow is the definition of the LHS. 

The nomal way to describe the niles of translation is to ernbed some semantic actions 

in the right side of BNF grammar. Figure 6.2 shows the niles of code insertion in which 

the inserted code is described as an insert action by enclosing it between braces. 

6.4 The Structure of Test Control Mechanism 

To deal with the non-deterministic behavior during the program execution, we convert 
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Figure 6.2 The Rules of Code Insertion 



an original prograrn to an extcnded program (EP). The extended program (EP) is differeot 

fiom the original program but it is logically equivalent to the original one. Given the test 

constraints, each process of the extended program communicates with its test controller 

through the control primitives (see the ptocess of REPS and TCs in Figure 5.1). 

The Extended Programs @PJ consist of a set of processes (EPI, .... EpJ (nX). Each 

process (Pi) consists of a set of threads ci,, ..., T& (mil), a set of monitor objects mil, ..., 

Mik) (-) and a set of remote method calls (Ri/, ..., RiJ (IM)). The Test Controllers (TC4 

consist of a set of test controllers (TCl, ..., TC,& Each controller (Ki) controls the 

execution of process pi). 

The process of test controller ( K i )  controls the execution of process (Pi) of extended 

prograrn @Pi) by using the two types of communication primitives and managing of two 

queues. Figure 6.3 shows the structure of our test control mechanism. 

-k i t  Queue 

4 Controiiers 
b i 

D~~ RunExtende 

1 1  6.a& Complete Queue 

4.Exemte ewnt 7. Pnrpogate 

Figure 6 3  The Structure of Test Control Mecbanism 

The test control mechanism can be described in the following steps: 



(1) Process Pi sends a request event e to its test controller TCi. ifevent e correpsonds a 

remote method cd1 defined in process Pj, then TCi sends this event to test controiler TC/' 

of process Pj. 

(2) T'ci checks the condition that enables the request event. Lf it is satisfied, it retunis to 

process Pi directly. Otherwise, this event is added to waitQueue until the condition is 

satisfied. The wait@eue is a queue to store the deferred events. When the condition is 

satisfied, this event is deleted fiom waitQueue and retunis to process Pi. 

(3) Process Pi executes the approved event- 

(4) Process Pi sends the complete event to its test controller Tci. 

(5) Test controller Tci adds this complete event to its cornpieteQueue. The 

cornpieteQueue is a queue to store the complete events. These events will become the 

conditions for approving other events. 

6.5 Test Conho1 Algorithm and Mechanisrn 

Our test control algorithm is illustrated in Figure 6.4. To conboi the execution of test 

constraints, we propose a set of test controllers (TCs) where each process has one TC. in 

this algorithm, the test controller (TCi) on Process Pi provides two types of control 

primitives (Request, Complete) to communicate with corresponding process (Pi). Each 

test controller uses two queue - "wuifQueue" and "completeQueue". 

Whenever a thread on Process Pi requests executing an event, it calls the Request 

primitives (synRequesi0, remReque.@, waitRequest0) of its test controller (TCi). The TCi 

identifies the controiler that this event belongs to (e-g. it is for controlling remote 
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Figure 6.4. Test Control Algorithm 

Initializc variables completeQueue, waiQueue, testConstraint, and controiler[l ..n]; 
conrxoller[l..n] = army of test conaoiier objects; 
tcstConsaaint = the given aest conscraint object; 
cornpieteQueue = to queue the completed events; 
waitQueue = ro queue the waiting events; 

Request Primitive { 
consmct the requested event e from argument; 
if (e is not belong to current process) then 

caii the Request Primitive of the corresponding test controila that e belong to; 
elsc ( 

if (e is not one elernent of testConstraint) then 
r e m ;  

check the conditions that enable event e; 
if ( (exist a set F in testConstraint that enable event e ) && 
(F is a subset of completeQueues of contoller[l.. ml)) then 

r e m ;  
AddToWaitQueue(e); 
wair for notify; 

1 
r e m ;  

1 

Complete Primitive ( 
construct the completed ment e from argument; 
if (e is not belong to curent process) then 
c d  the Cornpiete Primitive of the cornpondmg test conuoiler chat e beiong to; 

else 
if (e is one dement of tcstConsaaint) then 

AddToCompleteQueue(e); 
r e m ;  

} 

Conuoller Process { 
whilc (me) { 

for (each event e in &Queue) { 
if ( (exist a set F in testComûaint which enable ment e) && 
(F is a subset of completeQueues of controller(1.. .nl>) then { 

notify the w a i ~ g  evcnt e; 
DeieteFromWaiQueue(e); 

1 
1 

1 
1 



monitor or remote methoci d l ) .  If it belongs to other controller (Ta, thm the event is 

sent to T G  by calling the Request primitives of T a  Otherwise, the test checks the 

condition that wiLl enable this event. If the condition is satisfied, the Request cal1 is 

renirned and the ttuead continues its execution. Otherwise, this event is added to the 

waitQueue and waits for later approval. 

Whenever a thread on Process Pi starts executing an event, it cails the Cornplete 

primitives (synCompIeteO. remComplefe0, waitComplete0) of its test controller ( K i ) .  

The TCi adds this event to the cornpleteQueue. ï h e  events in the completeQueue will 

become conditions for approving odier events. The reason that the event is sent back after 

it starts execution is to protect the next event execute first because of the different speed of 

the processes. 

The process of test controller keeps checking each event in the waitQueue. If the 

condition that will enable this event is satisfied, then this event is deleted fiom waitQueue 

and returns back to the calling thread to continue execution. 

6.6 A Test Control Example 

Using our proposed Code Insertion and Test Control Algonthm, we can perfom a 

controlled execution of DM Java programs with given test constraints. For example, given 

an example of test constraints in Figure 4.4, Figure 6.5 shows the scenario of this control 

mechanism. 



Figure 6.5 (a) Test Control Scenario of Thread P1:mai.n 

2: main 

Figure 6.5 (b) Test Control Scenano of Thread P2:main 
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Figure 6.5 (c) Test Control Scenario of Thread P1:sendRequest 

Figure 6.5 (d) Test Control Scenario of Thread P l  :sendRequest 



DESIGN AND IMPLEMENTATION OF A PROTOTYPE 

OF REPRODUCI BLE TESTING 

The design and implementation of reproduclble laring systems (RTS) is based on the 

mechanism and algorithm explaineci in Chapter 6. It mainly involves the Code Insertion 

Module and Test Controllers in the process of reproducible t e s ~ g .  Section 6.3 discusses 

the details of translation fiom DM programs to logically equivalent extended programs, 

and Section 6.5 describes the algorithm in which multiple test controllers control the 

execution of extended programs. The entire system is developed in distn'buted 

environment CORBA provides standard-based interoperability and comectivity througb 

method invocation on remote objects, which c m  be s h e d  by multiple processes, but 

locations are transparent. XML (Extended Markup Language) 1361 provides a platform- 

independent way to document test constraints, and allows us to generate test constraint 

objects directly from the XML documents. According to the test control mechanism and 

algorithm, this chapter presents a protutype of reproducible testing system for Java DM 

prograrns. 

7.1 System Requirements 

The prototype of Reproducible Testing System (RTS) is implemented using Java, 

CORBA and XML (Extended Markup Language). There are several reasons to choose 

Java, CORBA and XML. 
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( 1) Java is a general-purpose, object-orientecl pmgramming language, which provides 

Distributed Multithreaded (DM) constructs such as concurrency, socket communication, 

Java RMI and lava IDL, etc. It also has many convenient and powerfùl features for file 

processing, GUI and string manipulation. Other advantages of Java include platform 

independence and reusability. Especially, by providing the API with CORBA and XML 

implementation, Java definitely is the best choice for implementhg DM programs and the 

tool of reproducible testing. 

(2) CORBA provides standard interfaces written in OMG IDL, which make multiple 

processes and remote objects able to nui on different platforms across different networks, 

and allows them to be written in different programming languages. 

(3) XML provides a platform-independent way to stxucture information. The language 

independent interfaces make it easier for developers to deai with XML. The test cases (test 

constraints) in an XML document are structured and stored in plain text, which enable 

different processes on a network to share the information. The Java XML API cm easily 

constmct test constraint objects fiom test constraints in XML documents. 

The environment for this implementation requires Windows95NT or UNTX operating 

system, JDK1.2 with Java IDL and Java SAX (the Simple API for XML) AH, CORBA 

VisiBroker 4.0 for Java. 

7.2 Development of Code Insertion Module 



In this thesis, a tool, called Code Insertin Moudle (CM) has been developed for 

automaticly generating logically quivalent extended DM programs fiom Java source 

programs. It is implemented in three classes: Staticlnfo c h s ,  Statement cluss. and 

Codelnsertim class. 

Class Staticinfo stores the static information of Java DM programs, such as the names 

of process, threads, monitors, remote objects, and synchronized or remote methods. This 

information is stored in a textual file called static.info in the program directory. 

Class Statement stores the information of different types of statements in the program. 

We classi@ the statements in the following different types: CLASS (class definition), 

MAIN (static main method), INSTANT (object instantiation), METCALL (synchronized 

or remote method cd ) ,  SYNBLOCK (synchronized block), WAIT (thread wait method 

call), METDEF (definition of synchronized or remote method), and OTHER (other 

statements). The attributes of Stutement class are rype which holds staternent type, fine 

which holds the code of the statement, and classNume, objectName & methodName which 

are identified by this statement. 

Class CodeInsertion provides two methods. One is the getStatement0 method that 

reads each statement from the programs with the separator " (", ") ", or ";" and stores the 

information that this statement holds in the Statement object. Another method is the 

parse0 method that does the code insertion according to different types of statements. The 

details of code insertion have already been discussed in section 6.3. 



Figure 7.1 shows the class diagram of Code Imerzîon. 

1 has 

srpe:int 
l ine, className:Stnng 

O bjecrName. rnethoaWame:String 

getType0:inr 
getLine0:Sning 

getCIassNarne@-Smhg 
getObjectName0:Shlng 
geMethodNameO:String 

Figure 7.1. The Class Diagram of Code Insertion 

7.3 Development of Test Controllers 

Ln this thesis work, we developed a prototype of test control system that has multiple 

test controllen workuig concurrently. Each test controlier controls one process in DM 

programs. Test controllers are implemented as CORBA objects which are running on 

different processes. The control primitives that are specified in the CORBA D L  file allow 

communication among the test controllers and the processes of the DM programs. The test 

constraints in an XML document are transparent and make it easy to generate test 

constraint objects. 
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The goal for developing a prototype of test controliers is to help software testers to 

use the prototype to automatically control the execution of DM programs under given test 

constraints. Without the prototype, the execution of DM programs is non-deterministic 

and error prone. 

The imptementation of this prototype includes the following packages: 

D~~taStruczurrce Implementation of LinkedList for storing information of test 

constraint objects and other event queues. 

TestConstraints: Implernentation of Java SAX API for generating test constraht 

objects fiom the XML document 

TestControllers: CORBA object implementation for test controllers. 

7.3.1 The Data Structure Implementation 

in DataSmictures package, there are two interfaces, List and Listln; and three classes, 

ListNode. LinkedLkt and LinkdedLisUtr. Figure 7.2 shows the Data Sînicture class 

diagram. Class ListNode implements a node in LinkedList. It uses an attribute element to 

store objects in LinkedList. Class LinkedList implements interface List, which provides the 

functions of LrEmptyo and makeEmpry0. Class LinkedListltr irnplements interface LisUtr, 

which maintains the current position and provides manipulation of LinkedList nich as 

insert, remove, retrieve, h d ,  first and advance etc. 



insert(0bjec~: void 
find(Object):boolean 
remove(0bject):void 
~InLî3f0:boolean 
retreiveo: Object 
fit0:void 
advance0:void 

P 

I 

i 

i Ghronised find(0bject):boo lean 
ListNode synchronised remove(0bject):void 

element: Object hm synchronized isIdist0: boolean 
n ext: LîrtNde synchronized retreive0:Object 

kEmpty0: boolean synchronizedfirst&-void 
makeEmpty0:void synchronired advance0:void 

1 mokeEmpry0::void A I LinkedListItr 

Figure 7.2. The Class Diagram of Data Structures 

has 

7.3.2 Test Constraiat Implementation 

arrent: LIStNode 
theLUt:LinkedList 

synchronzied insert(0bjecr):void 

Test constraints, which are discussed in Chapter 4, consist of a set of events and their 

relations. The test constraint representation is illustrated in Figure 4.4. Test constraints 

stored in an XML document are a tree of elements. The format looks like: 



ïhere are three steps to use the SAX API in our test constraint object construction: 

1 . Creating a test constraint object model (like TestComtraint, Monitor. Constraint. 

Relation and Event classes) to hold test constraint information. 

2. Creating an SAX parser to parse the XML document. 

3. Creating a DocumentIfandter to turn the XML document into instances of test 

constraint object model. 



Step 1: Creuting a test constraint object model 

There are five classa to represent the information in our XML test constraint 

document: TesiComtraint class, Monifor class, Consimint class, Relation class and Evenr 

class. These classes are a simple mapping fiom the elements in the XML document. 

Figure 7.3 shows the class diagram of the Test Constraint object Model. 

Figure 73. The Class Diagram of Test Constraint Object Model 

I 

The following describes the details of these classes: 

Constraint 
event: Event lhas Pr 

TestConstraint 
2 

lbas t* 
Monitor 



The TestConstroint class is a container of Monitor objects, which extends 

LinkedListh class. The TestConstraint class has methods that dlow one to add Monitor 

object, get Monitor objects, and find out if an event e is the test comtraint. The 

TesfConstriant element in the XML document maps to the TesfConstraint class. 

The Monitor class, Constraint class and Relation class have a sirnilar construction and 

functionality, except that the Comtraint class has an extra attribute to hold the event. 

The Evenr class simply holds 4 String objects: the t h r e d a m e .  monName, metName 

and number. The event element maps to the Event class. The threadName, monhrame, 

mefivame and number elements map into String class. 

Step 2: Creating an SAXparser 

Creating an SAX parser is easy; in addition, the programmer needs to create an XML 

Document handler class for the parser. Here is the code to create an SAX parsec 

import java-io. *; 
import org.xml. sa. *; 
imporl corn.sun.xml.parser. *; 

public class SaxTestConstraintConve~er / 
private String parserCIassNume = "com.sunml.parser. Paner"; 
private org.xml.sax. Parser parser; 
private SaxTestConstrainrHandIer handler; 

public SaxTestConstraintConverter (String fname) { 

InputSource i s  = Resolver. createInputSource(new FiIe@ame)); 

SaxTatConstraintHandler handler = new SaxTestCons~aintUandler~; 



org-xml.saxPurser parser = orgxml.sax.heipers.ParserFactoty.rnakeParser 

("corn.sun.xmI.parser. Pamer '7; 

parser.parse( is ); 
1 catch mrowable t) { t.printStackTrace0; 

1 
1 

where SaxTestConstraintHandler class is the implementation of DocumentHandler. 

Step 3: Creating a DocumentHandler 

The SAX parser that was created in Step 2 reads an XML document and fires events as 

it encounters start tags, end tags, data sections, etc. An interface called DocumentHandler 

is used to notiQ some objects when these events occur. An implementation of the 

DocumentHandler interface is provided to deal with method invocation when events are 

fired. 

Figure 7.4 shows the sequences of method calls that the SAX parser makes on the 

DocurnentHandler interface implementation class. The sequence of method calls is 

numbered fiom 1 to 26. The figure shows how the SAX parser tums the XML document 

into a series of events, which are in tum translated into a series of method calls in the 

DocumentHandler class. 

a The SairTestCon.striantHandler class implements the DocwrnentHondler interface. 

The major fhctions are described as follow: 



fïestConstraint> 
<Monitor> 
<Constraint> 

CEvenP 
m e a d N a m e >  

P2:main 
4ïhreadName. 
<MonName, 

P2:node 
</MonName> 
<MetName> 

chooseNo 

</MetName> 
<Number> 

1 

c/Number> 
*vent> 
<Relation> 
<Event> 

.....O 

</Eveno 
</Relation> 

</Constraint> 
</Monitor> 
Vïest Cons  train^ 

2xml version = " 1 .O"> I 
List of method calls on the DocumentHandler 

implementation 
3 1: startDocument0 

+ 2: staaElemerit("TestCoastraintn, amibs) 
.+ 3: startElement("Moaitor". attribs) 

4: startEIement("Constraint", attribs) 

-3 
5: startElement("Event", attnbs) 

3 
6: startEIement("Threa~ame", attribs) 

3 7: characters(charfJ, start, length) 
9 8: endElement("ThreadName'*) 

3 10: characters(ch~, start, length) 
3 1 1 : endElement("MonName") 
3 12: startElement("MetName", attribs) 
3 13 : characters(cha, start, length) 
3 14: endElement("MetNamel') 

15: sdement("Number", attribs) 
16: characters(charfl, start, le*) 

3 17: end.EIement("Number") 
-> 18: endElement("Event") 
3 19: srarrElement("Relati~n~~, atmbs) 
-> 20: startElement("Event", ataibs) 
9 ....a. 
3 21: endtElement("Event") 
9 22: endElement("Re1atiofl 

23: endElement("Comtraint13 * 24: endElernent("Monitor") 
-> 25: endElemcn t("TestConsuaintf') 
3 26: endDocument0 

Figure 7.4. SAX DoeumentHandkr Interface 
Metbods and Tbeir Sequence 



startDocument0: This method is called when the SAX parser starts reading the 

document. It does nothing here. 

endDocurnent0: This method is called when the SAX parser finishes reading the 

document. It does nothing here. 

startElernent0: This method is cailed when the SAX parser encounters a start element 

tag. It uses the currentElement variable to remember that the element tags of TheauName, 

MonName. MetName and Nurnber are just open so that the characlers( ...) c m  put the data 

read eom the SAX parser in the right object. IfstartEZementO encounters the element tags 

of Monitor, Constraint, Relation and Event, it creates new objects of the corresponding 

classes: Monitor, Constraint, Relation und Event. 

endElement0: This method is called when the SAX parser encounters an end element 

tag. If the element tag is closed, the corresponding object must be added to the test 

constraint object. 

characterso: This method is caiied when the SAX parser encouiters data. It puts the 

data in the right object. 

7.3.3 Test Controuer Implementation 

A test controiier is implemented by a CORBA object which itself is a thread. Multiple 

test controllers are running in different processes, and c m  be distributed on different 

machines. The test controller obj ec t implements six control primitives (synRequest, 

synComplefe, reemRequest, remcomplete, wuitRequest and woitComplete), which can be 

remotely invoked by extended programs and other test controllers. The methods of these 



six control primitives are specified in one D L  file, called Tccidl. which c m  be compiled 

into a package Tcc. The thread itself perfonns the control execution of Extended Rograms 

(DM). Figure 6.3 illustrates the algorithms of our test controllers. For each CORBA object 

implementation of test controller, it runs in the process of the extended program to be 

tested. 

73.3.1 Major Funetions of Test Controller Objects 

The Conholledmpl class contains the implementation of the test controller a d  it 

extends CnofroiIerPOA. It also provides a method called buildTestConsfruin@ that gers 

an input file name of an XML file and mates test constraint objects fiom the XML file. 

The major huictions in Controllerimpl are (1) Creating test constraint object from the 

XML file; (2) Getting the object references of other test controllers; (3) Implementing the 

six control primitives; and (4) Implementing the process of the test controller. 

7.33.2 CORBA Objects Have Skeleton and Stub Sides 

The D L  compilation generates both a client stub and a skeleton implementation. On 

the client side, we need to write a client program that accesses a remote object through the 

client stub. On the object implementation side, we need to write the implementation of the 

remote object specified in the IDL file. The skeleton passes the client request to the actual 

object impiementation. 



73.33 Name Service 

VisiBroker 4.0 provides a name service with a hieratchical namespace for the 

CORBA objects' service name binding and name resolving. In the name service, there are 

two fiinctions that are used to bind and resolve the CORBA objects. When each CORBA 

object provides its service, it needs to bind within a narnespace in the narne service. And 

when each of the CORBA objects is hvoked by a client, the object name shodd be 

resolved in the name service fïrst and then the client can invoke the method. 

The Name class encapsulates the implementation of the binding and resolvuig 

fùnctions of the name service as shown in Figure 7.5. 

package Naming; 
import org.omg. CORBA. *; 
in port org. omg. Portclbieserver. *; 
import org.omg.CosNaming. *; 

public cl- Name { 
private NamingContext root; 
private POA myPOA; 

public Name(NamingCont4xtExt rootExtI POA myPOAJ throws Exception f 
th&.myPOA = myPOA; 
this-root = (NarningContexr) rootEit; 

1 
public void binding(String objName, Servant r) throws Exception / 

NameComponentQ rName = / new NarneComponent (objNameI "'7 1; 
root.rebind(rName, myPOA.serwnt-toreference(r= 

1 
public org.omg. CORBA. Objec f resolve(Strïng obiName) throws Exception / 

NarneComponentD rName = / new NameComponent (objName, ""); 
return root.resolve(rName); 

11 
Figure 7.5. The Name Class 



7.4 How to Rua the System 

There are two steps in running the system. First, the code insertion module must be 

ninning to generate the extended programs. Then the extended pro- and test 

controllers must be running to control the non-deterministic execution. 

7.4.1 How to Run Code Insertion Module 

To run the Code Insertion Module, go to the CodeIrnerfion directory, and then type 

the following command (ail comrnands are bold) 

% Java CodeInsertion 

CodeInsertiun will ask testers for a package (directory) name, such as Bakev used to 

hold the source code of tested DM programs. The static information of the program is 

given in file statichtfo. After getting the information b r n  this file, the system will read 

the source files in the given package, and generate the extended programs in a new 

package (directory) such as Bakerykt. After al1 the files of extended programs are 

generated, the DM system is ready to be tested. 

7.4.2 How to Run Test Controllers 



In the directory of the DM program to be tested, nui the NameSerive fh%, and then nia 

the multiple processes of extended prograrns and test controllers. For example, the 

cornmands for the execution of Distributed Bakery Algorithm @BA) are as follows: 



C h a p t e r  8 

EVALUATION 

In this chapter, we present an analysis and experimental results to evaluate our 

reproducible testing approach In section 1, we a d y z e  the performance of our 

reproducible testing by c o m p a ~ g  to Sohn's approach. in section 2, we describe the 

examples we uçed to examine the performance of our approach. in section 3, we show the 

results and surnmarize our evaluation. 

8.1 Analysis 

The performance of repducible testing can be measured by the number of 

synchronization and interaction events that are controlled by remote (or global) test 

controIlers. The controlled execution is done by adding control primitives in the program- 

For a DM program, given tbe number of total synchronized method calls (Hync. Met. 

Call), the number of synchronized remote method calls (#Sync. Rem. Call), and the 

number of events that have happen-before relationship with other events in different 

processes (#Hap. Relation), we can calculate the number of added control primitives 

(#Confrol among test controlZers) among test controllers and the number of 

communications arnong threads (#Communication among threaàs): 

#Control among test controZZers = #Sync. Rem. Cal1 + # f i p .  Relation 

#Communication among threadr = #Sync. Met. Call 
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Our approach provided a mechanism and algorithm with multiple test controllers for 

multiple test processes. in this approach, the synchronization and interaction events within 

a process are sent to its local test controlier. Only the synchronizatioa and interaction 

events involved in two processes are sent to the remote test controller of the process with 

synchronized method king called. The number of added control primitives for our 

approach is #Sync. Rem. Cal1 + #Hap. Rehtion. Sohn's approach [6,7] provided a 

mechanism and algorithm with one global test controller. In this approach, al1 the 

synchronization and interaction events are sent to this global test controller. The number 

of added control primitives for Sohn's approach is #Sync. Met. Cali. Therefore, there are 

more events need to be controlled by the global test controller in Sohn's approach than by 

the remote test controller in our approach. 

8.2 The Examples 

To evaluate the performance of our approach, we chose three Java DM programs (the 

Automated Banking, the Dining Philosophers, and the Distributed Bakery Algorithrn) that 

involve non-dete~ministic behavior. Each program has two processes, and at least one 

process has two or more threads. 

8.2.1 Automated Banking 

The Automated Banking example is introduced by D. Lea [373. In this example, two 

users have access to two accounts - the checking account and the savings account. The 

available operations are deposit to, and withdraw h m  an account. Al1 users are 
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implemented by threads and the accounts are represented by objects accased by their 

users. There are two processes (CheckingAccount process and SavingsAccount process), 

each of which has an account and a thread. An additional thread is added to 

CheckingAccount process that automatically transfers money fiom the checking account 

to the savings account if the amount in the checking account exceeds a certain thresbold. 

Figure 8.1 shows the structure of this example. 

~~heckhgAccount Process 1 ~~avïnng~ccount Procas 

Trans fer 
hm$inOnt Thread 

Figure 8.1. The Structure of Automated Banking Example 

The Java implementation of the Automated Banking example is given in Appendix C. 

There are three threads and four synchronized method calls. Only one synchronized 

method cal1 is remote method call. 

8.2.2 Dining Phiiosophers 

The Dining Philosophen problem [ 1 11 is a well-known example, often used as a case 

shidy for concumnt programrning. Our dining philosophers example involves three 

philosophers sitting in a circle. Each of the philosophers altemates between eating and 

thinking. To eat, a philosopher must acquire two forks, each of which it shares with one of 

its neighbon. To avoid deadlock, al1 philosophers must pick the fork fiom their lefi first, 
75 



then the fork h m  their right. Al1 philosophers are implemented by threads and the forks 

are represented by monitor objects shared by the philosopher threads. To implement it as a 

Java DM program, we provide two processes, one has two philosopher threads and two 

fork objects, and another one has one philosopher thread and one fork object Figure 8.2 

shows the structure of the Dining Philosophers example. 

. 
Processl Process2 

Phil. 3 
1'4 

Fork < 
Figure 8.2. The Structure of Diaing Philosopbers Example 

The Java implementation of the Dining Philosophers example is given in Appendk D. 

There are three threads and six synchronized method calls. Only two synchronized method 

calls are remote method calls. 

8.2.3 Distributed Bakery Algorithm 

We have already discussed the Distributed Bakery Algorithm as an example of our 

approach in Chapter 2. The structure of this example was shown in Figure 2.4. There are 

four threads and fourteen synchronizeà method calls. Only six synchronized method calls 

are remote method calls. 



8 3  The Results and Evaluation 

The main purpose of our approach is to improve the efficiency of reproducible testing. 

The execution time is used as the criterion. Suppose the number of added control 

primitives among test controllers is N, the execution time of a DM program without test 

controllers is Tl, and the execution time of each added control primitive among test 

controllers is T2, then the total execution time with test controllers are T l  + N*T2. 

Figure 8.3 presents the data of nuining these examples with our approach and without 

our approach. in this figure, for each example of Java program, the first colum gives the 

name of the program. The second column gives the overall number of sqachnized 

method calls in the program. The third column gives the number of syncbronized remote 

method calls. The fourth and the fi& column give the time that is used to run the 

programs with our approach and the time that is used to run the pro- without our 

approach. The results of this experiment show that our approach represents an efficient 

way to controi the execution of nondeteministic behavior. 

1 Program 1 #Sync. 1 #Sync. 1 with our approach 1 without our approach ( 
1 I I 

1 RunningTime Running Time 

- -- 

Figure 8.3. The Experimental Data 
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C h a p t e r  9 

RELATED WORK 

This chapter gives a brief review of earlier work on reproducible testing of distributed 

and concment programs, including related work on static analysis models, test case 

generation and some existing test control methods for reproducible testing. Then we 

describe the advantages of our reproducible testing approach. 

In this section, we review two types of static analysis models for describing the 

behavior and static Uifonnation of distributed and concament programs. 

9.1.1 KAVERS (Flow Analysis for Verification of Systems) 

Naurnovich, Avninin and Clarke [lJ] provide the FLAVERS (Flow Analysis for 

Verification of Systems) static analysis method for modeling Java concurrent programs. 

This approach extracts the behavior of monitors into several low-level ttiread 

synchronization primitives and consmcts the TFG (Traceable Flow Graph) for Java 

concurrent programs. But the thread communications are modeled by feasibility 

constraints instead of explicitly represented in the TFG model. A deterministic Finite State 

Automaton (FSA) over the TFG alphabet is used to describe feasibility constraints and 



user specified properties. The TFG model is usefùl for evaluaring al1 possible executable 

paths for specific kinds of faults. 

9.1.2 EBBA (Event-Based Behavioral Abstraction) 

Peter [27] provides a program behavior model, called EBBA (Event-Based Behavioral 

Abstraction). la this model, the behavior is expressed by a collection of events and the 

relationship of different event types. A high-level debugging approach, based on the 

EBBA model, is proposed to compare models of expected program behavion and the 

actual program behaviors. This model is also usefûl for describing the behavior and the 

static information of the program. 

9.2 Test Case Generation 

9.2.1 ELAG (Event InterActions Graph) 

Katayama, Funikawa and Ushijima [4,5] proposed the EIAG (Event InterActions 

Graph) as a static analysis rnodel for Ada concurrent propum. The EIAG consists of 

Event Graphs that denote concurrency events in each process, and Interactions that denote 

interactions between the event Graphs. Copaths are defined as test cases for concurrent 

programs, which consist of sets of paths on Event Graphs satisvag Interactions. Test 

criteria and algorithms for automatically generating test cases are provided based on the 

EIAG. The disadvantage of this approach is that there is no way in ElAG to describe the 

interactions based on the shared memory mechanism. 



9.2.2 PPEG (Parailel Program Fiow Gnph) 

Yang and Pollock [8] provided automatic generation of test cases for multithreaded 

and parallel programs for shared memory multiprocessors. A PPEG (Paralle1 Program 

Flow Graph) is defuied to represent the control flow mode1 of concurrent programs. The 

proposed algorithms c m  generate feasible test case. Temporal testing method rather than 

reproducible testing method is provided to deal with non-deteminism. In temporal testing, 

programs are executed repeatedly with the same inputs by altering the scheduled 

execution time of al1 process creation and synchronization events along the test case. 

9.3 Replay Control Methods 

In this section, we review two replay control methods to control the nondeterministic 

executions in reproducible testing of distributed and concurrent programs. 

9.3.1 Language-Based Replay Control Method 

Carver and Tai [17] proposed a language-based deterministic execution method using 

concurrent constnicts such as queued semaphores and monitors for reptay of concurrent 

programs. Using the synchronization and mutual exclusion constmcts of the semaphores 

and monitors, they can control the execution sequence of synchronizattion events by 

transforming the concurrent program into another program in the same language. It 

performs in two steps: 



(1) Collecting the sequences of synchronization events of a concurrent program by 

transforming it into a new program and executing the new one. 

(2) Controlling the execution of a concurrent program by transforming it hto different 

programs that can replay the collected synchronization sequences. 

93.2 Replay Control Mechanism with Communication Primitives 

Soho, Kung and Hsia [6,7] proprosed another deterrninistic execution method using 

several communication primitives and an efficient replay algorithm for teproducible 

testing on concurrent programs like Ada [6] and distributed object-oriented programs like 

CORBA [7]. in this approach, an extended program (EP) is generated by inserting the 

communication primitives before and &er the concurrent statements in the original 

prograrn. One additional replay control mechanism and algorithm uses these 

communication primitives to control the execution of the extended program (EP) that is 

logically equivalent to the original one. 

This approach works more genedly in distributed and object-oriented environrnents. 

It can reduce the system overhead using only one global replay controller. The 

disadvantage of this approach is that the centralized test controiler may increase the 

nmber of communications among the test controller and the processes of the prograrn 

since the events within a process are still sent to the global test controller. 

9.3 Advantages of Our Approach 



In our approach, the extended design notation - PMSC takes advantage of MSC which 

offers clear graphical representation, object-onented and standardization of systematic tool 

support. With the extension of thread interactions and synchronization in PMSC, it can 

explicitly describe the behavior and represent the static information of DM programs such 

as flo w controls, thread interactions, object behavion, and monitor synchronization etc. 

Since Petri net can desmie the non-deterministic behavior of concurrent systems, our 

test case specification in Petri net is sufficient for describing a certain degree of 

detexministic execution of DM programs. By constructing test constraints fiom test case 

specification, our approach only focuses on the test constraints with a set of concurrent 

events and their relations. Those events correspond only to concurrent constnicts such as 

synchronized methods, remote methods, and thread interactions. The test constraints 

overcome the limitation of forcing the unnecessary control of non-concurrent events. 

We provide a new test control mechanism in which the test controller (TC) consists of 

multiple test controllers for multiple processes. The process of the test controiler controls 

the execution of corresponding processes by using different types of communication 

primitives. The advantage of this mechanism is that it reduces the number of 

communications among the test controllers and the processes of the program. 



C h o p t e r  1 0  

CONCLUSIONS AND FUTURE WORK 

This chapter draws the conclusions and describes two possible directions for f h r e  

work related to this research. 

10.1 Conclusions 

In this thesis, Distributed Multithreaded (DM) architecture and nondeterministic 

behavior are h t  presented. Then we proposed an extended design notation - PMSC based 

on MSC for this architecture, which can explicitly represent concurrent and object 

behavior of DM programs. The PMSC is used as a basis for test case generation and test 

control in reproducible testing of DM programs. We also introduced a method for 

describing test case specification using Petri net. The Petri net specification c m  be used to 

describe test scenarïos with a certain degree of determinism. in addition, by constructing 

test constraints fiom the test case specification in Petri net, we can use the test comtraints 

with a set of concurrent events and their relations a test scenario for our testing approach. 

This thesis presents significant contributions to reproducible testing of DM programs 

and provides a test control method with code insertion and multiple test controllers for 

monitoring and controlling a certain degree of detenninistic execution of DM programs. 

The main contributions of this thesis are: 



(1) Presenting system architecture and non-deteraiinistic behavior of Java Distributed 

Mu1 tithreaded (DM) pmgrams. 

(2) Proposing an extended design notation - PMSC which is based on MSC for Java DM 

ProgramS. 

(3) ïntroducing a test case description based on Petri net and test constraints to describe 

test scenarios with a certain degree of determinism. 

(4). Providing a test control mechanism and algorithm for reproducible testing of Java 

DM programs based on the PMSC and our test constraints. 

(5) Providing the design and implementation of the prototype of reproducible testing 

system. 

(6) Showing the results and evaluating our approach. 

10.2 Future Work 

A method was developed for the reproducible testing of DM programs based on MSC 

and Petri net. This method includes the extended design notation - PMSC (Paralle1 

Message Sequence Chart) based on MSC, the test case (test constraints) based on Petri net 

specification, and the test control mechanism for reproducible testing based on PMSC and 

the test constraints. According to the process of reproducible testing, some extensions to 

this research remain for m e r  exploration. 

There are two possible types of extensions. One is the automatic generation of the 

PMSC model Erom Java code. Since MSC has the standard formal semantics and 

systematic tool support, a tool that supports additional semantics of PMSC should be built 

to translate the behavior and static ùIformation in the program to the PMSC model. 
84 



Another possible extension is the test case (test constraints) generation. By analyzing 

the test case specification in Petri net and the PMSC model, an algorithm should be 

provided to constnict feasible test constraints with a set of concurrent events and their 

relation. Such test constraints can control a certain degree of non-detenninistic execution. 
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A p p e n d i x  A 

SOURCE CODE OF DISTRIBUTED BAKERY ALGORITECM 

/* Class MainProcess - This is the main proccss which provides the procondition and postcondition 
for distributeci bakery aigorithm (DBA). */ 

package **eV; 
import javaud.*; 
import javaio.'; 
knport org.omg.CORBh", 
impon org.omg.PorublcScrva.*; 
irnport org.omg.CosNaming.*; 
irnport Narning.*; 

public dass MainProcess attends Thmad { 
public final static String REQUEST="Requestw, REPLY="Replyl'; 
private Node nodc = n d ;  
pnvate Name narne = nd; 
private SmdRequestu sendRequesu = null; 

public biainProcess(Name name, Node nodc) { 
thisnarnc = name; 
this.node = nodc; 
sendRcquesrs = new SendRequest[ node.getTotai0l; 

1 

public static void main(Smng argsu) { 
if (args.length != 2 ) { 

Systern.outprintln~Usage MainProcus id total"); 
System.cci (1); 

1 
int id = Integer.parsdnt(args[Ol); 
int cotai = IntegeregcrparseInt(args[l]); 

{ //I.initializetheORB 
ORB orb = ORBhit(args, null); 
// get a reference to the rom POA 
PO A rootPOA = POAHdper.nurow(orb.rcsolveeinitidalref~ences~RootPO~~); 
/ / gct a te ference to the Nvning Service root-context 
org.omg.CORBAObject rootOb j = orb.resolve-initi~refcrences("N~eService'~; 

NamingContextExt mot = NvningContextExtHelpcr.nanow(rootO'~i>; 
// Create policies for out persistent POA 
org.omg.CORBA.Polic)r0 potiacs = { 

rootPOka~te~tifespyiepticy(LifespanPoliqValueePERSISTENT) } ; 
// Create myPOA with the right p l i a e s  
POA myPOA = rootPOAaeate-POA( "bakery-poa", rootPOA.the-PORManagcrQ, policies ); 

// 2. Instantiate Service Objects 



// Crcatc Name Object 
Name narne = new Nune( mot, myPOA); 
hTode node = new Node (id, totai); 
// Cceau WnPtoccss objcct 
MainProces proccss = ncw MainProccss(narnc, nodc); 
process.smn0; 
// Create the Requcst and Rcply o b j m  
RequestImpl cequcst = new RequcstImpl(node, name); 
ReplyIrnpl reply = ncw ReplyImpl(nodc, proccss); 

// 3. Activace the objcco with the TT) on myPOA 
my POAactivau-O bject-wi th-id((REQU EST+ i O ,  request); 
m yPOA.acàvate_objecttwih-id((REPLY f id)g*ytcsO, ~piy) ;  
// Activate the POA manager 
roo tPOA the-POAManager0,activauO; 
// Associate the objccts with thc name in the name -ce 
name binding(REQUEST+id, request) ; 
namebinding(REPLY +id, reply); 
System.outprintln("Sefvant is tmdy."); 
// Wait for incoming requesa 
orb.run0; 

1 
catch (Escepcion e) { e.printStackTnce0; } 

1 

public void run 0 { 
a y (  

udüie (me) ( 
Ttuead.sleep(10000); 

1 
} 
catch 

1 
(Exception e) { e.pintStackTnce0; } 

private void precondiuonO throws Exception { 
node.chooseNumber0; // Choosc a number 
node.setReplyCount(0); // x n d  Requests to other nodes 

in t num = node-getNurn ber(); 
int id = node.getID0; 
for (int i = O; i < node.getTotal0; i++){ 

if(ï!=id){ 
DBARequest req = DBhRequestHelper.narrow(name.resoive(REQUEST+I)); 
sendRequestsn = new SendRequest(req,num, id); 
sendRequests .smrtO; 

1 



// Waiting for entering aiticai section 
qnchronizcd (this) { 

if ( node.getReplyCount0 != nodegecTod0-1) { 
waito; 

} 
1 

1 

private void postcondition0 throws Exception { 
node.setRequesting(faisc); 
for (int i =O; i<  node,getTotaio; i++) { 

if ( node.getDefaO) { 
node.setDefer(i, &); 

DBrtReply rep = DBhReplyHclpef.narrow(nam~esotve(REPLY+Ï)); 
rep-replyingO ; 

} 

private void doCSO { 
System.outprintln("Do Critical Section in Nodc " + nodc.gctID0); 

} 
} / /  end of MainProcess 

/* Ciass SendRequest -The thread which pcrfomis sending ttquests to other nodes */ 
dass SendRequest extends Thread { 

DBARequest requcst = n&, 
int nurnber =O; 
int id = 0; 

public SendRequcst(DBA.Requcst request. int number, int id) { 
this.number = nurnber; 
this-id = id; 

this-reqilest = request; 
1 

public void runo { 
try{ 

requatrequesting( number, id,); 
catch (Exception e) { eprintScackTrace(Sysfcm.err); } 

end of SendRequest 

/* Ciass Node - This is globai variable class used by the DBA algouthm */ 
class Node { 

pnvate int id, tord, nurnber =r 0, highNurnber = O, rtplyCount = 0; 
private boolcan requcsung = false, 
private booleanfl defer = nul; 



public NodeCint id, int total) { 
rhis-id = id; 
this-total = toral, 
defer = new boolan[totlI); 
for (int i=O; ictotal, i++) 

deferm = *, 
1 

public int gecIDO { return id; ) 
public int getTotal0 {recum toml;) 

public synchronizcd void setRcquesting(boolean requesting) ( 
thkrequesang = r e q u e s t .  

1 

public boolean getRcquestingO { r e m  requesting ) 
public void serNurnber(imt number) { this.number = nurnber, } 
public int getl.iurnber0 { r e m  number,) 
public void setHighNumfint number) {this.higtiNumber = numbcr;} 
public int getHigtSuum0 (retum higWumber; } 
public void setRtplyCount(ïnt count) {this.replyCount = counç) 
public int getReplyCount0 { r e m  replyCount;} 
public void setDefa(int i, boolean def) {defan = def,) 
public bookan getDefer(int ï) { r e m  defan;) 
public synchronized void chooseNumber O ( 

requesting = m e ;  
number = highNumbcr + 1 ; 

1 
) // end of dass Node 

/* Ciass Requestïmpl - This is the implementation of the DBA Request proceas. */ 
class RequestImpl extends DBARequestPOA { 

private Node node = null; 
private Name narne = n d ;  
Requesdmpl (Node node, Name name) f 

public synchronizcd void requesüng (int number, int id) { 
int highh'um = Math.max( node.getHighNurn0, n u m k ) ;  
node.sefii&N-u'um@ghNum); 

synchronited ( node) { 
int nurn = nodegetNumbcr0; 
boolcan isDefer = (node.gctReques~gO && (num < nurnber 1 1 

(nurn == nurnber && nodcgetiD0<id))); 
if fisDefer) 

node.setDefet(id, me); 
eise 



ay( 
DBA.Rcply rcply = DBARcplyHelper.nanow(name.resolve~iainPr~~~~~.REPLY+id)); 

reply.replying0; 
) catch ( Exception c) ( 

e.printScadrTrace( Sjsmerr)  ; 
1 

1 1  
} // end of RequestImpl 

/* Ciass ReplyImpl - This is the impluncntation tep& procesa */ 
public dass ReplyImpl extends DBhRcplyPOA ( 

private Node node; 
private MainProcess proccss; 
public ReptyImpl(Node node, MainProcess proccss) { 

this.node = node; 
this.  process = process; 

1 

public synchronized void replyi@ ( 
node.xtReplyCount( nodcgctReply€ount0+1); 

9nchronized ( proccss) { 
if ( node.getReplj€ount0 == ( ncde.getTotal0-1)) 

process.noafj-0; 
1 

1 
) // end of ReplyImpl 

/* DBkidl- The Specitication of Dismbuted Bakery Algorithm */ 
module DBA ( 

interface Request { 
void rcquesting (in long nurnber, in long id); 

1; 
interface RepIy { 

void repljing 0; 
1; 

1; 



A p p e n d i x  B 

EXTENDED CODE OF DISTRIBUTED BAKERY ALGORITHM 

/* Class MainProccss - This is the main ptoccss which provides the procondition and poetcondition 
for disuibuted bakcry a igor i thm @BA). */ 

package B * q ;  
import java.utii.*; 
import javzio.*; 
impon org.orng.CORBA*; 
impon org.omg.PorrableSe+ver.*; 
import org.omg.CosNaming.*; 
impon Naming.*; 
irnpon Conuoller.*; 

public dass hlainProcess extends Thread { 
public static String Plocesrrld; 
public String monitotNune; 
public ConaoUcrIrnpl conttoilct; 
public void setControUti(ControiierImpI controk)( 

this.conder = controUc~, 
1 
public void setMonitotNune (String su){ 

monitorName = MainProccse.Pt~~~gdd + ":'* + str; 
1 
public Saing getMonitotNarne O{ 

r e m  monitorName; 
1 

pubf c finai staac Smng REQUEST="Rcquestl*, REPLY="Rcply"; 
private Node node = nuil; 
privatc Name name = n d ;  
pnvate SendRequestfl sendRequests = nuil; 

public hIainProcess(Narne name, Node node) { 
ttiis.narne = name; 
this-nodc = nodc; 
sendRequests = ncw SendRequcst[ node.getTotaiO]; 

1 

public static void main(Sning argso) { 
ProccssId = '*PW+ Integer.puseint(args[O]; // set static amibute ProcasId 

if(argslcngch != 3 ) {  
System.outp~tln~Usage: MainProcess id totai, fileNamet'); 
Systern.exit(1); 

1 
int id = Integer.parseInt(ugs[O]); 



{ //l.IniualizttheORB 
ORB orb = ORBjnit(args, nt@; 
// gct a refcrence to the mot POA 
POA rootPOA = POAHclpcr.nanow(orbx~lv~~iniud~rcfcrc~RootPOA")); 
// get a refercncc to the NYning Service root-conuxt 
org.omg.CORBhObjm rootObj = orb.resol~e_iniud~~fucnces~TuameService~); 
NamingContextExt mot = NamingContcxtExt)-Id~.nanow(rootObi>; 
// Crcatc poticits for our persistent POA 
org.omg.CORBA.PolicyO poiicics = { 

rootPOA~u~bfcspl"-poticy(L;f~~~PoticyV21u~~PERSI~T) 1; 
// Cnzitc myPOA w i d ~  the right policies 
POA rnyPOA = rootPO~î.crcau-POA( "bakq--po;in, mtPOkthe-POtt\tanagerO, policies ); 

// 2. Insmtiate Suvice O b j m  
// Create Name Object 
Name name = new Name( r o o ~  myPOA); 
// Crcate Conaoiîu obijct 
Controiierhpl conmlicr = ncw ControUcrlimpl(ProccssId, &Nune, name); 

Node node = new Node (id, tocai); 
node.setMonitorNmc("nodc"); 
node.setConaoller(conttoUer); 

/ / Create MainProcess object 
MainProcess process = new MainProcess(name, node); 
process.setNune~WiProcess.P~~~e~sId+":p~ss"); 
proccss.setMonitorN?me(*'pt~~ess"); 
process.setConuoUe~conmUer); 
processstart0; 

/ /  Create the Request and Reply objects 
Requestimpl request = new RequestImpl(nodc, name); 
request.setMonitotNamc(" rcquest"); 
tequcst.setControU~~~nt~Uer); 

ReplyImpl reply = ncar RcplyImpl(nde, proccss); 
reply .setMonitorNmc(" reply"); 
reply.eet&naoU~(conmkr); 

// 3. Activate the objects with the ID on myPOA 
m~OA.acàvate-objcct_with-id((REQU~T+id).gctB~-tes0, requcst); 
m yPOA.acavate-object-with-id((REPLY+id) .getBytesO, reply); 
myPOA.activate~obje~Ctwithjd(~C.Conuoller.CONTROL+Processid).getBytesO, Controller); 
// Activate the POA manager 
rootPOA.the-POAManagerO.a&vateO; 
// Associate the objects with the name in the m e  service 
namebinding(REQUEST+id, rcqucst); 
namebinding(REPLY+id, reply); 



name.bindingCCCCControU~.CONTROL+P~ conmila); 
System.outprintln("Scrv2nt is rdy.") ;  
// \Vait for incorning tcqucsa 
orb.run0; 

1 
catch (Exception e) { epcintStackTracc0; ) 

1 

public void run 0 { 
f 
=-hile (mie) ( 

Thcead.sIeep(1ûûûû); 
precondition0; 
doCSO; 
postconditiono; 

1 
) catch (Esception e) { e.printStackTrace0; } 

private void precondition0 throws Exception { 
// Choose a number 
connoUer.synRcqu~Cnih;id.cu~ltentThrt?dO.getNuncO, 

nOde.gctMonitorNuneQ, *'chooscNumba"); 
node.chooscNumber0; 

node.setRep1j-Count(0); // send Requests to other nodes 
int num = node.getNumbcr0; 
int id = node.getID0; 
for (int i = O; i == node.getTod0; i++) { 

if (i != id){ 
DBA-Request rcq = DBARequestHelper.nanow(nameeresolve(REqUEST+~); 
sendRequestsn = new SendRequest(reqpum, id); 
sendRcquests [i') ~tN~e(ProcessId+":sendRequest"+i); 
sendRequests[ïl .sctControii~condcr); 
sendRequests~.smO; 

// W'aiung for entering critical section 
c o n t r o U e r . s y n R e q u ~ t ~ ~ ~ ~ n t T h r e d O . g e t N u n e ,  getMonitorName0, "synblock"); 
synchronized (this) { 

conaoUcr.synCornplcte~d.cunent~O.getNunc, getMonitorName0, 
" syn block"); 

if  ( node.gctReplyCount0 != node.getTod0-1) { 
controUet.w~tRequest~d.currcntThrcdO.~tNune, getMonitorName0, "wait"); 
waito; 
con w~er.waitComplete~readdcuntntThrcld~.getNam, getrMonito~Vame0, "wait"); 

1 
1 

1 



privatc void postcondition0 throu-s Exception ( 
c o n ~ o U ~ ~ u = t ~ c u m n t T h r t l d 0 . g e t N 1 m e O ,  node.getMonitorNarne0, 

" sctRequesting"); 
node.setRcquesting(filse); 
for ont i =O; i< nodc.gaTotai0; i++) { 

if ( node.getDefef0) { 
node.setDcfer(i, tâisc); 

DBA-Reply rep = DBrtRtpiyHelpcr.nanow(namuesoIve(REPLY+i)); 
conaokr.temRtqucst~d~ntThrtldO.~tNliïlc, rcp.gctMonitorNamc0, 

" replying"); 
/* mp.'cplVingO; */ 
rep.~lyingCIZut;id.~~~~rntT)ire;id~.~tNuneO); 

} 

private void doCS0 { 
System.outprintlnCDo Criticai Section in Node " + node.getiD0); 

} / /  end of MainProcess 

public void setControllcr(ConaoUaImp1 controiier)( 
this.controller = conmilw, 

1 

DBARequest request = n d ;  
int n u m k  =O; 
int id = 0; 

public SendRequest(DBA.Request request. int number, int id){ 
this.number = number; 
thisjd = id; 

this.request = request; 
} 

public void nino { 
v{ 

System.outprintln("send rcquest'î; 

conhroiierJunRcquest~d.cunent~dO.gctNune0, 
request.gctMonitorNamc(), "ttquceting"); 

/* request.rcqucsting( n u m h ,  id,); */ 
requestrequ~ting(number, id, Tbmad.cunentThteadO.getName0); 

} catch (Exceptionc){ c.printSr;idcTrace(Systcmmcrr); ) 
1 

) / /  end of SendRequest 



/* C h  Node - This is globai variable chus wed by the DBA algouthm */ 
dass Node { 

private String rnonitorblamt; 
private ControiierImpI controiicr; 
public void sctControiicr(Con~10iicrImpI controiier) { 

this.controller = wntrokq 
1 
public void setMonitorName (String sa){ 

rnonitorName = M?inProcess.PtocessId + ":" + sa; 
} 
public Str ing  getMonitorName 0 { 

renun monitorName; 
1 

private int id, total, number = 0, hi&Number = 0, rcplyCount = 0; 
private boolean requesting = f k  
private booleanu defer = n d ;  

pubiic Node(ïnt id, int totai) { 
this-id = id; 
this.total = total; 
defer = new boolean[toq; 
for (int i=O; ictotai; i++) 

deferm = talse; 
1 

public int getiDO { ceturn id; ) 
public int getTocal0 {rerurn total;) 

public synchronized void setRequesting(boo1ean requanng) ( 
c o n a o ~ e r . s y n C o r n p l e t e ~ d ~ t T h t c s i d O ~ u n e ,  getMonitorNune0, "setRequestingl'); 
this.requesting = requesting 

} 

public boolean getRequesting0 { r e m  rcquesting } 
public void seNumber(iuit number) ( dis-number = number; } 
pubiic int gethTumber0 { r e m  nuniber,) 
public void setHighNurn(int number) {this.highNumber = n u m k , )  
public int getHighNum0 {retum higtiNumbcr, ) 
public void setReplyCount(ïnt count) {this.replyCount = count;} 
public int getReplyCount0 { return replyCount;} 
public void setDefer(ïnt i, boolean def) {dcferm = def;) 
public boolean getDefer(int ï) { r e m  dcferm;] 
public synchronized void chooseNumber 0 { 

c o n a o l l e r . s y n C o m p l e t e ~ d . c u r r e n t ~ e ,  getMonitorNune0, 
"chooseNwabet"); 

requesting = m e ;  
number = highNuaiber +- 1; 

1 
} // end of dass Node 



/* Class Requestlrnpl - This is the implementation of the DBA Rcquest procese. */ 
dass Requeshpl  extcnds DBhRequestPOA { 

p h t e  Saing monitorName; 
private ControiierImpl conwiier, 
public void setConm~er(Conp0flerImpl connoller){ 

this.conuoiier = controkr; 
1 
public void sctMonitorNamc (String str)( 

rnonitorName = MahPmamj.ProccssId + ":" + stq 
1 
public String getMonitorName 0 { 

renun monitorN~nc; 
1 

private Node node = nul; 
private Name name = nu& 
Rrquestimpl (Node node, Name name) { 

dis-node = node; 
ttiis-name = name; 

1 

/* public synchroriized void tcqucsting (int numbet, int id) *J  
public synchronized void requesting (int numbcr, int id, String threadName){ 

Thrrad.cuncntThrtadO.~~tNune(thrcl~une); 
conaoUcr.~mCompletc~C?d.~tThrt?dO.~tNune, getMonitorName0, "requesting"); 

int highiu'um = Math.rnax( node.getHigtuVum0, number); 
n~de.setHighhTum@g~~urn); 

int num = node.gctNumber0; - 
boolean isDefa = ( nodc.get~e~uesting0 && (num c numbcr 1 1 (num == number drdr 

node.getID0 Cid))); 
if (isDefer) 

nodese tDe fer (id, nue); 
else 

=Y{ 
DMR& 9 4  = DBRRrp4He~.~mw(n~m~.molw~ainPll~~~~.REPLY+i4)); 
c o n a o U a ~ m R e q u e s t ~ d . ~ t T h t t l d 0 . ~ t N u n e O , ~ l y . g f t M o n i t o t N e ~ ,  

" replying"); 
/* tepb=p~Yingo */ 
r c p l y . r e p l ~ . ~ n t T h r e d O . g e t N m c O ) ;  

} catch ( Excepaon e) { e.printSmdcTracc( Systeaerr); 1 
1 1  

) // end of Requedmpl 



/* Class ReplyImpl - This is the implementltion teply ptoccsrr */ 
public dass Replyhpl a tcnds  DBAReplyPOA { 

private String monitotNamq 
private Conaollerfmpl conuoller; 
public void setControlier(ConmilaImp1 controIIu){ 

this.controllcr = controlicr, 
1 
public void seMonitotNamc (String sa)( 

monitorName = MainPmcem.PtoccrraId + ":" + sa; 
1 
public String getMonitorName O{ 

r e m  monitorName; 

private Node node; 
private MainProcess process; 
public ReplyImpl(Node nodc, MainProces process) { 

this-node = node; 
thkprocess = process; 

1 

/* public synchronized void replyingo */ 
public synchronizcd void mplying(String tbrcadNamc) { 
Thread.curcntThrcad~.sctNamc(thrcadNarn~); 
conuoUer.remCompleuCfhte;rdcunicnt~O.~tNyneO~tM~nit~iNun~, "replying"); 
node.setReplyCount( nodegetReplyCount0 + 1); 

c o n u o U e r . s y n R e q u ~ t ~ ~ u t r ~ n t ~ ,  proccss.getMonitorName0, "synblock"); 
synchronized ( process) { 

conuoUer.8ynComplet~Criut;id.current~d.getNuneO, prmess.getMonitorNuneO, 
"synblock"); 

if ( nodegetRepiyCount0 == ( nodegetTotai0-1)) 
process.notify0; 

1 
1 

) // end of ReplyImpl 

/* DBkidl - The Specification of Distributed B;rkery Algorithm */ 
module DBA ( 

interfacc Request { 
/* void requesting (in long nurnber, in long id);*/ 
void rcquesting(in long number, in long id, in st r ing  threadXUame); 
string gctMonitorName O; 

1 ;  
interface Reply f 

/* void mplying O; */ 
void replying(in s a i n g  chceadName); 

str ing getMonitotNamc O; 
t ;  

1; 



A p p e n d i x  

SOURCE CODE OF AUTOMATED BANKING 

/* BankAccount ciass - This class is the super dase of ChcckingAccount and SavingAccount */ 
package AutocnatedBanking; 

interface Banknccount { 
public long balance(); 
public void deposit(1ong amount); 
public void withdrawflong amount); 

1 

/* CheckingAccount ciase - this cimm irnplcmcnt a chccicing account which operations arc a depoeit to, 
withdraw fiom the accouat, and tnnsfcr to the savings account if the amount in the checking account 
exceeds 
a threshold. */ 
package AutomaredBanking; 

import javautil.*; 
impon javaio.*; 
import org.omg.CORBht; 
import org.orng.Portabl&wer.*; 
irnpon org.omg.CosNaming.*; 

pubtic dass CheckingAccountirnpl eutends ACCOUNT.ChcdcingAccountP0A irnpltments B&kcoun~ 
RunnabIe ( 
public smtic fimi String CHECKiNGACCOUNT = "CheckingAccount", 

SAVIi\IGSt\CCOUNT = "SavingsAccount"; 
protected long b a h c e  = 0; 
protected ACCOUNTSavingsAccount savings; 
protected long threshold; 

public Checkin~ccountImpl(long t) { threshold = t;] 

// called on& upon initiaiization 
synchronized void initSavings(ACC0UNTSavingsnccount s) { 

savings = s; 
1 

protected boolean shouldTry0 { r e m  balancc < thttshold; ) 
public synchronized void ayTransfuO f / / called an additional thread 

if (shouldTqQ) baiancc += savings.transferOut0; 
1 
public synchronized long baiance0 { r e m  balance; ) 
public gnchronized void deposit(Iong amount) { 

balance += amount; 
1 



public void withdrawflong amount) { 
deposit(-amount); 

1 
public smtic void main(String argsu) { 
q {  //l.InitializctheORB 
ORB orb = ORBkït(args, nuJi); 

// get a referencc to the mot POA 
POA rootPO A = PO~elper.rilrrow(orb.~mlve_iniual~rcfcrcnccs~RootPOA")); 

/ / get a refercnce to the Narning Service rom-contcxt 
org.omg.CORBAObject rootObj = orb.rcsolvc_iniaal~refermces~Nam~icc'~; 
XamingContcxtExt mot = N~ngCon~tHclpcr.-oar(mtObi>; 

// Crcate policies for our persistent POA 
org.omg.CORBA.Policyfl poiiaes = ( 
rootDO~\~reate-tifeSpan~policy(Lif~~panP~licyVdue.PERSISTENT) } ; 

// Create myPOA with the ri& poliacs 
POA myPOh = rootPOttaeau-POA( "b-poa", rwtPOAthe-POAiManagerO, policies ); 

// 2 Inswtiate Service Objects 
CheckingAccountImpI chccking = ncw Chedangt\ccountimpI(5000); 
NameComponentn rNamc = { ncw NameCornponcnt(SAVJNGSACCOüNT, "")); 
ACCOUNTSavingsAccount savings = 

ACCOLTNTSavingst\ccountHdpc'.~ow( ((NamingContun)root).resolve(rName)); 
checking.initSavings(savings); 

Thread checkThread = ncw Thread(chccking); 
checkThread.stan0; 
TmsferThread uansfa =  ri^ TransferThread(chedring); 
msfcr.start0; 

// 3. Activate the objects with the ID on myPOA 
my PO Aacüva te-objerttwiththid(CHEC~GtlCCO~T.getBytcs, checking); 

// Activate the POA manager 
rootPOr\.the-PORhlan~rO.activate0; 

//Associate the objccts with a Dame in the name service 
NameComponentn rrName = { new NameComponent(CHECKINGACCOmT, "'3 ) ; 
((NamingCon tes)  root).rebind(rrName, myPOAscrvant-to_refaence(checkins)); 

System.ou~printh("The servant is ready."); 
// \Vait for incorning requests 
orb.run0; 

1 
catch (Exception e) { 
e.printStackTracc0; 

1 
1 



public void nino { 
F'( 
whiie(uue) ( 

deposit(l000); 
Thread.sleep(10000); 
withdraw(5ûû); 
Threadsleep(10000); 

1 
)catch (Exception c) { 
e.printStackTrace0; 

1 

) // end of dass Chcckuignccount 

dass Tram ferThead extends T h d  ( 
CheckingAccoundmpl checkingr 

public TransfetThread (CheckingAccountImp1 check) { 
checking = check; 

public void nui0 { 
whiie(mie) { 

checking-tryTransferO; 
1 

i 
) // end of ciass TransfcrThrcad 

/* Savingskcount c h  - this ciass implcmcnt a savings account wbich opentions are a deposit CO, 
withdraw fiom the account, and transfer in the savings lccount if the amount in the cbeckïng account 
cxceeds a threshold. */ 
package AutornatedBanking; 

import javâutii.*; 
import javaio.*; 
import org.omg.CORBA*; 
irnpon org.omg.PortableServer.*; 
import org.omg.CosNaming.*; 

public dass SavingsAccountimpl extends ACCOUNTSavingsAccountPOA implernents Banktkcount, Rumable ( 
public static final Suing CHECKINGACCOUNT = "CheckingAccountl*, 

SAViNGSKCOUNT = "SavingsAccount"; 
protected long maxTransfcr, 
protected long balance = 0; 

public Savin@ccoundmpl oong rnax) ( r n a x ' ï ~ s f a  = max; ) 
public synchronized long transferOut0 { // caiied oniy from the checking account 

long amount = balance; 
if (arnount > ma~Transfer) 

m o u n t  = maxTmfe r ,  



balance -= amount; 
r e m  arnount; 

1 
public qnchronized long balance0 { r e m  baiance; ) 
public syndironited void dtpositflong amount) ( 
balance += arnount; 

1 
public void withdraw(long amount) { 
deposit(-arnount); 

1 
public staac void rnain(Smng argstl) { 
// 1. Initializc the ORB 
=Y { 
ORB orb = ORB.init(atgs, nul[); 

// get a refcrence to the root POA 
PO A rootPOh = PONidpci=narrow(orb.re~~lve~Uuaal~refatnces ~RootPOtZ1~);  

// get a reference to the Naming !kvice root-context 
org.omg.CORBtlObjcct rootObj = orb~solve-initialaltefcrrnces~NameSeMcel~; 
NamingContextExt mot = IrIamingCont~tExtHelpcr~~ow(rootObi>; 

// Create policies for our persistent POA 
org.omg.CORBAPolicyO poiicics = { 

roo tPOhaatc-lifespan_policy(lifespanPoiicyValue.PERSIS~T) 
1 ;  

// Create myPOA with the rigtit poiiaes 
POh myPOA = rootPOAcreate-POA( "banking-poa", rootPOhthe-POAManagerO, policies ); 

// 2 Instantiate Service Objects 
SavingsAccountlmpl savings = new Sa~-ingsAccountimpl(500); 

Thread saveThread = neur Thread(savuigs); 
saveThread.sm0; 

// 3. Activate the objects with thc ID on myPOA 
rnyPOh.activate~object~~th~id(SAVINGSACCOCTh'T.getBytes0, savings); 

// Activate the POA manager 
roa tPOh&c-PO~tManager0.acuvateO; 

//Associate the objects with a name in the name service 
NameComponent[ r N m e  = { n a r  NameComponent(SAVINGSACC0UNT. "'3) ; 
((NamingContex t) root).rebind(rName, myPOhservuit-to-reference(savings)) ; 

// Wait for incoming requests 
orb.run0; 



public void runo { 
n y {  
while(me) { 

deposit(1000); 
Threadsleep(10000); 
withdraw(500); 
Thread.sleep(10000); 

1 
)catch (Exception e) { 
e.p rintS tackTracc0; 

1 
} 

) // end of dass SringsAccount 

/* ACCOUNT.id1- The specifiution of Automatcd BvJoins */ 
module ACCOCTNT { 

interface SavingsAccount { 
Iong long transferOut0; 

1; 
interface Checkingttccount { 
void tryTransfer0; 

1; 
1; 



A p p e n d i x  D 

SOURCE CODE OF DINING PHILOSOPHER$ 

/* ForkImpl ciass - This c h  irnplemenrs the Foik intufacc */ 
package DiningPhiiosophers; 
public dass Forklmpl cxtends FORKS.ForkPOA { 
public int id; 
public ForkImpl(int id) ( this.id = id; ) 

I 

/* Philosopher ciass - This c h  implement a philosopher */ 
package DiningPhilosophcrs; 
public dass Philosopher extends Thcead { 
protected int id; 
protected FORKS-Fotk tefi, ngtit; 

public Philosopher (int id, FORKS-Fork i,FORKS.Fork r) ( 
this-id = id; 
left = 1; 
right = r, 

1 
public void runo { 

while (nue) { 
thinko ; 
qnchronized (lefi) t)( 

synchronized (right) { eato; ) 
1 

1 
1 
private void eato { System.ou~println~Phi(osopher " + id i " is eaang'."); ) 
prince void think() { System.outprintln~Philosopher " + id + " is thinking!"); ) 

) / / end of dass Philosopha 

/* Proccss class - this ciass cmte the philosopher thread, and fork objecc */ 
package DiningPhiiosophen; 
import javzutii.*; 
impon javaio.*; 
irnporc org.omg.CORBA.*; 
irnport org.omg.PortableScrver.*; 
import org.omg.CosNaming.*; 

public dass Process extends h d  { 
public static finaI Saing FORK = "Fork"; 
private NamingContextEm roor 
private int idd; 

public Process (NamingContcxtExt root, int id) { 



this-root = root; 
idd = id; 

1 
public static void main(Smng argsfl) { 

if (args.length != 1) { 
System.outptintin("Usage: Procas id"); 
Sptem.exit(1); 

} 
int idd = Integcr.parsùnt(atgs[O1>; 
ForkImpl forkl , fockî, fork3; 

ny { // 1. Lnitialize the ORB 
ORB orb = ORBinït(args, nuii); 
/ / gc t a re ference to the roo t POA 
PO A rootPOA = PONielpcr.narrow(orb.~~~~ve~initial~references~ RootPO A")); 

// get a reference to the Naming Service root-context 
org.omg.CORBA.Object rootObi = orb.rcsolve-initial,referencesC'NameSerVicel~; 
NamingContextExt mot = NamingConœxtExtHelpu.narrow(t~~tObi>; 

// Create policies for our persistent POA 
org.orng.CORBAPolicyO policies = { 

roo tPOhcrmte~lifespao-poticy(LifespanPoticyValue.PERSIS~VT) 
1; 

// Create myPOA with the right poliaes 
POA myPOA = rootPOAaeate-POA( "dining-poa", rootPOA.the-PO~LMaoagezO, policies ); 

// 3 Instantiate Service Objects 
forkl = new ForkImpl(1); 
forkî = new ForkImpl(2); 
forW = new Forkimpl(3); 
Process process = new Process(root, idd); 
process.stan0; 

// 3- Activate the objects with the ID on myPOA 
if (idd == 1) { 
myPOr~.activate~object~withthid((FORK+l).get8j'tes0, forkl); 
myPOA.acti~ate-object~With~id((FORK+2>.getBj'~~~ fork2); 

} else 
myPOA.activate-object-with-id((FORKt3). fork3); 

// Activate the POA rnanagcr 
roo tPOA.the-PORManagerO.activate0; 

//Associate the objecu with a name in the name service 
if (idd == 1) { 

NameComponentI] rNamel = { new NameComponent(FORK+l, "'3); 
((Naminglontrxt) root) xebid  (rName 1, my POttservant-to,reference(fork 1)); 
NarneComponent0 rName2 = { ncw NameComponent(FORK+2, "3; 
((NamingCon text) root).re bind(rName2, myPO.%.senrant-to-refertnce(fork2)); 



Sptem.outprintlnCServant is rdy."); 
// \Vait for incoming requess 
orb.run0; 

1 
catch (Exception e) { 

e.printStackTrace0 ; 
1 
} 

public void nino { 
Philosopher phi11 , phil2, phii3; 
FORKS.Fork forkl , forkî, fork3; 

t.y{ 
Thread.sleep(3ûûûû); 
NarneComponentO rNamel = { ncw NarneComponent(FORK+l, "'3); 
forkl = FORKS~orldidper.naaow(((NvningConuxt)rwt)~olve(~~e1)); 
NarneComponent[l tNarne2 = { new NuneComponent(FORK+2, "y; 
fork2 = FORKS.ForWdpcr.n;urow(((NamingContext)rw t).resolve(rName2)); 
NarneComponentO rName3 = { new NuneComponent(FORK+3, "'7 f ; 
fork3 = FORKS.ForkHdpcr.narrow(((NaniingCon~rwt).iesolve(rName3)); 

i€(idd == 1) { 
phill = n a r  Philosopher(1, forkl, fork2); 
phi1 1 .smrtO; 
phil;! = new Philosophe@, f o r e  fork3); 
phil2.startO; 

1 else { 
phiU = new Philosopher(3, fork3, forkl); 
phiU.sta.rt0; 

1 
)catch (Eucepcion e) ( 
e.printSmckTrace0; 

1 
1 

) // end of dass Process 

/* FORgS.idl- The specination of Fork in Dining Philosopheni problem */ 
module F0RK.S { 

interface Fork { 
1; 

1; 
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