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0. Introduction to the Email Management Guidelines  

0.1. References 

0.1.1. Name: Government of Canada Email Management Guidelines 

0.1.2. Category: Guideline 

0.1.3. Approving Authority: Library and Archives Canada 

0.1.4. Maintenance Agency: Library and Archives Canada 

0.1.5. Cross index  

(Documents containing related legislation, policy, directive and complementary standards - 
Government of Canada Sources, Other Sources) 

Mapping of Legislation and Policy to the Framework for the Management of Information 
Life Cycle-Related Legislation and Policy 

Legislation and Policies Create 
Capture 

Organize 
Use 

Disseminate 

Maintain 
and 
Preserve 

Dispose 

Access to Information Act & Regulations X X X X 

Access to Information Policy X X X X 

Auditor General Act  X   

Canada Evidence Act X X X  

Canadian Charter of Rights and Freedoms  X   

Canadian Security Intelligence Act X X X  

Common Services Policy X X   

Communications Policy X X X X 

Copyright Act   X  

Crown Liability and Proceedings Act   X  

Directive on Information Management Roles 
and Responsibilities 

X X X X 

Electronic Authorization and Authentication 
Policy 

  X  

 



   
  
 
 

Mapping of Legislation and Policy to the Framework for the Management of Information 
Life Cycle-Related Legislation and Policy 

Legislation and Policies Create 
Capture 

Organize 
Use 

Disseminate 

Maintain 
and 
Preserve 

Dispose 

Emergency Preparedness Act   X  

Evaluation Policy   X  

Financial Administration Act X X X  

Government PKI Policy   X  

Government Security Policy  X X  

Library and Archives Canada Act X X X X 

Official Languages Act  X   

Personal Information Protection and 
Electronic Documents Act 

X X X X 

Policy on Information Management X X X X 

Policy on Learning, Training and 
Developmment 

    

Policy on Management of Information 
Technology 

X  X  

Policy on the Use of Electronic Networks  X X  

Privacy Act & Regulations X X X X 

Privacy and Data Protection Policy X X X  

Privacy Impact Assessment Policy X X X X 

Project Management Policy  X   

Public Service Employment Act  X   

Risk Management Policy   X  

Security of Information Act   X  

Statistics Act X X X  

(Source: www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg09_e.asp) 

 

0.2.  Guidelines 

You are about to read a document that contains Email Management Guidelines, and a number of 
related recommendations for the management of email in the Government of Canada. Each of the 

 

http://www.tbs-sct.gc.ca/fmi-cgi/foundation-fondement/leg-reg/leg-reg09_e.asp


   
  
 
 

guidelines includes one or more recommendations that provide direction to achieve the desired 
outcome.  

These Email Management Guidelines and related recommendations are not mandatory, but are 
presented as an authority or reference of excellence.  

0.3. Why do these Guidelines apply to everyone?  

In accordance with the Policy on Information Management, federal government institutions 
(institutions)are obligated to collect, create, receive and capture all business related records 
including email messages (email)  that contains corporate memory information or data used to 
make a decision or to initiate an action. The Policy on Information Management and the Directive 
on Information Management Roles and Responsibilities defines specific responsibilities for all 
government employees. 

The deputy head is accountable to his or her minister and to the Treasury Board for effective and 
well-coordinated information management throughout his or her department. Every government 
employee, without exception, has a role to play in the management of email. 

To work effectively, the Email Management Guidelines must pertain to human processes as much 
as to machine processes. In simple terms, machines are incapable of making all of the decisions 
involved in managing email.  

Institution executives will find guidance to help them ensure their organization’s programs and 
services integrate information management requirements into development, implementation, 
evaluation, and reporting activities. 

Information technology specialists may expect this document to provide them with benchmarks 
and guidance related to the configuration and operation of computer or network hardware and 
software that support email.  

Information management specialists will find guidance related to management of email, from 
creation and receipt through classification, storage and retrieval, and eventual disposition. 

Non-technical employees, contractors and other users of email will find non-technical elements of 
these guidelines and the related recommendations that must be taken into account every time they 
use their email. 

Therefore, these Email Management Guidelines are addressed to a broad audience: 

• Executives 

 



   
  
 
 

• Managers 

• Information management (IM) professionals 

• Information technology (IT) professionals 

• Users of email 

All of these individuals, with various levels of business knowledge, technical competence and 
organizational authority have different roles to play. Indeed some may have more than one role to 
play. For example, the executive and the IT professional each wear two hats: one is a business 
specialist, the other is a technology expert, – but, what they have in common with each other, and 
with everyone else in their organization, is that both are also email users. 

 

0.4. What is the expected outcome? 

It is widely recognized that it is impossible to manage email in a completely centralized fashion. 
In essence, the process of managing email begins with users, at their own desktops, making 
decisions, every day, about what email messages to delete, which ones to keep, and where to file 
them.  

The guidelines and recommendations in this document will provide procedures to ensure that the 
right information is stored in the right place, at the right time, and for an appropriate length of 
time. Note that this document does not prescribe the retention period for email. Indeed retention 
schedules vary depending on the subject and or function of the email message, as determined by 
individual institutions, in accordance with applicable legislation and business requirements.  

To ensure that users are properly informed on how to manage incoming and outgoing email, 
executives and managers will have additional explicit recommendations for the training of staff 
and for compliance.  

The technical procedures described in this document apply to specialists in information 
technology (IT) and information management (IM) who will be involved in setting up the 
appropriate technological infrastructure. 

In some cases, recommendations under these guidelines will will apply to just one of the 
aforementioned groups. In other cases, the recommendations will apply to more than one group. 
Where more than one group is involved, they may have different roles in applying the guidelines 
and, if so, their respective roles will be specified. 

 

 



   
  
 
 

 

0.5. Why is email management so important? 

Simply put, email is used extensively for management decision making, to assign tasks, to 
provide progress reports, to confirm transactions, and for many other purposes related to the 
business of government. Messages pertaining to the business of the government are records and, 
as such, must be preserved for a prescribed period of time or kept permanently, in accordance 
with policy and legislation. While some types of information must be preserved for a minimum 
period of time, other types are subject to maximum retention periods, after which they must be 
disposed of, by law.  

It is currently estimated the average government employee receives and creates at least 50 emails 
each day (50 email/day for 200 working days is 10,000 email/year). For a government department 
of 5,000 employees this equates to more than 50,000,000 emails per year. The full public service 
has exceeded 350,000 employees for the past 5 years and this suggests all government employees 
could be processing up to 3,500,000,000 emails/year. This volume of email applies significant 
pressure on server storage capacities due to the data size of email and its attachments. Of even 
greater importance is the fact that email is now one of the primary decision making channels in 
government and, in the interests of accountability, these records must be carefully and efficiently 
managed, to ensure that they are appropriately classified (filed) and stored, and that they are 
retrievable when needed, for the duration of their retention period. 

 

0.6. Areas not covered by these Guidelines 

Net lists, news groups, distribution lists and calendars are aspects of email management that are 
not considered in these guidelines. This is not to suggest that these issues are unimportant or that 
they should not be dealt with in future, but these topics are not within the scope of this version of 
the Email Management Guidelines. 

 

0.7. Roadmap to meeting the Guidelines 

The companion Email Management Guidelines Roadmap document sets out the guidelines, and 
provides a rationale and achievement benchmarks for each of them. Whereas all guidelines and 
related recommendations must be considered by an organization, some guidelines and 

 



   
  
 
 

recommendations may require interpretation in the light of the organization’s mandate and 
business requirements.  

Thus, each of the guidelinesw and each recommendation may require a policy decision and policy 
statement from the senior management of a institution. The purpose of the roadmap document is 
to simplify the drafting of such a policy document by providing sample text for policies 
pertaining to each of the guidelines and each recommendation. 

 

0.8. E-information Life Cycle 

In these Email Management Guidelines, recommendations are focused on the electronic 
information (e-information) life cycle phases. For reference, the Information Management Life 
Cycle has seven stages 

 Planning 

 Collection, Creation, Receipt & Capture 

 Organization 

 Use & Dissemination 

 Maintenance, Protection & Preservation 

 Disposition 

 Evaluation 

The diagram below depicts the Information Management Life Cycle, showing the seven stages 
on the perimeter of the circle. Knowledge of one’s own responsibilities (shown in the centre of 
the Life Cycle) is crucial.  

 



   
  
 
 

 

 

 

0.9. Definitions 

ATIP legislation, ATIP Act and ATIP request 

ATIP is the acronym for Access to Information and Privacy legislation and it is often used to 
refer to requests for information under the legislation. Access to Information is the principle 

 



   
  
 
 

whereby, with certain exceptions, Canadians can ask to see government records. One of the 
exceptions is information that would divulge private information about an individual (other than 
the individual making the request). 

 

Authenticity 

Authenticity refers to a record’s reliability and identity over time. Authenticity guarantees that the 
record is not changed or manipulated after it has been created or received or migrated over the 
continuum of records creation, maintenance and preservation. 

 

Copy of record 

This is a term used to identify the version of a document or record that is purported to be the 
original or definitive, authentic and reliable copy of the document for legal purposes. 

 

Corporate memory information 

Aside from official records and the valuable recollections of business matters that people may 
have stored in their own minds, corporate memory is often found in electronic form in a variety of 
formats and media that capture day-to-day business activities and decision-making processes. 
This information is a valuable corporate resource that represents experience, knowledge and 
memories. Corporate memory information provides the basis for making sound decisions and 
provides evidence as to why decisions were made, including the circumstances, context and other 
information available at the time. Email has become a significant corporate memory resource, 
although its full potential has, as yet, rarely been exploited in an efficient and organized way. 

 

Corporate memory records 

Corporate memory records can be described as official records relating to the functions and 
activities that a government institution is responsible for, based on mandate, legislative 
requirements, and the programs and services it delivers. Corporate memory records may be 
created or used for a variety of purposes: 

 



   
  
 
 

• To deliver programs and services 

• To record financial and other administrative activities 

• To address legal matters 

• To make or record decisions with implications for policy, programs and procedures 

• To provide an accounting to Parliament 

• To capture and record events that may become historical 

• To record why or how decisions and/or actions were taken 

Corporate memory records are subject to retention and disposition schedules approved by the 
institution and Library and Archives Canada and must be managed in official records systems. 
Corporate memory records may not be destroyed without a Library and Archives Canada 
Disposition Authority.  

 

Discovery 

Discovery is a step in legal proceedings where each party is required to produce any evidence 
under its control that is relevant to the case. This includes all evidence that a party may use to 
defend its own position, as well as any information that may be used against the opposing party, 
or that may be used by the opposing party to support its own position. As a general principle, an 
email message is “discoverable” and can be requested by the courts for as long as it continues to 
exist (see Latent copy). 

 

Email 

• A computer system that enables users to create, transmit, receive, file, and respond to 
messages electronically. 

• A message or messages sent and received in electronic form via computer networks  

 

Email account 

An individual email user’s mailbox and associated rights to use that mailbox 

  

 



   
  
 
 

Email address 

g used to allow computer systems to route an email message to the intended 
onsisting of a username, the @ symbol, and a domain name (for instance, 

mail administrator (also system administrator or network administrator) 

 system 

mail management guidelines 

es, practices and measurable requirements established as a 
essages, metadata and attachments. 

mail message 

rd that is created, transmitted, received or forwarded on an electronic mail 

mail system 

m involving specialized hardware and software, and used, in essence, as a 
device that enables users to create, transmit, receive, file, and respond to 

sify 
es (see - Records management system). 

ail systems typically 

The character strin
recipient, usually c
“jsmith@dept-dept.gc.ca). 

 

E

The person responsible for maintaining an email system, including all mailboxes on that

  

E

Email management guidelines are rul
model for the management of email m

 

E

A document or reco
system  

 

E

A computer syste
communications 
messages electronically.  

An email system is not a records management system and is not an acceptable place to clas
(file) or store email messag

Many email systems also provide a calendar function where users can set up meetings, book 
meeting facilities and equipment, and send, accept or decline invitations. Em

 



   
  
 
 

allow users to set up task lists and prioritize tasks and many systems are integrated with wirel
messaging systems and/or voice mail. Email systems continue to evolve at a rapid rate.  

 

ess 

lectronic mail 

ose records essential to continuing or re-establishing critical institutional 
functions; examples include records that: 

ther rights of individuals and corporate bodies 

itment in terms of time, money, and labour if the records 
 be reconstructed 

dexing 

the process whereby key words, phrases and terms are used to help identify an email 
message and /or its attachment(s) in order to help find and retrieve the record electronically at 

formation Management System 

WGSC) describes its Records, Document and 
Information Management System (RDIMS) as “a suite of software applications designed to 

E

See “email” 

Essential records  

Essential records are th

• Affect the basic, legal, property, and o

• Have the greatest use and demand 

• Would require an inordinate comm
themselves and the systems have to

• Are similar to records commonly selected by other government institutions as part of their 
essential records program  

• Are required to be maintained by law or regulation  

 

In

Indexing is 

some later date. 

 

In

Public Works and Government Services Canada (P

provide federal government departments and agencies with an economical software solution for 
records and document management.” 

 



   
  
 
 

(Source: http://www.pwgsc.gc.ca/rdims/text/index-e.html) 

 

 

Integrity refers to the reliability and trustworthiness of records as copies, duplicates or 
 representations of the electronic records. Integrity also refers to the reliability and 

trustworthiness of the records management system, in which the electronic documents were 
ically 

 

When an email message is deleted, it is not destroyed. It will remain on a hard drive, backup tape 
 is overwritten by another file. In fact, when a message is “deleted” it is only the 

electronic pointer to the message that is destroyed. Depending on the capacity of the electronic 

A networked computer that provides email services to other computers in the network  

 

The area in a computer system where the incoming and outgoing email for an individual user is 

Integrity

comparable

recorded or stored, to produce reliable and trustworthy copies and duplicates of electron
stored records. 

 

Latent Copy

or server until it

storage medium, a message may continue to exist as a latent copy for many years before it is 
eventually overwritten. Even then, it may be possible to recover all or part of the message with 
specialized technology. 

 

Mail server 

Mailbox 

stored  

 

 



   
  
 
 

Mailing list 

An automated list of email addresses used to distribute email messages to a number of people at 
the same time  

 

Metadata 

Information describing a set of data (such as the subject, date and recipients of an email message)  

 

Non-record  

For the purpose of these Email Management Guidelines, a non-record is an email which contains 
information that does not pertain to the business of a government institution, or an information 
format (such as an outside publication, blank form, or instruction manual) that is not an official 
record and therefore does not require retention The following types of email messages and 
attachments are examples of non-records. 

Personal correspondence 

• Messages to (or from) friends or family 

• Messages sent or received in respect of a user’s personal activities  

• Received copies of announcements 

• Messages pertaining to blood donor clinics, charitable activities, social events and sporting 
events to which employees of the institution are invited  

Materials published by other institutions or enterprises that are available to the public and which 
are not part of a case record or purchasing proposal 

• Electronic catalogues, flyers or brochures 

• Electronic newspapers, magazines and books or journals  

• Unsolicited promotional materials (Spam) 

• Files copied or downloaded from Internet sites 

 

 

 



   
  
 
 

Official record 

A record produced or received in the formal conduct of official business (performing a 
transaction, providing a service, making a decision or taking action in accordance with one’s 
responsibilities and authority under the mandate of a government institution). 

 

Outbox 

The part of an email system where a user’s sent mail is stored. The Outbox is usually only the 
holding area where the message is held before it is sent (which in most cases, happens almost 
instantly). After the transmission, a copy of the message is either stored in a Sent Mail folder, or 
is gone from the sender’s mailbox entirely (depends on business rules, frequently customizable by 
the user) 

 

Password 

A character string usually selected by a user, known to the computer system, and used in 
conjunction with an associated username to identify and authenticate the user and allow access to 
the system  

 

Record 

1. “record” means any documentary material other than a publication, regardless of medium or 
form (Library and Archives Canada Act, 2004, Act current to June 13th, 2008) 

2.   “record” includes the whole or any part of any book, document, paper, card, tape or other 
thing on or in which information is written, recorded, stored or reproduced, and, except for 
the purposes of subsections (3) and (4), any copy or transcript admitted in evidence under this 
section pursuant to subsection (3) or (4). (Canada Evidence Act, 1985, Act current to June 
13th, 2008) 

3.  “record’’ means any documentary material, regardless of medium or form (Access to 
Information Act, 1985, Act current to June 13th, 2008) 

For the purpose of these guidelines, a record contains information about a transaction, decision or 
action taken in the course of business of a government institution, including information that is 
influential (or merely considered) in the process. 

 



   
  
 
 

 

Records Management System 

A records management system is a long-term repository and related processes for storing, 
preserving, accessing (and, finally, disposing of) records of ongoing business value to 
institutions.. Such a system typically involves processes and technologies for storing documents 
and records in paper or in electronic format.  

 

Retention period 

The amount of time a record must be kept to meet administrative, fiscal, legal or historical 
requirements  

 

Retention schedule 

A document or tool that identifies the retention periods for all of the records held by an 
organization. Different types of records often have different retention periods.  

 

Threading 

Threading is the process whereby an information management system tracks relationships 
between messages in a series along with related metadata and attachments 

 

Transitory information / transitory record 

Transitory information is found in (transitory) records that are required only for a limited time to 
ensure the completion of a routine action or for the preparation of a subsequent record. Transitory 
records do not include information that has historical or archival value or that is required by 
institutions or ministers to control, support or document the delivery of programs, to carry out 
operations, to make decisions, or to account for activities of government.  

 



   
  
 
 

Typical examples of transitory information in email include:  

• •News, distributed in various media via email, such as internal bulletins 

• Communiqués  

• All staff communications, special event notices  

• Meeting requests  

• Training offerings  

• Invitations  

• Personal communication and messages  

• Photos, JPEGs, GIFs  

• Info-only messages (FYI – For Your Information)  

• E-advertisements, journals, books, brochures, newspapers, newsletters, published reports  

• Email messages where a hard copy has been printed or captured in an electronic filing system  

• Routine information requests  

Notices (notice of holidays, ca• 

• Drafts of superceded working documents 

mpaign emails, etc) 

 

 



   
  
 
 

1. Institutions must develop a plan to manage email  

The management of email is one of the most challenging information management challenges of 
the last decade. Comprehensive and detailed planning by institutions is aimed at gaining control 
over the explosive growth of this electronic medium and its growing range of uses, features and 
functionalities.  

Planning must cover several aspects of email management 

• Development of explicit email management policies and procedures, pertinent to the 
institution’s line of business. 

• Management of the problems and opportunities presented by email in an integrated way, 
treating email messages, attachments and metadata with equal importance and providing for 
use of common infrastructures and the interoperability of email and IM systems. 

• Incorporation, at an early stage, of email management requirements in the development of 
new or modified policies, programs, services and technology-based systems. 

• Establishment of governance and accountability structures for the management of 
information in general, and email in particular. 

• Provision for awareness and training programs in a variety of media. 

Expected Outcome 

In any given federal government institution, the following benchmarks will have been achieved: 

• A comprehensive email management plan will be supported and appropriately funded by 
senior management  

• The email management plan will indicate how the Email Management Guidelines of the 
Government of Canada will be attained or maintained.  

• Each of the recommended actions for email management will be thoroughly addressed.  

− Where a recommendation is adopted, it will be so indicated. 

− Where a recommendation requires interpretation in the light of the institution’s mandate 
or line of business, interpretation will be provided.  

− Where a recommendation requires adaptation to the institution’s mandate or line of 
business, the nature of the adaptation will be described.  

− Where a recommendation does not apply, the rationale for the finding and / or a substitute 
recommendation will be provided. 

 

 



   
  
 
 

1.1. Manage email programs and systems in an integrated way  

All email programs and related systems employed by institutions, should be appropriately funded 
by Executives and designed and configured in such a manner as to allow them to effectively 
capture, store and manage incoming and outgoing email messages along with related metadata 
and attachments.  

Email messages that contain government records and information, should be separated from 
transitory messages and preserved and retained for an appropriate period of time, in accordance 
with the Information Management Life Cycle prescribed by the Policy on Information 
Management. 

Note: A clear cell in the following table indicates responsibility for this recommendation.  

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

1.2. Provide email management awareness and training programs  

Email management awareness and training programs should be designed to ensure that employees 
develop the knowledge and skill to use email in an effective and appropriate manner.  

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

1.3. Use a variety of media in email awareness and training programs  

A variety of media should be used to ensure that the Email Management Guidelines, policies and 
procedures are understood and applied within an institution. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 
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Party or Parties Responsible for Implementing and/or Applying the Recommendation 
Administrators Specialists 

 

1.4. Verify that the Email Management Guidelines, policies and 
procedures have been distributed, read and understood  

Each institution should distribute the Email Management Guidelines, policies and procedures in 
such a manner as to ensure that employees, contractors and any other users under their authority 
have been made aware of the relevant provisions and understand them. 

Employees, contractors and any other users should also be made aware of the fact that they are 
expected to comply with the relevant Email Management Guidelines and any related 
recommendations adopted by the institution and that intentional misuse of the email system may 
result in disciplinary action up to and including termination of employment or contract. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
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Operational 
Managers 

Executives 

 

1.5. Keep records of learning activities and attendance  

An institution should keep a record of email management learning activities as well as a record of 
attendance at any email management training class, workshop or presentation. These records 
should be kept on a long-term basis for use, if required, in legal or audit proceedings. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 
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2. Institutions must collect and capture all business-
related email 

In accordance with the Policy on Information Management, institutions are obligated to collect, 
create, receive and capture all business related records including email that contains corporate 
memory information or data used to make a decision or to initiate an action. 

• To support service delivery, informed policy and decision making, and business, legal, and 
accountability requirements 

• To ensure its relevance, reliability, and completeness 

• To optimize its sharing and re-use, in accordance with policy and legal obligations 

• To document decisions and decision-making processes to account for government operations, 
reconstruct the evolution of policies and programs, support the continuity of government and 
its decision-making, and allow for independent audit and review 

• To reduce the response burden by avoiding the unnecessary collection of information. 

There are some fundamental questions relating to management of all of these records, and one is 
the matter of how many instances of a record should be allowed to exist. The more copies, and 
the more places they can be kept, the more challenging it is to manage them. In order to facilitate 
the next step in the Life Cycle (Organization), it is also important that metadata, information 
about the messages be preserved. Metadata may include the name of the sender and the names of 
intended recipients, date sent, date received, subject and many other details that can be used to 
file and retrieve the messages at a later date. 

Expected Outcome 

In any given federal government institution, the following benchmarks will have been achieved: 

• All users of email will create, send, receive, forward and store email messages in accordance 
with these Email Management Guidelines and all applicable recommendations.  

• Employees will know which messages to keep or dispose of, and will manage their own 
individual mailboxes and folders on a regular basis.  

• Only one instance of an email message will be kept, and it will be kept in an approved 
repository where it will have the status of “copy of record.”  

• Attachments will be stored with the message, or, if not, will be reliably linked to the message. 

• Metadata related to email messages will be preserved. 

 

 



   
  
 
 

2.1. Create, send and store email messages in an organized way  

Any message that contains information used in (or considered in, or about) a transaction, decision 
or action taken in the course of business of a government institution, should be preserved.. 

The following diagram illustrates the recommended process for creating, sending and storing 
email messages in the Government of Canada.  
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2.2. Receive and store email messages in an organized way  

Any received message that contains information used in (or considered in, or about) and that 
results in a transaction, decision or action taken in the course of business of a government 
institution, should be preserved. 

The following diagram illustrates the recommended process for receiving and storing email 
messages in institutions.  
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2.3. Manage individual mailboxes and folders on a regular basis 

To manage individual mailboxes (inboxes, sent items, deleted items), messages should be 
classified and moved to an appropriate repository on a regular basis. Transitory email messages 
may be moved to the delete folder. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
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Operational 
Managers 

Executives 

 

2.4. Keep only one instance of an email message 

Where possible, Institutions should keep one instance (and only one instance, other than a backup 
copy for disaster recovery), along with metadata and attachments, as an official record in a 
repository which it operates or controls. For greater clarity, the email application itself is to be 
considered as a communications device and not as a storage utility. An email message should be 
moved to a separate record keeping repository as soon as operationally possible. Since any copy 
of an email message that is kept is discoverable in legal proceedings, no other copies of the email 
message should be kept in any other repository or by any individual in the organization. Deletion 
destroys the pointer to an email message, but does not destroy the message itself. The message 
will persist until it is actually overwritten.  

For example, an email message should not be stored on a user’s hard drive. However, a transitory 
copy of an email may be kept on a memory stick or hard drive of a laptop computer while 
required for a presentation – but should be securely deleted after the presentation. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

2.5. Manage and store attachments to email messages  

For the purposes of these Email Management Guidelines, an email management system should 
keep a message and its attachment(s) together in the same repository and provide reliable 
evidence of their relationship. 

 



   
  
 
 

Alternatively, an email management system may keep a message and its attachments in separate 
repositories, and provide reliable evidence of their relationship. 

Attachments may be in any electronic form capable of being attached to an email message, and 
may include audio, video, voice mail, maps, graphics, digital photos, spreadsheets, databases, 
presentations, text, etc., to name but a few. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
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Executives 

 

2.6. Treat email as property, under legal control of the GC 

Employees and contractors using the email system of a federal government institution should be 
advised that the email they create, send or receive on the system does not belong to them, may be 
subject to monitoring by the institution and should not be considered private.  

All messages, metadata and attachments created on, received by and/or residing on a federal 
government institution email system, backup tape, server or other storage medium under its 
control (including laptops, memory sticks, CDs and other mobile storage media) are considered 
the property of the institution, and should be treated as such. 

Email created, sent or received by an employee using the email system of a federal government 
institution is considered to be under the control of the institution, and is a corporate property, 
regardless of where it is kept.  

Party or Parties Responsible for Implementing and/or Applying the Recommendation 
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2.7. Use institution-wide distribution lists sparingly 

Distribution lists for an entire institution, branches, districts, divisions, etc. should only be used 
by authorized individuals, for official purposes, sanctioned by senior management. 
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2.8. Provide a signature block and contact information 

In accordance with the Government of Canada’s Common Look and Feel policy (http://www.tbs-
sct.gc.ca/clf2-nsi2/index-eng.asp),, all outgoing email messages sent by GC employees should 
include the sender's name, institution, and telephone and fax numbers with area code and 
extension numbers, postal and email addresses. Where an email address serves a program or 
service rather than individual, contact information should include the institutional name, postal 
and email address, telephone and fax numbers. All outgoing email messages by GC employees 
should demonstrate a consistent application of the "Canada" word mark and institutional 
signature. 

Exemptions and exceptions are permitted where the sender has legitimate privacy concerns, or 
where there may be concerns about personal, physical or national security. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 
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2.9. Use a notice of confidentiality / disclaimer, if appropriate 

Institutions should consider whether it is appropriate to their individual circumstances to insert a 
notice of confidentiality or disclaimer below the signature block. In considering such an insertion, 
a risk analysis should be conducted to determine whether it might be possible to limit liability. An 
example is provided below.  

Notice Regarding Confidentiality 

This email, including any and all attachments, is intended only for the party to whom it is addressed and 
may contain information that is confidential or privileged. (Name of institution) accepts no responsibility for 
any loss or damage suffered by any person resulting from any unauthorized use of or reliance upon this 
email. If you are not the intended recipient, you are hereby notified that any dissemination, copying or 
other use of this email is prohibited. Please notify us of the error in communication by return email and 

 



   
  
 
 

Notice Regarding Confidentiality 
destroy all copies of this email. Thank you. 

The decision as to whether or not to include such a disclaimer (and the exact wording of the 
disclaimer) is a matter for Executives in the institution in consultation with legal counsel.  

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
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2.10. Use a notice of personal opinion, if appropriate 

Institutions should consider whether it is appropriate to their individual circumstances to require 
users to insert a notice of personal opinion, under certain conditions. An example is provided 
below.  

Notice of personal opinion 

This email, including any and all attachments, reflects the personal opinion of the sender and is not the 
official opinion or position of (name of institution).  (Name of institution) accepts no responsibility for any 
loss or damage suffered by any person resulting from any unauthorized use of or reliance upon this 
email. If you are not the intended recipient, you are hereby notified that any dissemination, copying or 
other use of this email is prohibited. Please notify us of the error in communication by return email and 
destroy all copies of this email. Thank you. 

The decision as to whether or not to include such a disclaimer (and the exact wording of the 
disclaimer) is a matter for Executives in the institution in consultation with legal counsel. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 
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2.11. Avoid using the “Reply to All” feature 

Users, who receive a message addressed to several individuals, or as part of a distribution list, 
should avoid using the “Reply to All” feature, unless the reply is likely to be of significant 
interest to the majority of the people who received the original message. 

 



   
  
 
 

A risk of using the “Reply to All” feature is that if action is to be taken by one of the recipients, 
the broad distribution may make it difficult to discern who was to be responsible for the action. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 
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3. Institutions must organize business-related email in 
accordance with a classification system relevant to 
each organization’s business requirements 

Management of email requires the establishment of a co-ordinated and comprehensive approach 
to describing the institution’s information. To prevent an unwieldy accumulation, all email 
messages and attachments that are to be retained for a prescribed period should be appropriately 
classified, on a timely basis, in an up-to–date and comprehensive classification structure or 
structures, including metadata. Individual mailboxes, shared mailboxes and public mailboxes 
should be managed in a consistent and effective manner. Subject lines of email messages are 
often used as search tools, so they should provide a helpful reflection of the contents of the 
record. The filing system for email messages should facilitate organized and efficient indexing, 
storage and retrieval of messages. The filing system should also preserve any linkages or threads 
between messages in a series, to provide a contextual backdrop to any single message in the 
sequence. 

Expected Outcome 

In any given federal government institution, the following benchmarks will have been achieved: 

• There will be a comprehensive description of the institution’s information holdings. 

• There will be a thorough and up-to date classification structure or structures, which will 
include metadata. 

• Users will know where to classify (file) their email records, or be assisted and /or restricted 
by automated systems, when choosing the appropriate repository for a record.  

• Users will know and practice simple techniques to facilitate search and retrieval.  

 

3.1. Maintain and use an organized and efficient filing system for 
email 

Email messages, other than non-records or transitory messages, should be moved from the email 
system to a separate filing system where they should be organized as specified in the 
classification structure approved by the institution. Messages should be indexed and kept for 
institution use until their scheduled disposal or until their transfer to archival storage. Archival 
storage should also be organized and indexed for efficient retrieval. 
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3.2. Establish where to store the “copy of record” 

A classification structure and repository should be established to store incoming or outgoing 
messages that are considered government records or government information. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 
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3.3. Preserve metadata related to email  

Metadata associated with email should be recorded as specified in TBITS 39: Treasury Board 
Information Management Standard 

• Part 1: Government On-Line Metadata Standard 

(Source: http://www.tbs-sct.gc.ca/its-nit/standards/tbits39/crit391_e.asp) 

• Part 2: Controlled Vocabulary Standard 

(Source: http://www.tbs-sct.gc.ca/cio-dpi/pols_e.asp#IT) 

The TBITS 39 -Government On-Line Metadata Standard adopts the Dublin Core as specified at 
http://www.dublincore.org/ as the core metadata standard for resource discovery. Metadata is 
necessary to support navigation, searching, information sharing and interoperability goals of 
Government On-Line. 
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3.4. Classify (file) email messages systematically and frequently 

Email messages should be classified (filed) systematically and regularly, at intervals that are 
appropriate to the nature of the institution’s business (i.e. daily), and in a manner consistent with 
the classification system adopted by the institution. Email messages should then be moved to a 
repository designated by the institution. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 
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3.5. Manage temporary on-line storage of email messages 

An email system should be capable of handling incoming and outgoing messages, metadata and 
attachments, and storing them, temporarily, on-line (within the system itself), until they are 
manually deleted or moved. At an appropriate interval, files should be moved to a longer-term 
storage area by a user or system administrator, or by some automated means. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 
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3.6. Use shared mailboxes, public mailboxes and folders for a single 
purpose  

A shared mailbox should be created to serve just one purpose and should have one owner who 
should set well-defined rules for others who have access.  

Messages that do not serve the purpose of the mailbox should not be stored there. It may be 
necessary to assign different levels of access to users of the shared mailbox or folder, depending 
on their role or work assignment. 

 



   
  
 
 

Public mailboxes should be used for a single or limited purpose and should be managed by one 
owner who sets well-defined rules 

Individual mailboxes may also be shared, to a limited extent, with a small number of others in the 
user’s work group. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 
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3.7. Limit the content of email messages to one topic 

Users should limit the content of email messages to one topic. 
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3.8. Describe the subject of the message in meaningful terms 

Users should describe the subject of email messages in meaningful terms, using keywords that 
could be used in an electronic search.  
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3.9. Provide for indexing of email messages 

Institutions should provide for (word) indexing of email messages.  
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3.10. Provide for threading of email messages 

Institutions should provide for threading of email messages. Threading is the process whereby an 
information management system tracks relationships between messages in a series along with 
related metadata and attachments. 
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4. Institutions must ensure that the use of email 
supports performance of work that is consistent 
with their business goals and objectives 

Email should be used for appropriate purposes and typically not for sensitive, protected or secret 
information. System logs can track the use of email and provide reports that help to determine the 
overall, as well as individual level of compliance with approved policies and procedures. Email is 
now one of the most common forms of evidence required by courts, so institutions should be 
prepared, at all times, to disclose email evidence in electronic form. Email management must aim 
to provide users with timely and convenient access to information in email records, in accordance 
with legal and policy obligations. It may be helpful to use actual incidents or to devise “drills” to 
exercise and analyse the organization’s ability to reliably and cost-effectively produce email 
evidence for courts, audit proceedings or ATIP requests. 

Expected Outcome 

In any given federal government institution, the following benchmarks will have been achieved: 

• Users will be provided with and know how to avail themselves of timely and convenient 
access to information which they are authorized to see and/or use. 

• Actual incidents requiring access to specific email records for legal discovery, audit or ATIP 
proceedings will be monitored and analyzed on a regular basis to establish performance 
metrics, assess risk and identify improvements to email management processes. 

• Artificial “discovery drills” will be devised and executed on occasion to provide controlled 
diagnostic tests of the ability to locate and produce email records. 

• Lessons learned will be appropriately shared and put into practice. 

 

4.1. Do not use email for sensitive, personal, protected or secret 
information except for authorized business purposes, and only 
with approved security measures 

Avoid the use of email for sending confidential, sensitive, protected or secret information, except 
where there is a specific business requirement to do so and where specialized secure systems or 
encryption are available – in which case, users must follow government and institutional security 
policy and guidelines (see also –5.1.5) 

 



   
  
 
 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

4.2. Use system logs to create an audit trail and monitor compliance 

System logs should be used to track and create a record (audit trail) of all actions taken on email 
records or information in an email system or other file storage repository.  
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4.3. Display names in headers and email addresses 

The header of an email message should display the name of the author (From) the addressee (To) 
in accordance with the GC metadata standard.  
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4.4. Be prepared to disclose email evidence in electronic form 

Email storage and filing systems, including online and near-line, whether short-term or archival 
should enable researchers to rapidly identify, disclose and produce relevant email messages along 
with metadata and attachments, for legal proceedings, audit purposes or for ATIP requests. To 
facilitate efficient retrieval for disclosure, email records should be filed according to an approved 
institutional classification system (also see Guideline 3 and related recommendations). 
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4.5. Monitor performance of discovery and disposition activities 

In accordance with the Treasury Board Policy on Information Management and other related 
Treasury Board policies including the Active Monitoring Policy, the Evaluation Policy and the 
Policy on Internal Audit, institutions should monitor the effectiveness of their performance in 
activities related to discovery and disposition.  

Periodic “drills” (which may be actual incidents or specially designed simulations) should be 
used as opportunities to develop and assess performance measurements and evaluate the 
efficiency and effectiveness of discovery and disposition procedures.  

Results observed during these drills should be shared and analyzed in the form of lessons learned 
that should be known by and accessible to any individual involved in discovery or disposition, or 
in the evaluation and improvement of information management practices in the institution 
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5. Institutions must ensure that their email records are 
maintained, protected and preserved in accordance 
with appropriate retention schedules 

Individual institutions must ensure that information of enduring value to the Government of 
Canada or to Canadians is available for current and future use. Institutions should conduct a risk 
assessment to determine the appropriate retention schedules for various types of information – the 
key being that the content of the record is what determines how long it should be kept – not the 
technology or medium used to create it. Users should refer to the institution’s classification 
structure and related retention schedules in order to ensure that messages are stored in the 
appropriate repository, for the appropriate period of time.  

Essential records must be safeguarded. Records should be protected by appropriate network 
security and physical security measures. They should also be protected to ensure their usability, 
including the usability of encrypted information, over time and through technological change. It is 
vitally important to create, maintain and preserve email system and storage system documentation 
for effective disaster recovery, and to substantiate the authenticity of email messages involved in 
judicial, audit or ATIP proceedings. A key requirement is the ability for institutions to protect 
email messages from improper disclosure, use, disposition or destruction, in accordance with legal 
and policy obligations. It may be necessary on occasion to apply hold orders, to delay disposition 
of records that may be required for legal purposes. 

Expected Outcome 

In any given federal government institution, the following benchmarks will have been achieved: 

• Information contained in email that is of enduring value to the Government of Canada or to 
Canadians will be reliably available for current and future use. 

• It will be possible to ensure the usability of email, including the usability of encrypted 
information, over time and through technological change. 

• Retention schedules will be known by email users and correctly applied based on the content 
of the email. 

• Email messages will be reliably protected from improper disclosure, use, disposition or 
destruction, in accordance with legal and policy obligations. 

 

 



   
  
 
 

5.1. Email systems should not be subjected to indiscriminate purges  

Email systems should not be subjected to periodic and indiscriminate purges of messages, 
whether by manual or by automated means, whether by users or by network or system 
administrators. Messages should only be deleted or disposed of in accordance with institution-
approved disposition schedules and must not be disposed of simply because the mailbox is “full” 
or because the messages have aged beyond some arbitrary time limit.  
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5.2. Manage email records to allow access by authorized staff 

To allow the institution to continue to do its work, email management systems and programs 
should provide the flexibility to allow authorized staff to obtain access to email when the holder 
of the email account is absent. 
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5.3. Remove encryption before leaving an institution 

Encryption should be removed from email messages and attachments before a user leaves an 
institution. 
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5.4. Remove encryption before transferring email to Library and 
Archives Canada 

Encryption should be removed from email messages and attachments before they are transferred 
to Library and Archives Canada. The user should decrypt the message if he or she is still with the 
organization at the time. Otherwise, the operational manager responsible for the part of the 
organization where the message was produced should decrypt the message. In the latter instance, 
the advice of an information management specialist and the assistance of a network or system 
administrator may be required. In the absence of the operational manager or the user, the 
information management specialist should have the authority to decrypt the message, with the 
assistance of a network or system administrator. 
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5.5. Provide security for networks that support email 

Email programs and systems should be supported by networks that are protected by standard 
technologies such as firewalls, and protection against threats such as those listed below (note that 
the following list is not exhaustive):  

• Unauthorized access 

• Viruses, worms, Trojan horses, ActiveX and Java applets 

• Spam 

• Spyware, adware and pop-ups 

• Other invasive threats as may arise from time to time 
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5.6. Use passwords, change them regularly and keep them secret 

Network or system administrators should set up password systems and ensure that users comply 
with password policies. An important first step it to protect password files themselves. To do so, 
administrators should first change the system or application manufacturer’s default administration 
password (if any). These default passwords are widely known and easily exploited by hackers to 
gain access to the hundreds or thousands of passwords used in institution. 

Users should select passwords that are difficult to guess, (avoiding names of one’s children, pets, 
favourite local sports teams, local celebrities, etc.). Passwords should be consistent with 
institution-approved password standards and attributes. Users should also keep their passwords 
secret, and change them on schedule.  

Suggestions on Improving Password Security 
From the Canadian Handbook on Information Technology Security – section 16.1.1 – Passwords 

Available from Canada’s  Communications Security Establishment 

Password generators If users are not allowed to generate their own passwords, they cannot pick 
easy to-guess passwords. Some generators create only pronounceable 
non-words to help users remember them. However, users tend to write 
down hard-to remember passwords. 

Pass-phrases. The use of a short phrase rather than a single word may improve 
passwords. The phrase is normally easier for the user to remember, and the 
result may be more secure provided that obvious phrases are avoided. 

Limits on log-in attempts 

 

Many operating systems can be configured to lock a user ID after a set 
number of failed log-in attempts. This helps to prevent guessing of 
passwords. 

Password attributes Users can be instructed, or the IT system can force them, to select 
passwords (1) with a certain minimum length, (2) with special characters, 
(3) that are unrelated to their user ID, or (4) to pick passwords which are not 
in an on-line dictionary. This makes passwords more difficult to guess (but 
more likely to be written down). 

Changing passwords 

 

 

Periodic changing of passwords can reduce the damage done by stolen 
passwords and can make brute-force attempts to break into IT systems 
more difficult. Too frequent changes, however, can be irritating to users. 

Technical protection of 
the password file. 

Access control and one-way encryption can be used to protect the 
password file itself. However, it should not be forgotten that all methods of 
protection can be beaten if the level of attack is of sufficient sophistication. 

From the (Source: http://www.cse-cst.gc.ca/documents/publications/gov-pubs/itsg/mg9.pdf) 

 



   
  
 
 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.7. Protect the system against loss or damage 

Email systems and the networks which support them should be protected from loss or damage 
from a variety of potential causes such as those listed below (note that the following list is not 
exhaustive:  

• Physical threats to buildings and computer facilities 

• Natural disasters and environmental threats 

• Computer hardware and software failures 

• Media vulnerabilities 

• Communications vulnerabilities 

• Lack of documentation or loss of documentation 

• Human error 

• Other threats as may arise from time to time 
Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.8. Use the appropriate security classification 

When creating, forwarding or storing email messages of a sensitive, protected or secret nature, 
users should ensure that the security classification of the message is not greater than the security 
classification of the system or repository used to create, send or store it.  

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 



   
  
 
 

 

5.9. Set up timely and mandatory processes to create, delete and 
suspend email accounts 

Email programs and systems should have processes in place to react on a timely basis to create an 
account when an employee or contractor arrives, delete the account when the individual leaves 
the institution or when, for other legitimate reasons, it is necessary to freeze or suspend the 
account.  

These processes should describe what employees, managers, executives, network administrators 
and information security specialists should do in a number of different circumstances (and how 
quickly they should act). 

Timely does not necessarily mean immediately. In the case of an employee who is transitioning 
from one institution to another, it may be appropriate to keep the user’s account active until a new 
account is opened at the destination. In such cases, an information security specialist should be 
consulted on the most appropriate course of action. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.10. Control access rights to email accounts and folders 

Access to information and records in email accounts and folders should be restricted to those who 
need it in order to do their work.  

Most individuals with authorized access to their own individual mailbox should have the ability 
to create, edit and delete messages, and add them to a folder.  

Ability to read, mark or “send on behalf of” or add messages to folders may be delegated by a 
user to one or more co-workers within his or her working group. Rules should be established to 
govern such delegation. 

 



   
  
 
 

Authorized individuals may be given read-only access to files in a folder. To reduce the risk of 
loss of important records or information, only a very restricted number of individuals should have 
the ability to delete messages from a folder. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.11. Use message protection and authentication controls 

Email management programs and systems should provide message protection and authentication 
controls to prevent users and administrators from changing a message once it has been sent to at 
least one recipient, in order to facilitate authentication and version control. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.12. Make regular and consistent backups for disaster recovery 

Email management programs or systems should provide for periodic backups, which should be 
performed on a consistent basis, as required, to meet the business needs of the organization.  

• Backups should be verified to ensure that they have worked properly. 

• Backups should be stored off-site 

• Backups should be recycled periodically according to an approved retention schedule 
applicable to the backup media 

• Backup procedures should be documented and managed to demonstrate compliance 
Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

 



   
  
 
 

5.13. Use digital signatures when appropriate 

Digital signatures should be used in correspondence or transactions when the recipient needs to 
know without doubt that the message is from a trusted sender, that the message has not been 
altered, and that the sender will not be able to deny having sent it. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.14. Remove digital signatures that prevent access from email that is 
to be transferred to Library and Archives Canada  

Digital signatures do not typically prevent access to content, context or structure of an email 
document. Digital signatures that could prevent such access should be removed from email 
messages that are to be transferred to Library and Archives Canada.  

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.15. Do not use scanned signatures to sign messages  

Users should not use a scanned signature to sign an email message because the scanned signature 
does not authenticate the email. There is also a risk that the signature could be copied for use in 
forged documents.  

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

 



   
  
 
 

5.16. Use Encryption where appropriate  

Where appropriate, encryption may be used to increase the security of email messages and 
attachments in storage and during transmission. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.17. Manage longer term near-line storage of email messages  

If email messages are to be retained more than just temporarily, the email messages, metadata and 
attachments should be stored in an electronic information management system separate from the 
email system.  

Messages, metadata and attachments should be kept together or, if these elements are stored 
separately, it should be possible to restore the relationship such that the authenticity and integrity 
of the elements and their relationship can be demonstrated in a court of law. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.18. Avoid storing paper print-outs of email messages if an electronic 
original exists 

Storage of paper printouts of electronic information is not the preferred method of storing 
information in the GC. However, storage of paper printouts of email messages may be 
appropriate for smaller institutions with limited technological resources. Paper printouts may also 
be appropriate for storage of high-risk records. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 



   
  
 
 

 

5.19. Protect email against damage to the storage medium 

An email management program should provide protection against damage to the electronic 
storage medium, and against damage of the electronic information, and should take periodic 
measures of stored data to detect data loss. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.20. Protect email against obsolescence  

An email management program should provide for protection of email messages from 
obsolescence of the software or hardware required to read email messages and attachments.   

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.21. Create, maintain and preserve email system documentation  

Documentation supporting an email management system should be capable of providing 
reasonable proof of the condition of the system and of the authenticity and integrity of the 
relevant messages, metadata and attachments, at all relevant times. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

 



   
  
 
 

5.22. Keep email system documentation as a permanent record  

System documentation should be considered a permanent government record and should be 
handled and stored accordingly. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.23. Allow different retention periods for emails and attachments  

Whether the email management system keeps messages and attachments together or not, the 
system should be configured so as to have the ability to manage a message for which the retention 
period is just beginning, and an attachment for which the retention period is about to expire. Note 
that the retention period is always determined by the content of the information and not the 
medium by which is created, transmitted or stored. This is a complex problem and a difficult 
technical challenge. Consultation with legal counsel is strongly advised. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

5.24. Apply hold orders, when necessary, to delay disposition  

Email management programs and systems should have the capacity to identify email information 
or records slated for disposition, and, when necessary, isolate or otherwise protect them from 
well-intended, ill-intended, or accidental destruction. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 



   
  
 
 

6. Institutions must ensure that their email records are 
disposed of in accordance with all relevant 
legislation and policies 

In accordance with 12 (1) and 13 (1) of the Library and Archives Canada Act (2004), no 
government record may be disposed of unless authorized in writing in a disposition authority 
obtained from the Librarian and Archivist of Canada. It is important to dispose of transitory email 
messages and copies (including latent copies – deleted, but not overwritten) on a timely basis. 
However, it is essential that the capacity exist to prevent disposition or alteration of records that 
are required (or may be required) for legal, audit or ATIP proceedings. 

Expected Outcome 

In any given federal government institution, the following benchmarks will have been achieved: 

• It will consistently be possible to demonstrate a high level of adherence to institution 
retention and disposition plans, the Library and Archives Canada approved Records 
Disposition Authorities, and other legal and policy obligations to ensure the timely 
disposition of email information that is no longer required by the institution 

• Information designated by the institution as having historical value will be consistently 
transferred to Library and Archives Canada. 

 

6.1. Obtain authorization for disposition of email information  

The Librarian and Archivist of Canada, has the power to give consent for the disposition of any 
email message under the control of a government institution and may delegate this power to one 
or a number of responsible parties within a government institution. 

The Library and Archives Canada may provide a Records Disposition Authority (RDA) to an 
institution. The Library and Archives Canada also provides a Multi-Institutional Disposition 
Authority (MIDA) that authorizes the disposition of commonly created records. 

Responsible parties may in turn delegate power to users to make decisions as to disposition of 
email that they create or receive, but should do so in writing, with reference to these Email 
Management Guidelines.  

Contravention of the LAC Act can result in a summary conviction (fine / jail term). 

 



   
  
 
 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

6.2. Dispose of email, copies (and latent copies) on a timely basis  

Email programs and systems should be able to locate email files scheduled to be disposed of, 
wherever they may be under the control of the organization, and allow authorized staff to delete 
them in such a manner as to prevent them from being reconstructed.  

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

6.3. Prevent disposition or alteration of records required for legal, 
audit or ATIP proceedings 

Email management programs and systems should have the capacity to protect email information 
and records, including messages, metadata and attachments from well-intended, ill-intended, or 
accidental disposition or spoliation (a legal term meaning damage or alteration). 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

 



   
  
 
 

7. Institutions must periodically review the 
effectiveness of their email management policies 
and practices and identify and implement 
improvements when appropriate  

Email systems evolve at a rapid rate. The uptake of new features and services, and broader 
compatibility with other forms of communication are constantly generating new patterns of use. 
Institutions must consider the effectiveness of their email management policies practices on a 
regular basis to ensure that they are achieving the desired objectives. 

Expected Outcome 

In any given federal government institution, the following benchmarks will have been achieved: 

• There will be clearly established accountability frameworks to ensure the appropriate 
management of email information. 

• Specific risks, vulnerabilities, and other significant management issues will be identified, 
documented, and reported on and corrective action will be taken if required. 

 

7.1. Evaluate the effectiveness of email management 

An IM specialist should have primary responsibility for undertaking periodic and detailed 
assessments of email management within his or her institution and providing recommendations 
for improvement. However, everyone in an institution has contributing responsibilities to the 
management of email. Therefore, users, network or system administrators, operational managers 
and executives should periodically assess how they, as individuals, could contribute more 
effectively to the management of email. Institutions should have an accessible repository where 
lessons learned can be collected and shared. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 



   
  
 
 

8. Everyone in a federal government institution must 
understand his or her responsibility with respect to 
the management of email 

Expected Outcome 

In any given federal government institution, the following benchmarks will have been achieved: 

• All federal government institution employees, including agents and contractors employed by 
the federal government institution, will understand their roles and their responsibilities with 
respect to email management.  

• They will correctly apply information lifecycle management principles to the management of 
email information.  

• They will ensure that email information is retained in the right storage medium and place and 
for the right length of time. They will follow the institution’s rules of email etiquette. 

 

8.1. Responsibilities of Users  

To support email management effectively, users should know and understand pertinent provisions 
of legislation, regulations, standards, guidelines, policies, and procedures related to email, and 
should use and manage their email accordingly.  

The information may be in the form of documents, training materials, coaching or formal training 
and may be available in a variety of media, or settings at the discretion of the institution. This 
information should be provided to users by their institution. If the information has not been 
provided, the user may ask that it be provided. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

 



   
  
 
 

8.2. Responsibilities of network and/or system administrators 

Network administrators should provide the technical infrastructure for email management, 
develop and execute backup and disaster recovery procedures, provide up-to date IT and Internet 
security, and control and monitor access to records and information holdings.  

Network administrators should monitor the use of email to measure compliance with the Email 
Management Guidelines and policies and, when necessary, investigate suspected misuse of email. 

Network administrators should create, maintain and preserve accurate and up-to-date 
documentation on the email system and information holdings. This documentation should be 
sufficient to provide proof of the authenticity and integrity of any email record or information 
provided as evidence in legal proceedings. 

Network administrators should ensure that business-related email is not stored in an unauthorized 
repository.  

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

8.3. Responsibilities of information management specialists  

An IM specialist typically has broad responsibilities and is not focused exclusively on email 
management. However, the same broad responsibilities that apply to the management of other 
forms of information are generally applicable to the management of email.  

An information management specialist directs and supports effective and efficient 
management of information in an organization from planning and systems 
development to disposal and/or long-term preservation. (Paraphrased from the 
Government of Canada IM Portal):  

(Source: http://www.informationmanagement.gc.ca/index_e.asp) 

The Treasury Board Policy on Information Management specifies that Information 
management specialists – including librarians, archivists, access to information and 
privacy officials, and records management specialists – will support information 
management efforts by: 

 



   
  
 
 

(a) Providing information management advice, tools, procedures, standards, and 
guidelines, consistent with direction provided by the Treasury Board of Canada 
Secretariat, Library and Archives Canada; 

(b) Identifying information requirements to information technology personnel to 
support the development and operation of information technology processes, systems, 
standards, and tools; and 

(c) Assessing information management resource and training requirements. 

(Source: http://www.tbs-sct.gc.ca/archives/ciopubs/mgih-grdg/2003/mgih-grdg1_e.asp) 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

8.4. Responsibilities of operational managers  

Managers should identify the training needs of individual employees on the subject of email 
management and allocate time, within business hours, for employees to attend appropriate 
training. 

Managers should monitor employee compliance with these Email Management Guidelines 
including arrival/departure and orientation/exit protocols, the proper classification and storage of 
records and information, and the application of appropriate retention periods. 

Managers should ensure that employees have at their disposal any pertinent reference materials 
on the subject of email management, or that they know where and how to obtain such materials 
when needed. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 

 

 



   
  
 
 

8.5. Responsibilities of executives  

Executives should set the strategic direction for email management and guide the development 
and adoption of email management policy for their institution.  

An executive with the role of records custodian should ensure that email messages that are the 
subject of pending open records requests and/or litigation are not deleted. 

Executives should provide sufficient funding for the institution email management programs and 
systems and for ensuring their compliance with policy, legislation, and these Email Management 
Guidelines and related recommendations, 

Executives should ensure that appropriate email management training is developed and delivered 
to employees, that employee attendance is logged and kept as a record, and that training and 
reference materials are made available to employees in a variety of media. 

Executives are responsible for ensuring that employees are provided with these Email 
Management Guidelines and related recommendations, and that receipt and understanding of 
these documents is acknowledged in writing, and kept as a record. 

Executives should review the email management policies and procedures on a regular basis, to 
assess their effectiveness, to address concerns, and to implement improvements. 

Party or Parties Responsible for Implementing and/or Applying the Recommendation 

Users Network or 
System 
Administrators 

Information 
Management 
Specialists 

Operational 
Managers 

Executives 
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ROLES AND RESPONSIBILITIES 

The following table illustrates who is likely to be involved in implementing this these Email 
Management Guidelines and related recommendations. The roles are: 

• User 

• System or network administrator (SYS) 

• Information management specialist (IM) 

• Operational manager (OPS) 

• Executive (EXEC) 

For example, a check mark beside a guideline or one of the related recommendations,, and under 
the User column, indicates that the user is involved in implementing the guideline or 
recommendation. 

 

Guidelines User SYS IM OPS EXEC 
      
0. Introduction to the Draft Email 
Management Guidelines      

0.2. Guidelines      
0.3. Why do these Guidelines apply to 
everyone?      

0.4. What is the expected outcome?      
0.5. Why is email management so important?      
0.6. Areas not covered by these Guidelines      
0.7. Roadmap To Meeting the Guidelines      
0.8. E-information Life Cycle      
0.9. Definitions      
1. Institutions must develop a plan to 
manage email      

1.0. Recommendations      
1.1. Manage email programs and systems in 
an integrated way      

1.2. Provide email management awareness 
and training programs      

1.3. Use a variety of media in email 
awareness and training programs      
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Guidelines User SYS IM OPS EXEC 
1.4. Verify that Email Management Guidelines, 
policies and procedures have been distributed, 
read and understood 

     

1.5. Keep records of learning activities and 
attendance      

2. Institutions must collect and capture all 
business-related email      

2.0. Recommendations      
2.1. Create, send and store email messages in 
an organized way      

2.2. Receive and store email in an organized 
way      

2.3. Manage individual mailboxes and folders 
on a regular basis)      

2.4. Keep only one instance of an email 
message      

2.5. Manage and store attachments to email 
messages      

2.6. Treat email as property, under legal 
control of the GC      

2.7. Use institution-wide distribution lists 
sparingly      

2.8. Provide a signature block and contact 
information      

2.9. Use a notice of confidentiality / disclaimer, 
if appropriate       

2.10. Use a notice of personal opinion, if 
appropriate      

2.11. Avoid using the “Reply to All” feature      
3. Institutions must organize business-
related email in accordance with a 
classification system relevant to each 
organization’s business requirements 

     

3.0. Recommendations      
3.1. Maintain and use an organized and 
efficient filing system for email      

3.2. Establish where to store the “copy of 
record”      

3.3. Preserve metadata related to email      
3.4. Classify (file) email messages 
systematically and frequently      

3.5. Manage temporary on-line storage of 
email messages      
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Guidelines User SYS IM OPS EXEC 
3.6. Use shared mailboxes, public mailboxes 
and folders for a single purpose      

3.7. Limit the content of email messages to 
one topic      

3.8. Describe the subject of the message in 
meaningful terms      

3.9. Provide for indexing of email messages      
3.10. Provide for threading of email messages      
4. Institutions must ensure that the use of 
email supports performance of work that is 
consistent with their business goals and 
objectives 

     

4.0. Recommendations      
4.1. Do not use email for sensitive, personal, 
protected or secret information except for 
authorized business purposes, and only with 
approved security measures 

     

4.2. Use system logs to create an audit trail 
and monitor compliance      

4.3. Display names in headers and email 
addresses      

4.4. Be prepared to disclose email evidence in 
electronic form      

4.5. Monitor discovery and disposition 
exercises or “drills” on a regular basis      

5. Institutions must ensure that their email 
records are maintained, protected and 
preserved in accordance with appropriate 
retention schedules 

     

5.0. Recommendations      
5.1 Email systems should not be subjected to 
indiscriminate purges      

5.2. Manage email records to allow access by 
authorized staff      

5.3. Remove encryption before leaving an 
institution      

5.4. Remove encryption before transferring 
email to Library and Archives Canada      

5.5. Provide security for networks that support 
email      

5.6. Use passwords, change them regularly 
and keep them secret      

5.7. Protect the system against loss or 
damage      

5.8. Use the appropriate security classification      
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Guidelines User SYS IM OPS EXEC 
5.9. Set up timely and mandatory processes to 
create, delete and suspend email accounts      

5.10. Control access rights to email accounts 
and folders      

5.11. Use message protection and 
authentication controls      

5.12. Make regular and consistent backups for 
disaster recovery      

5.13. Use digital signatures when appropriate      
5.14. Remove digital signatures from email 
that is to be transferred to Library and 
Archives Canada 

     

5.15. Do not use scanned signatures to sign 
messages       

5.16. Use Encryption where appropriate      
5.17. Manage longer term near-line storage of 
email messages      

5.18. Avoid storing paper print-outs of email 
messages if an electronic original exists      

5.19. Protect email against damage to the 
storage medium      

5.20. Protect email against obsolescence      
5.21. Create, maintain and preserve email 
system documentation      

5.22. Keep email system documentation as a 
permanent record      

5.23. Allow different retention periods for 
emails and attachments      

5.24. Apply hold orders, when necessary, to 
delay disposition      

6. Institutions must ensure that their email 
records are disposed of in accordance with 
all relevant legislation and policies 

     

6.0. Recommendations 
     

6.1. Obtain authorization for disposition of 
email information      

6.2. Dispose of email, copies (and latent 
copies) on a timely basis      

6.3. Prevent disposition or alteration of records 
required for legal, audit or ATIP proceedings      

7. Institutions must periodically review the 
effectiveness of their email management 
policies and practices and identify and 
implement improvements when 
appropriate 
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Guidelines User SYS IM OPS EXEC 
7.0. Recommendations      
7.1. Evaluate the effectiveness of email 
management      

8. Everyone in a government institution 
must understand his or her responsibility 
with respect to the management of email      

8.0. Recommendations      
8.1. Responsibilities of Users      
8.2. Responsibilities of network and/or system 
administrators (former 5.2)      

8.3. Responsibilities of information 
management specialists      

8.4. Responsibilities of operational managers      
8.5. Responsibilities of executives      
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