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ABSTRACT 

In this thesis, the design of a new class of control systems, cailed Fault ToIerant 

Control System W C S ) ,  has been studied thoroughly. Fault Tolerant Control Systems are 

closed-loop control systems which can tolerate system component faults or failures and 

rnaintain the system stability and a certain degree of performance. FTCS are extremely 

important in safety-critical applications. In this thesis, the system mode1 with component 

faults is first formulated mathematicdly. Important issues in FTCS, such as redundancy, 

performance degradation, and time constraints are explored in depth. The definitions of 

actuator and sensor redundmcy are fust introduced and then clearly elaborated. Based on 

how the system redundancy is utilized, FTCS can be classified into active FTCS and pas- 

sive FTCS. With a better understanding of the characteristics of both types of FTCS, the 

problems of designing such systems are investigated in a unified framework. Existing 

design methodologies are reviewed. New design approaches for passive FTCS protecting 

against actuator/sensor failures are proposed. The proposed methods have effectiveIy uti- 

Iized actuator redundancy and sensor redundancy in the design to achieve the fault toler- 

ance. For active Fault Tderant Control Systems, Fault Detection and Identification (FDI) 

schemes are introduced first and two common design techniques based on state estimation 

and parameter estimation are compared. The cornparison is mainly based on the fault 

detection rate and availability of the fault information. By taking into account the integra- 

tion of FDI and reconfigurable controI, a new bounding parameter estimation based fault 

identification scheme is proposed fdlowed by an applicable reconfigurable control 

scheme. The integrated design of FDI and reconfigurable control is thus achieved. Three 

design examples are presented to demonstrate the effectiveness of the proposed design 

methods for both passive and active FTCS. The main contribution of this thesis is that new 

design methodologies for both passive and active FTCS are developed, the important con- 

cept of system redundancy are incorporated in the proposed design. In addition, many 

important issues of FTCS are first explored in this thesis. 

Keywords: Redundancy, Reliability, Fault Tolerant Control Systems (FTCS), Fault Detec- 

tion and Identification (FDI), Reconfigurable control 
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"ln building cornplex computing machines, unreliability of compo- 

nents should be overcome not by making the components more reliable, but 

by organizing them in such a way that the reliabilio of the whole cornputer is 

greater than the reliabiliq of its parts." 

------------------ von Neumann, 1956 
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CHAPTER 1 

Introduction 

1.1 Fault Tolerant Control Systems 

In modem Life, many devices depend on automatic control for satisfactory oper- 

ation. For this purpose, conventional control theory and techniques have been fully devel- 

oped within the last four decades. While for a conventional controller it has been the 

pnrnary design goal to achieve system stability and performance with al1 components 

functioning normally, there is an increasing need for control systerns to operate properly 

even under component failures. Generally speaking, most conventional control design 

techniques do not consider scenarios of potential system component faults. As a result, a 

c~ntrol system designed using these techniques may achieve acceptable performance dur- 

ing normal operation, but cm fail as a system even in the event of a minor component mal- 

function. Therefore, in order to improve the system's robustness against component 

failures, new design methodology needs to be developed. This is the Fault Tolerant Con- 

trol Systems (FTCS) design technique which has attracted more and more interest and 

attention from both academia and industry. 

Fault Tolerant Control Systems (FTCS) are closed-loop control systems which 

c m  tolerate system component fauIts/failures and are capable of maintaining stability and 

a certain degree of performance given these failures. The components can range from sen- 

sors, actuators, controllers or even some parts of the plant. Needless to Say, FTCS are 

extrernely important in safety-critical applications, such as aircraft, space vehicles, and 

chernicd and nuclear processes, where rninor failures in their control systems may lead to 

major disasters. FTCS design techniques are also useful in production lines or continuous 

manufacturing processes in which slight system malfunctions may force shut-down of the 

1 
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entire process and result in a loss of revenue. From an engineenng point of view, reliability 

requirements on the above-mentioned systems are usually very high. It is true that the 

overall reliability of a systern, to a great extent, relies on high quality components, good 

engineering design and careful manufachiring. However, these steps alone may not be suf- 

ficient. Due to some special considerations and criteria in safety-critical systems, more 

often than not, using conventional design techniques in these applications can not guaran- 

tee a satisfactory level of reliability. By applying the FTCS technique, we can further 

improve the system reliability. 

It is fair to Say that the higher the automation level of the system, the more 

important FïCS techniques are. The key for FTCS techniques is to employ redundancies. 

One can say that a necessary condition to achieve fault tolerance is the existence of redun- 

dancy. As early as 1956, Von Neurnannn presented the fundamental concept of redun- 

dancy in his now celebrated work "Probabilistic Logics and the Synthesis of Reliable 

Organisrns from Unreliuble Components". Thereafter, this concept has widely been uti- 

lized in the development of fault-tolerant computing systems [Il. It should be emphasized 

that FTCS use the very sarne concept. Redundancies in the context of FTCS can be in 

hardware or analytic forms, such as redundant sensors/actuators, or fault detectioddiagno- 

sis schemes, respectively. The existence of such redundancy increases the degree of free- 

dom of the control system design, but it also makes the design process more cornplex- Due 

to the feedback nature of control systems and their interactions with physical systems in 

real-time environment, it is not dways obvious how redundancies should be utiIized. From 

this viewpoint, the design of FTCS can be considered as the management of system redun- 

dancies. 

Depending on how redundancy is being utilized, FTCS cari be classified into 

two types: passive and active. In passive F K S ,  potential system component failures are 

assumed h o w n  a prion', and al1 taken into consideration in the control system design 

stage. Once the controller design is completed, it will rernain fixed. When a fault occurs 

during system operation, the control system can tolerate such a fault without any modifica- 



3 
tion to the control strategy. In this case, the system stability and performance c m  be main- 

tained. In other words, when designing a passive fault tolerant control system, one has to 

make sure that it works for a set of system fault scenarios. Consequently, the designed 

controller is usually conservative. Furthermore, the passive fault tolerant control system 

cm only deal with an anticipated class of system component failures. The system may not 

perform satisfactorily when an un-expected fault occurs. 

In contrast, active FTCS react to system component failures by reconfiiguring 

control actions so that the stability/performance of the entire system can be maintained. 

This approach relies on a real-time fault detection and identification (FDI) scheme to pro- 

vide the most up-to-date information on the system status. Such information is then used 

by the controller to carry out necessary control reconfiguration. The critical criteria in any 

active FTCS are the time constraints - more precisely, the limited arnount of time available 

for fault detection and identification, and control system reconfiguration. Moreover, the 

speed of the FDI to detect the fault, the accuracy of the identified fault information, and 

the robustness of the FDI to disturbances are al1 important issues. Once designed properly, 

active FTCS will be able to deal with unforeseen faults. Since active FTCS involve a sig- 

nificant amount of on-line detection, real-time decision-making and controller reconfigu- 

ration, the trade-off between the stability and the performance of the overall system must 

be carefdly considered. 

For any FTCS, there are two types of system performance that one has to con- 

sider: (1) the performance during normal operation, and (2)  the performance under various 

component failures. The former is universal to any control system design, but the latter is 

unique to FTCS. If not dealt with properly, the component failure in the system can result 

in many undesirable consequences, such as loss of degree of controllability/observability, 

large fault-induced transients, reduction in the stability margin, even loss of the closed- 

loop system stability. 
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The design of FTCS not only involves a wide range of subject areas, such as 

dynarnic system modelling, modem control theory, advanced signal processing, and real- 

time statistical decision-making, but also deals with interactions of these subjects in a red- 

time environment. The real-time nature of the problem c m  never be underestirnated. 

1.2 Development of Fault Tolerant Control Systems Design Techniques 

As mentioned earlier, the most important consideration in FTCS is how to 

maintain system stability and the acceptable performance in the presence of component 

failures. Early efforts in the development of FI'CS were mainiy focused on passive fault 

tolerant approaches. The design issues associated with inherent redundancy in multivari- 

able systems were examined in the context of passive FïCS design. An important concept 

known as the system integrity, was introduced by MacFarlane, [2 ] .  The multivariable sys- 

tem possessing integrity implies that the entire closed-loop system remains stable in the 

event of component failures in some loops. Such a concept has been adopted as a very 

important design objective in the development of passive fault tolerant control systems. 

Necessary and sufficient conditions for the multivariable system possessing integrity 

against actuator failures and sensor/actuator failures have been derived in [3], [4] and 151, 

respective1 y. 

There are several control system design techniques that c m  be tailored to the 

design of passive FTCS. Some researchers have applied optimal control techniques to the 

design of the control systems possessing integrity. A design approach for passive FTCS 

against actuator failures was developed by solving a Riccati-type equation and using a 

state feedback control, [6] .  A similar problem was also solved by means of a matrix 

Lyapunov equation in [7]. It should be noted that the methods are only applicable to open- 

loop asymptotically stable systems. By restricting the modes of actuator failures to a spe- 

cific set, two types of design approaches based on linear quadratic control were proposed 

in [8] and [9], where both stable and unstable open-loop systems can be dealt with. Several 

important design issues related to the centralized and decentrdized fault tolerant control 
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systems with guaranteed stability have been discussed in [IO] for sensor and actuator fail- 

ures in a pre-specified set. The advantage of this approach is that the performance of the 

control system in the event of component failures can be measured in terms of an Hm 

nom bound. This design approach has further been extended to discrete systems using 6 - 

operator rnethodology in [Il]. 

Another type of design technique which has been applied to the passive FTCS 

design is the parametric space method for robust control [12]. Also related is a graphic- 

oriented design scheme proposed in [13]. With a proper choice of controiler structure and 

the combination of its parameters, the closed-loop control system can be made insensitive 

to sensor and actuator failures. 

In the late seventies, a multiple disjoint decentralized control structure was 

studied analytically in [14]. Redundancy in such a control system structure is introduced 

as multiple controllers. Decentralized state feedback control strategies were used to syn- 

thesize these multiple controllers. It was shown that the synthesis problem can be reduced 

to the problem of simultaneous stabilization, in which a single control law is synthesized 

to stabilize multiple systems [15]. In the context of FT'CS, a single system with different 

component failures can be described by multiple system representations. By using such a 

structure and design method, reliability of the overall system can be improved beyond that 

of the individual controller [14]. The dual problem of simultaneous stabilization is known 

as reliable stabilization, in which a set of controIlers are designed to stabilize a single sys- 

tem [16]. Any controller in the set or any combination of them will be able to stabilize the 

system. Obviously, fauk tolerance is achieved by such a control strategy. 

With a better understanding of the roles that redundant actuators play in a 

dynamic system, a new approach to the design of FTCS against actuator M u r e  was devel- 

oped [17]. The uniqueness of this approach is the introduction of a dynarnic pre-compen- 

sator which makes the dynamic relationships from each actuator channel to the system 

output sirnilar (they can differ by scale factors), so that the form of system redundancy are 
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simplified. The advantage of this approach is that the physical insight in the design is 

clear, and the design procedure is straightforward. This scheme can be used to stabilize 

open-loop unstable systems, provided that there is at least one healthy actuator. By incor- 

porating a PZ (Proportional and Integral) control scheme, this design approach can main- 

tain not only the closed-loop stability, but also the steady-state tracking ability in the 

presence of actuator failures [ 181. 

As for passive FïCS, the failure modes are among the anticipated ones. To deal 

with unanticipated failures, active FTCS are more appropriate. Research activities in 

active FTCS mainly focus on the following two areas: (i) real-time fault detection and 

identification @'DI), and (ii) real-time control systern reconfiguration. Within each area, a 

significant amount of work has been done. However, we have to realize that one of the key 

problerns in active FïCS is how to combine these two parts in a real-time environment. It 

is important that the research and development in both areas not be carried out entirely 

independentl y. 

A tremendous arnount of work has been done in the area of FDI in the last two 

decades. Many techniques have been developed. The existing methods can be classified 

into two categories: (i) rnodel-free; and (ii) model-based, FDI schemes. Since the design 

of a reconfigurable controller relies heavily on the post-fault information on the system, 

model-based FDI techniques are more appropnate for active FTCS. Essentially, a model- 

based FDI scheme utilizes knowledge of the system model to carry out FDI in real-time. 

The three most commonly used techniques are based on: (i) state estimation; (ii) parame- 

ter estimation; and (iii) the parity equation. Several excellent survey papers are available 

on these subjects [ 191 [20] [2 11 [22] [Z]. The relationship among these approaches has been 

investigated recently in the context of FTCS in [24]. It was found that state estimation 

based schemes are better suited for fault detection since they are inherently fast and cause 

short time delays in the real-time decision-making process. However, the information 

from state estimation based aIgorithms alone may not be detaiied enough for the subse- 

quent control system reconfiguration. Parameter estimation based schemes are more suit- 
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able in this respect, since they can provide information on post-fault system parameters. 

Hence, by using the state estimation scheme for fault detection and the parameter estima- 

tion scheme for fault identification, one can detect faults quickly and obtain detailed fault 

information at the sarne time. This will definitely benefit the subsequent control reconfig- 

uration process. 

The reported work of active FïCS traces back to 1985 when an automatic rede- 

sign approach was developed against control element failures for commercial aircraft, 

[25]. The design procedure was based on a linear quadratic methodology which redistrib- 

uted the control authority of the failed control surfaces to the remaining surfaces. From the 

view point of performance recovery following a failure, a pseudo-inverse based control 

system reconfiguration method was extensively examined in [26]. A necessary modifica- 

tion to the original scheme was made such that the stability of the closed-loop system after 

reconfiguration is maintained. One of the advantages of the pseudo-inverse method for 

reconfigurable control design is the simplicity of calculating the feedback controller gain 

matrix. By embedding the desired system performance into a reference model, a novel 

reconfigurable control system design scheme using a perfect model following principle 

has been proposed in [27]. It was shown therein that there exists a close tie between the 

perfect mode1 following and the pseudo-inverse approaches. In order to effectively recover 

the performance of the original system, an eigenstxucture assignment based algorithm was 

proposed in [28] for both state and output feedback cases. In this approach, eigenvalues 

and eigenvectors of the post-fault system can be assigned in an optimal way so that the 

maximal performance recovery can be  achieved. 

Most of the research work in the field of reconfigurable control has been carried 

out with the assumption that a perfect post-fault system model is available, under which 

the objective of reconfigurable control is only to stabilize the post-fault system and to 

recover the original system performance. However, to design an effective active FïCS, the 

FDI and reconfigurable control schemes should be integrated in the design process and 

work in harmony in a real-time environment. In [29], an approach using a four parameter 
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controiler was proposed to integrate the fault detection and the control reconfiguration, 

with special considerations on the interaction between the FDI module and reconfigurable 

control module. Recognizing the fact that a well designed robust control system may 

hinder the sensitivity of FDI schemes, an Ha based performance specification is proposed 

in [30], where a pararnetrized set of controllers satisQing a prescribed performance level 

is constnicted first, and then the parameter is optimized to maxirnize the sensitivity for the 

purpose of fault detection. 

Since system component failures often result in a reduction in the stability mar- 

gin of the system, it is highly desirable that the fault in the system be detected promptly to 

maintain the integrity of the entire system, and the corrective control actions are taken 

swiftly. With a clear understanding of this problem, a completely new design methodology 

for active FTCS has been developed in [31]. The scheme utilizes a bounding parameter 

estimation algorithm with a pararnetric robust control design technique. Once the occur- 

rence of a fault is detected, the bounding parameter estimation scheme is used to obtain 

the bounds on the post-fault system parameters. A robust controller can imrnediately be 

synthesized based on the established bounds to start stabihing the system. As more data 

becomes available, the bounds become tighter, the control system performance will be 

gradually improved and recovered as rnuch as possible. 

For any practical system, the fault occurrence time is usually random. The sys- 

tem disturbances and the measurement noise are random in nature as well. With al1 these 

sources of randomness, it is not too dificult to imagine that the characteristics of active 

FTCS can also be random, therefore c m  be more adequately described from a stochastic 

point of view. With the assumption that the mechanism of actuator failures c m  be captured 

by a Markov chah, an optimal control strategy has been developed using dynarnic pro- 

grarnrning approach of Birdwell etal. Once a failure has occurred in the system, the pre- 

calculated feedback gain matrices are switched accordingly to maintain the closed-loop 

system stability in a stochastic sense, [32]. With a set of pre-assumed failure modes, the 

dynamic system can often be charactenzed by a set of dynamic models. Based on such a 
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multiple model representation, Maybeck etal. have developed adaptive control algorithms 

to deal with anticipated component failures [33]. The theoretical aspects of such multiple 

model adaptive control have been further examined in [34]. With appropriate assurnptions 

on the stochastic behaviors of d l  random sources in active FTCS, stochastic stability of 

active FTCS can be analyzed. It was shown that excessive time delay in the FDI scheme 

will contribute adversely to the stability of the closed-loop system [35]. This approach has 

further been extended to the situation where two stochastic processes were used to repre- 

sent, respectively, failures of system components and the behavior of FDI decisions in 

1361. 

Since active FTCS involve real-time FDI and controller reconfiguration, it 

appears to possess certain degree of intelligence. Therefore, such types of systems have 

also been classified as intelligent control systems. Intelligent control, in general, also cov- 

ers other approaches such as fuzzy logic and neural network based control schemes [37]. 

But nevertheless, active FïCS is an important part of intelligent control systems. Various 

aspects of active FTCS have been discussed in the framework of the intelligent control 

systems in [38] 1391 1401. 

Along with the increasing automation level and reliability requirement of con- 

trol systems and processes, FïCS design methodology has been utilized in various appli- 

cations, including aircraft 141 ] [42], space shuttle [43], autonomous underwater vehicles 

[44], nuclear reactors [45][46], and power systems [47]. 

1.3 Scope of the Thesis 

AIthough research on FTCS c m  be conducted in both deterministic and sto- 

chastic domains, in this thesis the design and analysis of FTCS is mainly in the determin- 

istic domain. It also should be pointed out that faults in practical systems rnay result in 

certain nonlinearities, which may be more appropriate to handle using nonlinear control 

theory. However, throughout this thesis, we will only consider linear systems (or the linear 
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operation range of the system). The thesis has seven chapters. The generai concepts as 

well as special design considerations associated with FTCS are descnbed in Chapters 2 

and 3. These two chapters establish the foundation for hrther investigation of FTCS. 

Chapter 4 is devoted to the synthesis of passive FTCS against actuator and sensor failures. 

The design of active FTCS is the subjects of Chapters 5 and 6. The design considerations 

of real-time fault detection and identification schemes are addressed in Chapter 5 and the 

design of the control reconfiguration scheme is illustrated in Chapter 6. Finally, Chapter 7 

concludes the thesis and surnmarizes the future work. 
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CHAPTER 2 

Special Considerations in Fault Toleuant 
Control Systems 

2.1 Introduction 

As illustrated in Chapter 1, the objective of f f C S  is to compensate for system 

component failureslfaults so that the desired system performance can be maintained. In 

comparison with conventional control systems, there exist rnany special considerations in 

FTCS, such as system modelling, design objectives, performance degradation and its mea- 

sure. In this Chapter, these special considerations will be illustrated in detail. First, charac- 

teristics of different system component failure/faults are analyzed, and different fault 

scenarios are mathematically rnodelled in a unified framework. Secondly, design objec- 

tives of FTCS are discussed followed by the performance specifications of FïCS in differ- 

ent operational stages. 

2.2 Characteristics of Dynamic Systems with Faults 

2.2.1 Fuults in dynamic systems 

EIements in a control system include sensors, actuators, controllers, and the 

plant being controlled. The system usually works in a closed-loop configuration. Any 

abnomal operations arnong these components are referred to as faults. Faults can occur in 

various degrees of severity and at random times. Generally speaking, faults can be classi- 

fied either according to their physical locations in the system, or their effects on the system 

performance. Fault classifications based on physical locations have been adopted in this 

thesis because such classifications allow us to associate faults with system redundancy 
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directly. Depicted in Figure 2.1 are the faults that could occur in different elements of the 

system. 

Y 
Plant w 

Figure 2.1 Component faults in a closed-loop control system 

Sensor faults are incorrect readings due to malfunctions in sensory elements or 

transducers, such as broken wires, loss of effectiveness, unknown bias at the sensor output 

as a result of poor calibration, or even unexpected changes in the dynamic charactenstics 

of the transducers. Since the signal from a sensor often carries the most important infor- 

mation in a feedback control system, the state of the health of the sensor is therefore cru- 

cial for the reliable operation of the entire system. 

Faults in actuators can range from the control element being stuck at a fixed 

value and changes in thc control elernent's dynamic charactenstics, to a total loss of the 

control capabilities. When an actuator fault occurs, any change in the actuator input will 

no longer produce any desired response at the actuator output. In other words, the control 

signal will not pass through this actuator channel correctly. The wrong control action will 

undoubtedly jeopardize the performance of the entire system. 

Since most modem controllers are in software forrn, faults in controllers are 

often associated with software bugs. On the hardware side, we usually classi@ faults in A/ 
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D and D/A converters as sensor and actuator faults, respectively. We will in general 

descnbe dynamic system faults in the plant as large abrupt changes in system parameters. 

By and large, faults can occur in many different ways in a control system, and it 

is not straighdonvard to obtain the cause-effect relationship for every fault. Hence, it is 

usually difficult to perform the design and analysis of WCS, even at the modelling stage. 

The mathematical representation of the system with faults needs to be carefully examined. 

In the next section, various types of faults in a control system will be descnbed, and mod- 

elled. 

It should be noted that the faults considered in this thesis are those which can be 

handled by properly designed ITCS. In other words, we will not consider non-recoverable 

faults, which lead to the complete Ioss of the system controllability/observability, such as 

disintegration of an airplane, or total failure of a power source. 

2.2.2 Modelling offaults 

Consider a system in an open-loop form, containing actuators, sensors, control- 

lers, and the plant, its block diagram is illustrated in Figure 2.2, where the dynamic char- 

acteristics of these components are shown in terms of transfer functions. As mentioned 

earlier, faults c m  occur in al1 these components. 

Controllers Actuators Plant Sensors 

Figure 2.2 Elements in a control system 

For the sake of simplicity and to avoid any confusion, in the subsequent analy- 

sis, the dynarnics associated with sensors, actuators, and controllers is assurned to be 
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lumped together with the plant dynamics. Therefore, faults associated wiih the dynamics 

in these system elements can often be treated as plant dynamic faults in the mathematical 

model. 

1. Fault-free system model - 

State-space mode1 

The fault-free plant can be represented in the following state-space form: 

n x  1 m x l  
where x c 3 , u e 3 , and y E 5KP are the system state, input and output vec- 

tors, respectively. The matrices, A E !Rn is the systern mauix, B E 5Rn x m  and 

C E 9IP are die input and output matrices, respectively. They can further be written into 

the following forms: 

where Bi, i = 1, 2, ..., rn are n x 1 column vectors, and C j ,  j = 1, 2, ..., p ,  are 1 x n 

row vectors. 

Based on the system representation in EQ ( 24 ,  system elements can also be 

depicted in Figure 2.3. 



S ystem 
dynamics 

Figure 2.3 System elements in the state-space representation 

Cornpared with Figure 2.2 with the physical meaning of the above block dia- 

gram in mind, it is important to point out that the matrix A includes not only the dynamics 

of the plant, but also those of the sensors, the actuators, and the controllers. It should be 

emphasized that the matrix C does not represent system sensors in any way. Sensors can 

be viewed as dynarnic elements (devices) that expose (measure) system outputs. There- 

fore, the relationship between system outputs and sensor outputs can best be descnbed by: 

where z E !Rq ' represents the sensor outputs. M E sq x p  and M E 3 x n  can be 

called sensor gain matrices. M relates the measured system outputs to the sensor outputs, 

while M relates the rneasured system States to the sensor outputs. It is proposed that sen- 

sor faults should be modelled in M or ik , instead of C . 

It should be noted that in the existence of multiple sensor redundancy, the num- 

ber of the sensor outputs is greater than the number of the system outputslstates. In other 

words, the dimension of the sensor output vector, z ,  is greater than that of the system out- 

puvstate vector, y or x, Le. q > p in M and q > n in M. When there is no sensor redun- 
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dancy, the dimension of sensor output vector should be equal to that of the outputhtate 

vector, Le. q = p in M and q = n in M. The concept of sensor redundancy will be fûr- 

ther detailed in Chapter 3. 

It should be pointed out that although the above state-space representation in 

EQ (2.1) is for continuous time systems, a sirnilar form applies to the discrete-time case as 

well. 

Transfer function 

Based on the system state-space representation, the system transfer function c m  

then be obtained: 

Y ( s )  = G (s) U ( s )  

G ( s )  = ~ ( 1 s - A ) - ' B  = ( C ~ ( I S - A ) - ' B ~ ,  i = l ,2 ,  . . . p ,  j = 1,2, ..., m )  (2.6) 

ARMA mode1 

Given a LTI (Linear Tirne-Invariant) discrete-time SIS0 (Single Input and Sin- 

gle Output) system, it c m  also be modelled using an ARMA model. 

or as: 

where ~ ( k )  is the regression vector, u(k) and y(k) are the sarnpled system input and out- 

T ( n + r )  xi put, respectively. 8,= [a . . . a& . . - b, ] E % represents nominal system parame- 

ters. 
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2. System dynamic faults - 

As illustrated earlier, the system dynamics include the dynamics of al1 system 

components, such as sensors, actuators, controllers, and the plants. Faults in these compo- 

nents that cause changes in the dynamic relationship of the system, are referred to as sys- 

tem faults. In most situations, such faults will change physicai parameters of the system, 

e.g. resistance, the gain of an amplifier, etc. These changes will manifest themselves as 

parameter changes in the mathematical model descnbing the system. 

To be more precise, a fault in system dynamics can be expressed as: 

and 

(2 .  I l )  

where tj is the time instance at which the fault has occurred, and M contains fault- 

induced changes in the system dynamics. AB and AC reflect the fault induced changes in 

the input matrix and the output matrix, respectively. Generally speaking, the size of M, 

AB and AC depends on the seventy of the fault. They are usually unknown a priori for 

active FTCS. 

In the case of die ARMA model, system faults are rnodelled as jumps in coeffi- 

cients in the equation. Such a representation has been employed in Chapter 5 for both FDI 

and controller reconfiguration. 
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where kf is the time of the fault occurrence, and AB contains the fault induced parameter 

changes. 

3. Actuator failures/fauIts - 

As mentioned earlier, an actuator is a device that manipulates the control vari- 

able, and delivers the control action to the physical system. Failures in actuators can have 

severe consequences on the performance of the system. No matter how good the controller 

is, the control signal cannot get through to the system without a healthy actuator. 

Since faults that cause changes in the actuator dynamics are modelled as system 

dynamic faults, which have been discussed in the preceding section, by actuator fault we 

mean any other non-dynarnic reIated faults in the actuator, such as Ioss in the gain, and the 

control elements being stuck at certain value. Without loss of generality, such fault scenar- 

ios can be modelled by relating the actuator output signal, ua ( t )  , to its input signai, u ( t )  , 

as: 

m x m  
where the matrix La E W has die following structure: 

m x l  where Im is an rn x rn identiw matrix, and fa E % contains the values at which the 

actuators are snick. The ith diagonal element li is a binary indicator, which corresponds to 

the health state of the ith control channel, 



The above failure mode1 is only suitable for comptete actuator outage. The situ- 

ation where the actuator undergoes a partial failure can generally be rnodelled by changes 

in the input matrix, i.e. AB. 

A sensor is a device that is not only for measuring the systern output for the pur- 

pose of feedback control, but also for exposing some of intemal system variables for the 

purpose of performance monitoring. From a feedback control point of view, the accuracy 

of the information provided by the sensor will ultimately determine the performance of the 

control system. Even a rninor fault in the feedback sensor can have a severe consequence, 

because the controller may take the wrong action based on the wrong information. 

In practice, in addition to the dynamic changes in the transducer, there are two 

other common types of sensor failures: (i) gain reduction; and (ii) constant unknown bias. 

These situations can be modelled as: 

where the matrix L, E sq is similady defined to EQ (2.14) and EQ (2.15), 1, E R 4 x 4  

is an identity rnatrix, and f, E 3' ' corresponds to the unknown bias tem. 

It is important to point out that, unlike actuators, redundant sensors are usually 

much easier to install in a system. Therefore, the strategies for FTCS design against sensor 

faults may differ from those against actuator faults. One approach to deal with sensor 

faults is to employ multiple dissimilx sensors to rneasure the sarne system variable. The 

sensor outputs are then compared, and the most reliable readings are selected using a vot- 
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ing scherne, [l]. To obtain a consistent measurement, at least three sensors should be used. 

Another effective method is to install redundant sensors at different measurement points. 

These sensors can produce measurements on other intermediate system variables. Using 

the mathematical models between the desired system outputs and these intermediate sys- 

tem variables, additional information on the system outputs can be calculated. This type of 

scheme is referred to as hybrid redundant sensors, which will be discussed in Chapter 3. In 

industry, it is also common to use sensors with self-diagnosis capabilities that can flag any 

abnomalities should they occur. This type of sensors are often known as intelligent sen- 

sors. 

5. Additive and multiplicative faults - 

In the above discussions, faults/failures are classified and modelled, according 

to their physical locations, into system faults, actuator fault and sensor faults. It needs to 

be pointed out that these faults cm also be modelled according to their effects on the sys- 

tem outputs and the systern dynamics. In this case, they are classified into additive and 

multiplicative faults, [2]. In order to be consistent with the modelling of the faults 

described in the previous sections, in this section, the additive and multiplicative faults are 

also modeiled in two different system representation forms: state-space representation and 

ARMA modeI. 

A. Additive faults 

Dennition 2.1 (Additive faults, [SI) 

By taking into account randont noise in the system, any faults in the system 

components that result in changes only in the mean value of the system output signal 

(observation sequen ces) are called additive faulrs. 

Consider the system described by the state-space representation in EQ (2.1), the 

additive fault cm be rnodelled in the following forms: 



x ( t )  = Ax ( t )  + Bu ( t )  + A, 

where Au E 3 n X l  
and A,, E %' ' are vectors that contain the fault induced changes in 

state transition equation and in output observation equation, respectively. It should be 

pointed out that the above fault only results in changes in the mean of the output observa- 

tion, y ( t )  . 

ARMA model 

The additive faults c m  also be represented in the ARMA model of the system: 

where Su (k  - j )  , j = 1,2, . . ., q is the additive fault occumng at kf . 

Usuaily, additive faults do not change the system dynarnics. It is clear that when 

the control element of an actuator is stuck at a fixed value, the output of the actuator 

appears to be an unknown constant input (disturbance) to the system. This type of actuator 

fault belongs to the additive faults. Similarly, the sensor fault that causes a sensor bias is 

also an additive fault. As it will be shown in Chapter 5, such type of faults is relatively 

easy to detect. 

B. Multiplicative faults 

Definition 2.2 (Multiplicative faults, [2])  

By taking into account randorn noise in the systern, any faults in the system 

components that result in changes in the variance, correlations of the systern output signal 

as well as cfianges in the spectral characteristics and dynarnics of the sysrern are called 

multiplicative faults. 
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State-space model 

Consider the system described in EQ (2.1), the multiplicative fault can be mod- 

elled in the foflowing fom:  

The above modelled fault results in the changes in the system dynamics. More 

precisely, the fault induced change in B matnx will result in changes in the variance of the 

output observation, while that in A matrix will result in changes in the system spectmm. 

ARMA mode1 

The multiplicative faults can also be rnodelled in ARMA model. 

From the above models, it can be seen that the system faults are multiplicative 

faults in nature. They c m  have serious consequences on the overall system behavior, such 

as abnomal changes in system dynamic characteristics and even instability. For actuator 

faults and sensor faults, from EQ (2.13) and EQ (2.16), they cm be additive or multiplica- 

tive. 

6. Fault-induced Transients in Dynarnic Systerns - 

From the above analysis, it is clear that faults can often result in large and sud- 

den changes in the system dynamics, sensors, or actuators. Inevitabiy, these changes wiI1 

introduce transients in the corresponding system variables. These fault-induced transients 

are potentidly h m 1  to the overalf operation of the system. 

When a fault occurs, there are three major sources of transients which warrant 

some special consideration. The fust one is due to the sudden breakdown of system corn- 
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ponents that rnay create some imbalance arnong otherwise balanced system variables. 

These types of transients rnay not have a fixed pattem, and their impact on the system is 

highly dependent on the operating conditions of the system at the time of the fault. 

The second type of transients relate directly to the natural modes of the system. 

In a closed-loop system, if the impairment of system sensors/actuators prevents the control 

signais from reaching the system effectively, the system rnay, in fact, operate momentarily 

in an open-loop fashion. Any poorly darnped open-loop modes will result in transients and 

the amplitude of this type of transients rnay grow with time. If no appropriate control 

actions are taken promptly, these transients rnay eventually drive the system into a non- 

recoverable state. To reduce these types of transients, the control system has to react 

quickly and precisely to the fault. These types of transients, if dealt with inadequately, can 

jeopardize the stability of the entire system. 

The third class of transients are pertinent only to active FTCS. In an active 

FTCS, the parameters andor structures of the controller have to be adjusted in reai-time in 

response to the system failures. Due to the complexity of the control schemes, it rnay be 

difficult to perfectly match the values of the related system variables before and after the 

adjustment. Such mis-match can lead to short periods of transients in the system variables. 

A typical pattem of a transient in a system variable, xi ( t ) ,  is illustrated in Fig- 

ure 2.4. We often characterize a transient by its total power and the peak amplitude. In Fig- 

ure 2.4, the peak amplitude of the transient is shown as xmaX, and the total power can be 

conveniently measured by: 

where xs, is the steady-state value of xi (t).  



Figure 2.4 Transients in a dynamic system 

The peak amplitude and the total power of the transients reflect the seventy of 

faults as well as the ability of the control system in dealing with them. In fact, it will be 

shown later that one of the design objectives in active F K S  is to suppress the develop- 

ment of these fault-induced transients shortly after the occurrence of faults. 

2.3 Design Objectives of FTCS 

To design a control system, there are always three main issues that one should 

consider carefully. The first is to decide what are the most important objectives that the 

control system is intended to achieve; the second is to decide what are the most effective 

measures to evaluate these objectives. Finally, how can one synthesize an appropriate con- 

trolIer to achieve these objectives. 

The uniqueness of FTCS is that the design objectives should contain not only 

the specifications for normal system operation, but also for the system under fault condi- 

tions. When specifying the system performance, one should balance the design objectives 

in both situations. It is important to point out that the emphasis on the system performance 

can be completely different in these two modes of operation. During the normal operation, 

more concem should be placed on the quality of the system behavior. M i l e  in the pres- 



30 

ence of faults, the robustness of the system, and how the system survives with an accept- 

able performance degradation, become the more important issues. 

To be more precise, one can assign priorities among the design objectives and 

rank them according to their importance and the potential influence on system behaviors. 

This prionty list should cover the system operating status under d l  conceivable condi- 

tions. Generally speaking, this list can be divided into two groups: primary (high-priority) 

objectives, and secondary (low-pnority) objectives. The pnmary objectives correspond to 

the most critical system properties. Violation of these objectives wiU certainly have some 

serious consequences. A good example is the aircraft flight control. Here, the primary 

objective of a flight control system is to maintain the stability and the safety of the aircraft 

at al1 time. Secondary objectives inay include things like fuel efficiency, maneuverability, 

and the optimal flight speed. Under normal flight conditions, efforts should be made to 

achieve not only the primary, but also the secondary objectives. However, in the event of 

an emergency, the most important objective is to maintain the stability of the aircraft and 

to land the aircraft safely, and the secondary objectives become far less important. 

In this context, a fault tolerant control system should be designed such that the 

high priority objectives are achieved first. When a iault occurs, depending on the nature 

and the severity of the fault, the system should be able to give up some secondary design 

objectives so that the primary objectives can be maintained with minimal performance 

degradation. This concept can be illustrated in Figure 2.5 where the left colurnn represents 

the objective list for the system under normal operation. When a fault has occurred, the 

FTCS should attempt to achieve the high pnonty objectives first with some sacrifice in the 

Iow priority ones. 

The ability of the control system, in the event of a fault, to automatically reduce 

its demand on the level of performance so that the high priority objectives are maintained 

first is known as the graceful degradation. This is an important quality of FTCS that 

makes FTCS unique. 
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Figure 2.5 Objective list of FTCS 

To achieve the fault tolerance, there must be some redundancies in the system. 

In fact, what makes FTCS different from other conventionai control systems is the exist- 

ence of these redundancies, and the ability to manage them properly in the event of a sys- 

tem component fault. The central issue in FTCS design is how to effectively utilize the 

redundancy to achieve the robustness against faults. 

To evaluate the behavior of a FTCS, we have to develop certain performance 

rneasures. These measures should be able to tnithfully reflect the system behaviors under 

the intended operating conditions. These measures cm be in ûme-domain, frequency- 

domain, or a combination of both. They descnbe the system behaviors both in the tran- 

sients as we1I as during the steady-states. 

2.4 Specifications and Performance Measures in FTCS 

2.4.1 Three time periods of FTCS 

To evaluate the performance of a system and to compare the quality of different 

designs, a set of performance measures need to be defined. The comrnonly used perfor- 

mance measures can be classified into two categones: (i) those based on the system input- 
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output charactenstics. Exarnples are rneasures of the system responses to some standard 

test inputs, such as step responses, impulse responses; or some nom-based performance 

measures, such as mean-square-errors, etc. and (ii) those directly related to the properties 

of the system itself, e.g. gain and phase margins, eigenstnicture, or transfer function char- 

ac teristics. 

From the analysis in Section 2.2, we know that a dynarnic system with faults 

c m  be modelled as a piecewise time-invariant system. Considering the fact that faults 

occur ody infrequently, it can be assumed diat the time between two successive faults is 

much greater than the largest time constant of the system. The entire operation of the sys- 

tem c m  be divided into three time penods: pre-fault period, duration of the fault, and post- 

fault penod, as shown in Figure 2.6. 

t e  S s t e  "pYtem 
in pre-fault dunng faul in ost-faul 

Pre-fault Duration of the fault Pos t-fault 

Figure 2.6 Three time periods of system operation in the presence of faults 

In this figure, rf is the time instant at which the fault occurs, and t ,  stands for 

the tirne instant after which d l  the transients caused by the fault and the control system 

reconfiguration have settled down, and the systern enters the post-fault penod. It is clear 

that, if the fault is senous and no adequate action is taken against such a fault, then the sys- 

tem may be cornpletely darnaged before it enters a post-fault period. This situation is 

beyond the scope of this thesis. 

In the pre-fault and post-fault periods, the systern is essentially linear time- 

invariant. Therefore, various existing performance measures in both time and frequency 
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domains can be adopted in these two zones. However, the system dynamics in the penod 

from tf to t ,  are more complex. Time-domain based measures should be used because 

both the evolution of faults and the control system reconfiguration procedure itself (in the 

case of active FTCS) are tirne-varying processes. As described in the preceding section, 

the fault will cause abrupt changes in the system dynamics, which may lead to large tran- 

sients. In active fault tolerant control systems, the control reconfiguration may also con- 

tribute to the variation of the system characteristics. The performance measure in this 

penod should reflect these issues. 

2.4.2 Performance degradation 

In the process of designing passive FïCS, it is possible to select the controller 

parameters such that the fault-induced transients are minimized for each anticipated fault 

scenaxio. The philosophy of graceful degradation in performance should be applied 

throughout the design to achieve acceptable transient pelformance for d l  fault conditions 

considered. 

In an active FTCS, since the exact knowledge of the fauIt is unknown at the 

controller design stage, the situation can be much more complex. Once the occurrence of a 

fault is detected, some prelirninary control actions rnay have to be initiated even with the 

incomplete knowledge of the fault. As more detailed information on the fault is obtained, 

improvements on the quality of the control c m  be made accordingly. Such progressive 

type of control actions reflects the concept of graceful degradation in an active FTCS 

design. 

Due to the different design philosophies in passive and active FTCS, there are 

significant difference in the way the performance measures are established in these two 

approaches. In passive FïCS, the system dynamics under ail presumed fault conditions 

are known a prion. Therefore, it is relatively easier to evaluate the system performance for 

al1 conceivable fault situations. In active FTCS, the exact knowledge of the fault is 
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unknown at the controller design stage. Consequently, it is extremely difficult to evaiuate 

the performance of such a system for ali possible fault conditions. 

To design a passive FTCS, one can assume that there are a set of N presumed 

fault conditions and the corresponding system dynarnics. Together with the fault-free sys- 

tem, there are (N+I) different types of system dynarnics that have to be considered. It is 

often convenient to represent this class of systems by a set of (N+1) multiple models. 

Since a passive FTCS is designed to cope with al1 presumed fault conditions, the main 

objective becomes to enure that the closed-loop system performs satisfactorily under al1 

(N+ 1) conditions. 

Along with each fault occurrence, the total degree of the system redundancy is 

reduced, the ability of the system to deal with potential faults decreases as well. As long as 

the basic system properties, such as the controllability and the observability, are main- 

tained, the primary (high priority) objectives will be achievable in passive FTCS. How- 

ever, it is not too dificult to imagine that if the number of presumed failure scenarios 

become too large, it would be more difficult to synthesize a satisfactory controller which 

works under al1 conditions. A certain degree of performance degradation would be 

expec ted. 

2.4.3 Perfomance rneasures for pre-fault and post-fault system operation 

As illustrated in Section 2.4.1, the entire operation of the FTCS system has been 

divided into three time periods as shown in Figure 2.6. It needs to be pointed that for pas- 

sive FI'CS, because there is no fault detection and no control reconfiguration involved, the 

duration of the fault totally depends on the transients caused by the fault induced changes 

in the system. For a well designed passive fault tolerant controller, dunng the fault period, 

the fault induced transients should have an acceptable profile. However, one has no control 

over it once the controller is designed. Therefore, the pre-fault and post-fault performance 

is extremely important to consider when designing the passive FTCS. 
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In optimal control based passive FTCS design, the control system is synthesized 

by minirnizing a linear quadratic cost hnction. A typical format of this fùnction is: 

where Q and R are reai symmetric positive semi-definite and positive definite matrices, 

respective1 y. 

The choice of the weighting matrices, { Q ,  R), is different from the those in 

classical optimal control methods. Further elaboration on the design procedure will be 

given in Chapter 4.1t is important to point out that the values from the above cost function 

can be evaluated not only for the normal system operation, but also for the system under 

al1 conceivabie fault conditions. Naturaily, the cost function can be served as a measure of 

the system performance. Since J reflects on the system transients and the control efforts, 

the minimum value of this cost function will usually correspond to the nominal mode of 

operation. When a fault occurs, the value of this cost function generally tends to increase. 

In other words, the degradation in performance has occurred. In the control system design 

and analysis, it is important to ensure that the value of this cost function is consistently 

below a certain threshold, [3]. 

Another group of design methods for passive FTCS is based on eigenvalue 

assignment. Because faults will inevitably introduce changes in the system dynarnics, it 

wiil change the eigenvalue locations. A natural measure of the system performance for 

eigenvalue assignment methods is the relative stability of the system in terms of the loca- 

tions of the dominant eigenvalues. Under the normal system operation, the reaI part of the 

dominant eigenvalues will be in the desired region with a certain minimum distance from 

the imaginary a i s .  When a fault occurs in the system, the eigenvalues may move closer 

towards the imaginary mis. The objective of the passive FTCS is to ensure that dI the 

eigenvalues of the system are on the left side of certain limit. This situation is shown in 
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Figure 2.7. The distance from the dominant eigenvalues to the imaginary axis is directiy 

related to the relative stability of the system, and c m  be adopted as a valid measure of the 

system performance under different fault conditions. 

Minimum distance 

Figure 2.7 Performance degradation in terms of eigenvalue locations 

The performance uade-off among various fault conditions c m  also be exarnined 

by using an Hm norm of the transfer function matrix between the appropnate system input 

and output, [4]. The basic idea of this approach is illustrated in Figure 2.8 where the exter- 

nai system input is represented by w and the quantities being controlled is denoted by z. 

System 

fault fault 

P 

Figure 2.8 Hm norm based performance measures 

Controuer 

Actuator Z 
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The objective of the control system design is to choose a suitable controller 

such that the Hm nom between w and z is less than a certain value not only during the 

normal operation but also under various failures: 

where T,, (s) is the transfer hnction from the input W (s) to the output Z (s) . 

The actual value of the nom quantity, IIT,, (s) II 00 , becomes a naniral perfor- 

mance measure. As more faults occur in the system, this quantity tends to increase. In 

other words, it becomes a very valuable indicator for the performance degradation. The 

value cc specifies the performance limit of the system. A similar measure has been used in 

CS] to balance the robustness of the reconfigurable control system and the sensitivity of the 

FDI scheme. 

As previously mentioned, one conventional way to describe the system is by its 

transient and the steady-state responses. Therefore, the degradation in performance, in the 

time-domain, can often be interpreted as a larger overshoot, a slower response, as welI as 

an increased steady-state error, while in the frequency domain, the degradation can be 

measured in terms of reduced bandwidth, decreased steady-state gain, and the lessened 

gainfphase margins. The performance of the system is deemed to be acceptable so long as 

the extent of such degradation is well within the tolerable lirnits for al1 presumed fault con- 

ditions. 

2.4.4 Peq5omance rneasures for the system during faulrs 

Unlike passive FKS, for active -CS, the most crucial period is right after the 

occurrence of the fault. The performance during this period depends on the severity of the 

fault and how promptly the control reconfiguration scheme reacts. Generaily speaking, 
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transients are highly undesirable. One of the objectives of active FTCS is to reduce or min- 

irnize these transients. 

In active FTCS, because the nature and the severity of faults are generdly 

unknown a prion, the post-fault system dynamics are not known ahead of time. Fault 

identification techniques have to be used to constnict the post-fault system model for the 

purpose of control system reconfiguration. The qudity of the control will depend on many 

factors, such as the availability of healthy actuators/sensors, the accuracy of the FDI 

results, and the type of control strategies adopted in the design. Most of d l ,  there is usually 

a very lirnited amount of time available to carry out the post-fault model construction and 

control reconfiguration. The trade-off among various design objectives has to be carefully 

considered and conducted on-line in red-time. In this respect, the active FTCS is more 

complex to design and to implement. 

For a given fault scenario, a high peak amplitude of transients (see Figure 2.4) 

c m  pose a senous threat to the integrity of the overall system. In practical systems, there 

always exist certain physical limits on the system variables. Exceeding these limits may 

have disastrous consequences. In other words, the systern variables should stay within the 

respective bounds at al1 time. 

For a given system, the space in which al1 the system variables should reside for 

the integrity of the entire system is defined as the allowable space. The actual s u e  of this 

space depends on the specific application as well as the functiond Iirnits of the physical 

system variables. Dunng the normal system operation, al1 the system variables are located 

well within this space. Once a fault has occurred, some system variables may move 

towards the boundary of this space, and eventudly depart from this space if no adequate 

control actions are camied out. When this happens, we Say that a failure has occurred in 

the systern. The amount of time that the system trajectory stays within the allowable space, 

after the occurrence of a fault, is known as the hard deadline [6].  If no appropriate control 

actions are carried out before this deadline, the total failure of the system becomes immi- 
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nent. From this point of view, the function of active FïCS is to keep the system trajectory 

within the allowable space through proper control actions. Obviously, the speed of the 

control actions is crucial. In this respect, the hard deadline becomes a very important cnte- 

na to charactenze the severity of the fault as well as a yardstick to measure the effective- 

ness of the active F K S .  The relationship of the allowable space and the system trajectory 

is shown in Figure 2.9. 

P [ : Hard deadline 

Figure 2.9 The allowable space and the trajectory of the system 

For a given system with a set of clearly specified limits on the physical system 

variables, it is straightfonvard to define the allowable space. However, the hard deadline 

will depend not only on the allowable space, but also on the type of faults, the system 

operating condition when the fault occurs, and the characteristics of the system input fol- 

lowing the fault. The way to calculate such a hard deadline highly depends on different 

applications, and is a challenging problem itself. 
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2.5 Conclusion 

In this chapter, different types of system faults are first modelled in a unified 

frarnework. The design objective of R C S  is then elaborated in depth, dong with the dis- 

cussion of performance degradation in FïCS. Finaily, the performance specifications for 

passive and active FTCS are described. 
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CHAPTER 3 

Redundancies in Fault Tolerant Control 
Systems 

3.1 Introduction 

Redundancy is an important concept in fault tolerant control systerns. In fact, 

one c m  safely Say that: if there is no redundancy, there will be no fault tolerance. The 

redundancy refers to the additional system resources, such as sensors, actuators, or con- 

trollers, which are beyond what are needed to achieve the intended control objectives dur- 

ing the normal system operation. Their existence is mainly for combating faults in the 

system. 

In the early days of fault tolerant designs, redundancy was almost always meant 

to be physical hardware replacements. A rudimentary approach is to use spare parts which 

can be switched in to replace the faulty elernents whenever necessary. In this chapter, the 

system redundancy is examined from a more fundamental point of view, in terms of its 

role in maintaining the functionai controllability of the system [1] in the event of faults. 

The ability of a control system to deal with faults depends mainly on two fac- 

tors: how much redundancy exists in the system? and, how well such redundancy is being 

utilized in the presence of failures? It is important to note that the requirements on systern 

reliability and availability play a centrai role in deciding the degree of redundancy 

required in the system. A well designed fault tolerant control system with a sufficient 

arnount of redundancies should be able to maintain the basic characteristics and important 

performance of the system, such as controllability/observability and system stability. As 

mentioned Chapter 2, the consequence of failures may be reflected as the performance 
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degradation and a reduction in the total redundancies. Therefore, there exists a close rela- 

tionship between the fault tolerant capabilities of the system and the amount of redun- 

dancy in the systern. The higher the degree of redundancy, the more faults that the system 

is able to handle. 

Even though the existence of redundancy is necessary for fault tolerance, it is 

usually not suffkient, because in order to fully utilize the existing redundancies, effective 

design techniques have to be developed and employed. In essence, different FïCS design 

techniques differ in the way that the redundancy is being managed. It is also worthwhile to 

point out that the whole design process becomes increasingly complex as the degree of the 

redundancy increases. In practice, the addition of redundant system components is often 

associated with an increase in the cost, weight, and size from the original system. For a 

given application, one has to analyze the reliability requirement of the system carefully 

and decide the right arnount of redundancy appropnate for the system. 

3.2 CIassification of Redundancies 

3.2.1 Hardware redundancies 

When dealing with redundancy, it is important to differentiate faults in sensors, 

actuators, or controllers from those occumng in the plant dynarnics, because the type of 

redundancies for these two groups of faults, as well as the ways to compensate for them, 

are quite different. Since redundant actuators, sensors or controllers are often in hardware 

forms, this type of redundancy is called hardware redundancy. 

A deep understanding of the physical differences between sensors and actuators 

is important in the modelling and design of FTCS. In a practical system, actuators are 

often used to manipulate energy flows, mass flows, or to arnpliq the low-energy control 

signals to operate a process. They are the devices that mechanically drive the system. Gen- 

erally speaking, the type and power tevels of actuators depend on the specific applications. 
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Actuators for motion control may include stepper motors, DC servomotors, Iinear motors, 

hydraulic or pneumatic motors. In process control industries, actuators can be servo- 

valves, solenoids, and relays. Since alrnost al1 actuators require a separate power source to 

operate, failures in these power sources will certainly contribute to the failures of the 

respective actuators. Such failures are often abrupt in nature. In addition, due to the 

mechanicd motions, actuators may also undergo Wear or aging. This type of failures man- 

ifest themselves as gradua1 deterioration in the actuator effectiveness. 

Similarly, the type of sensors employed is application dependent as well. Poten- 

tiometers and linear variable differential transformers are often used to measure linear dis- 

placement. Tachometers and accelerometers are used to measure speed and acceleration. 

Themocouples, thermistors, or resistance temperature detectors (RTD) are often associ- 

ated with the temperature measurement. Generally speakhg, the signal levei at a sensor 

output is often relatively low. Additional signal conditioning and amplification often 

become an integral part of the sensory component. Failures in the sensor itself or the 

related sensor accessories will be classified as sensor failure. The failure profile for sen- 

sors is usually different from that for actuators. The predominant problems associated with 

sensors are bias, loss of power, reduction in the dynamic range, or complete loss of the sig- 

nal. 

For a given system, redundant sensors are usuaily much easier to install than 

redundant actuators and controllers, because sensors are passive elements in the sense that 

they only provide the operational information of the system, and do not affect the system 

behavior directly (unless they are in the feedback loop). There are several different strate- 

gies for introducing redundant sensors. One is to use multiple dissimilar sensors at the 

same measurement point in the system to obtain multiple readings. These readings are 

then processed by a majonty-voting scheme to discriminate the incorrect reading from 

reliable ones. A widely acccpted reliable measurement strategy in industries is so-cdled 

Triple Modular Redundancy (TMR) where three sensors are used to perform the measure- 

ment of a single quantity, [2]. Another method is to use different sensors to measure difTer- 
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ent, but related, system variables. Some pre-processing may be required before voting can 

be carried out, 131. 

In cornparison with sensors, actuators are larger in size and require significantly 

more power to operate. In many cases, one cannot ignore the dynamics of the actuators, 

which are often represented as a part of the entire system. Unlike sensors, they cannot be 

added or taken out of service easily. Being more precise, the actuator redundancies can 

only be introduced by means of additional manipulated variables in the system. Further- 

more, these redundant system variables may take totally different physical forms or mean- 

ings. In other words, the dynamics from each actuator to the system output may be 

different. Because the redundant actuators have to be in operation at al1 time, i.e. one can 

not apply a voting scheme to actuators, the controller design for such systems becomes 

more complex, 

3.2.2 Analyfical mdundancies 

Generally speaking, for system dynamic faults, it is more difficult to introduce 

redundancy in hardware forms. The redundancy in this case is introduced differently, 

which often reflects the ability of the system to detect and diagnose the component faults, 

and to reconfigure the control strategies to cope with them. As introduced in Chapter 1, 

Fault Detection and Identification (FDI) is a very important first step in active FTCS. To 

achieve prompt fault detection and accurate fault identification, we aiso have to rely on the 

redundant information from the systern. Such information can be obtained not only from 

redundant sensors, but also by means of analytical relationships arnong related system 

variables. The redundancy derived from a mathematical rnodei is often known as analyti- 

cal redundancy. 

The residual generation schemes of many FDI methods are based on the princi- 

ple of analytical redundancies. The major hurdle in using analytical redundancy is that one 

has to have an accurate mathematicai mode1 representation among relevant system vari- 
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ables, which in practice is hard to obtain. This issue bnngs about a lot of research interests, 

such as robust FDI, [4], and imprecise FDI for reconfigurable control, [SI. In fact, the con- 

trol reconfiguration scheme can also be viewed as  analytical redundancy, since different 

(redundant) control strategies are generated and applied to the system in the event of 

faults/faiIures. Therefore, analytical redundancy mainly exists in active FTCS. It should be 

pointed that, even though the analytical redundancy is powerhil in many applications, it 

can not replace redundant hardware components for control purposes. This is particularly 

true for actuator failures. 

3.3 Representation of Redundancies 

3.3.1 System structure with hardware redtmdancies 

If one can combine the redundant controllers with the respective redundant 

actuators and treat them as integrated units, the system hardware redundancy can simpiy 

be classified into two types: actuator redundancy and sensor redundancy. In this section, 

these two type of redundancies are analyzed from a mathematical point of view. The ana- 

lytical redundancy will be discussed in Chapter 5. 

Since the presence of redundant actuators and sensors provides additional sys- 

tem inputs and outputs, the system with actuator/sensor redundancies often appears to be 

in a multi-variable form. From the basic control point of view, redundant actuators/sensors 

relate directly to the controllability and observability of the system. To be more precise, 

for an actuator to be a redundant one, it alone must be able to maintain the complete con- 

trollability of the system. Similady, for a sensor to be a redundant one, it must be able to 

maintain the complete observability of the system. 

To represent the redundancies accurately, one should have a complete under- 

standing of the physical meanings of the related system variables. In fact, the redundancy 





X(t )  = A x ( t )  +Bu ( t )  

Y W  = cxw 

and 

Based on Figure 3.1, the sensor outputs can be written as follows, 

where S., i = 1, 2, . . ., p , is the redundant sensor gain vector which relates the plant out- - I 

put, y,, to the sensor output, zi. Suppose that S. - t  has qi elernents, then qi = q . 
i =  1 

It is important to emphasize that, in a practical system, the actuators are directly 

related to the system input matrix B. However, the sensors are related to the measurement 

matrix M, instead of the output matrix C. 

3.3.2 Actuator redundancy 

For a dynamic system, more often than not, state controllability alone is not suf- 

ficient for certain control objectives, such as regulator and tracking design. Another con- 

trollability criteria describing the relationships between the system inputs and outputs, 

known as functional controilability [1] [6], proves to be useful. Such a concept cm also 

utilized to define the actuator redundmcies. 
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Definition 3.1 (Functional Controllability) 

A system is said to be finctionally controllable, if for any given suitable output 

vector y (defined for t > O ) ,  there exists an input vector u (defined for r > O )  for which 

this output vector y can be achievedfrom the zero initial condition. 

Here, "suitable" means that the output vector is sufficiently srnooth to be gener- 

ated without impulse functions in u ,  and has a Laplace transform, [6]. This definition, in 

fact, guarantees the independent control of the system inputs over the system outputs. In 

order to satisfy the functional controllability, the number of inputs must be greater than or 

equal to the number of outputs, i.e. rn 2 p .  

A necessary and sufficient condition for the functional controllability is illus- 

trated in the following lernrna. 

Lemma 3.1 

(1) For rn = p ,  the system is said to be functionally controllable if and only if 

the determinant of its transferfunction matrix G ( s )  is non-zero, Le. IG (s) 1 # 0; 

(2) For m > p , the system is said to be functionaljy controllable if and only if 

there exists nt least one non-zero p x p minor in the transfer fcînction matrik G (s) . 

B ased on the system representation in EQ (3.1 ), and L e m a  3.1, the actuator 

redundancy can be elaborated in the following definition. 

Dennition 3.2 (Actuator Redundancy) 

The system described in EQ (3.1) is said to possess (m - p )  degrees of actuator 

redunduncy if 

( i )  the systern is completely state controllable; 

(ii) the number of inputs is greater than the number of outputs, ie .  m > p ; 



or in other words, non-sifigufar p x p square sub-matrices in the system 

In the above definition, the frrst condition guarantees that the system is always 

stabilizable using the state feedback. The second and third conditions in Definition 3.1 are 

simply extensions of the concept of functional controllability in the context of actuator 

redundancy. They guarantee that the sysiem is functionally controllable by any p inputs 

out of the total m inputs, which simply rneans that the system h a .  (m - p) degrees of 

actuator redundancy. 

This concept can hrther be illustrated as follows: for a given (p x rn) transfer 

function matrix: G (s) , let's define two index sets: I = { 1 . . . p }  and 

J = { j l ,  j2, ..., jp )  c { 1, . . ., m), rn > p  . We can form a non-singular p x p  submatrix 

out of the transfer function matrix denoiing it as: G ( I ,  (s) . Let its complementary set 

be: G ( s )  . Clearly, G ( s )  has a dimension of p x (m  - p)  . If we partition the 
<Ls> ( 4  3 

system input vector accordingly, the system output c m  be represented as: 

where (s) and U - ( s )  are the system input vector partitioned based on the index 
(4 

sets: J and j .  

Clearly, the system output is composed of two parts: the first part is due to the 

group of p inputs and the second part is due to the remaining (rn - p )  inputs. In the 

absence of actuator failures, the first p inputs alone can maintain the functional controlla- 
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bility of the systern. In the presence of an actuator failure within the first group of p 

inputs, if any one of the remaining (rn - p )  inputs can fil1 in for the failed actuator, this 

actuator would be classified as redundancy. Therefore, the system can be said to possess 

(rn - p )  degree of actuator redundancy if for any combination of p inputs, i.e. for any 

J = { j l , j 2  ,..., j p )  c (1, . . . , m } , m > p ,  G(I,n (s) is non-singular, or the system 

m! 
transfer function rnatrix G (s) has = non-zero p x p minors. 

p! (m - p )  ! 

The above definition de& with a situation where any actuator input can be 

regarded as a redundant input with respect to any system output. For some practical sys- 

tems, particularly large systems, it may be possible that a certain input can only be consid- 

ered as a redundant input to a sub-set of the system output. In other words, certain systern 

inputs may be decoupled from certain system outputs. In this case, the actuators associated 

with the decoupled system inputs c m  no longer be counted as the redundant actuators for 

those system outputs. From a mathematical point of view, this situation corresponds to the 

case where the number of non-zero p x p  rninors is less than Cm, but greater than one. 

Should such a situation arise, it is necessary to decompose the system first. 

Within the subsystems, the redundant actuators can be identified. One c m  dso  think this 

problem as pairing a group of system inputs with a group of system outputs with the num- 

ber of inputs more than that of the outputs. 

The following exarnple illustrates the concept of the actuator redundancy as 

defined in Definition 3.2. 

Example 3.1 Analyze the degree of actuator redundancy of the system with 



The transfer fünction of the above system is calculated as follows: 

L- 4 

G ( s )  = 
s2 f 3.5s+ 3.5 

The minors of this transfer fùnction can be calculated as follows: 

The system transfer function only has five non-zero 2 x 2 minors. As can be 

seen in case (3) where J = { 1,4}, input 1 and 4 cannot functionally control 

either of the two system outputs. Therefore, they cannot be treated as redundant 

actuators in some cases. For example, in the circumstance of failures of actuator 

2 and 3, the system will be paralyzed since actuator 1 and 4 are not able to 

maintain the functional controllability. 
O 



Example 3.2 Andyze the degree of actuator redundancies of the system with 

The transfer function of the above system is obtained: 

where 

(3 -9) 
3 2 2 

g l l  (s) = 0.2s + 1.5s + 2.25s + 0.28 g2 ,  ( s )  = 1.3s + 5.1s + 5 
3 2 3 2 

g 12 (s) = s + 3.7s + 5.23s + 2.42 g22 (s) = s + 4.8s + 9.38s + 7.53 
2 3 2 

gI3 (s) = - 1.24s - 4.88s - 5.49 gu (s) = 1.5s + 8s + 13.6 1 s + 7.26 

2 3 2 
g ,, (s) = - 0.24s - 2.06s - 2.05 g, (s) = 0.5s + 3.25s + 5.54s + 2.23 

2 
It is clear that the abave transfer function has totaily six(C, = 6 )  non-zero 

2 x 2 rninors. Therefore, the system has 2 degrees of actuator redundancies. In 

other words, any two of the four inputs can control the system, the remaining 

two can be regarded as redundant ones. 
0 

In this system, there usuaily is a manipulated variable associated with each 

actuator. Different manipulated variables have different physical meanings and often affect 

the system differently. Therefore, the dynamics of these actuators in different parts of the 
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system c m  be totally different. In general, one can distinguish the actuator redundancy 

into two types: (i) unifomr actuator redundancy; (ii) non-unifom actuator redundancy. 

Dennition 3.3 (Uniform Actuator Redundancy) 

The system described in EQ (3.1) is said to possess ( rn - p )  degrees of unifam 

actuator redundancy if 

( i)  the system is completely state con trollable; 

(ii) the number of inputs is greater thnn the number of outputs, ie .  rn 2 p ; 

rn! 
(iii) ran k [BI = p , and there exist < = non-zero p x p minors, 

p! ( m  - p )  ! 

or in other words, non-singular p x p sub-matrices in the system transfer 

function rnatrix: G ( s )  = { c j ( 1 s - ~ ) - ' b i ,  t 5 i l r n ; l  S j $ p }  . 

The fact that the rank of the B matrix is equal to the number of outputs implies 

that the dynarnics frcm some inputs to the system states are sirnilar (maybe different by 

some constant scaling factors). In other words, this condition corresponds to a physical sit- 

uation where as if some actuators are associated with one single manipulated variable and 

act on the systern at the same input location (or at the syrnrnetric points for symrnetrical 

systerns). In this case, overall rn actuators act on the system at p different locations. This 

concept c m  be seen clearly from Figure 3.2. 



Figure 3.2 Interpretation of the uniform actuator redundancy 

In contrat, non-uniform actuator redundancy can be defined as follows: 

Definition 3.4 (Non-Uniform Actuator Redundancy) 

The system described in EQ (3.1) is said to possess ( m - p )  degrees of non- 

unifom actuator redundancy if 

(i)  the system is completely state controllable; 

(ii) the number of inputs is greater than the number of outputs, i.e. rn 2 p ; 

m! 
(iii) Rank [BI > p ,  and there erist = non-zero p x p  minors, 

p!  (rn - p )  ! 

or in other words, < non-singular p x p sub-matrices in the system transfer 

Such an input matrix B implies that different actuators act on the system from 

different locations in the system. The control signals passing through these actuator chan- 
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nels often affect the system differently. This is a general characteristics of a physical sys- 

tem with dissirnilar actuators. 

Expenence has shown that design of F K S ,  particularly certain passive FTCS, 

becornes rnuch easier if the actuator redundancy is of the uniform type. It is important to 

reaiize that this type of redundancy exists only in very ideaiized situations. In practice, few 

systems possess such a nice property. Forhmately, for most practical systems, we can con- 

vert the non-unifonn actuator redundancy to a unifiom one by using a properly designed 

dynamic pre-compensator. The detailed procedure of designing this pre-compensator will 

be described in Chapter 4. 

3.3.3 Sensor redundancy 

Unlike redundant actuators which c m  affect the entire system, the concept of 

redundant sensors relates only to a single system output at a time. In general, there is no 

direct coupling among sensors for different system output. It is not the system output 

matrix, but the measurement matrix which dictates the arnount of sensor redundancy in the 

system. 

Defmition 3.4 (Sensor Redundancy) 

The system described in EQs (3.1) & (3.3) is said to possess ( q i  - 1 )  degrees of 

sensor redundancy associated with the plant output yi, ifthere are qi non-zero elements in 

the vector S .  in EQ (3.3). - 1 

It is clear that in the absence of sensor redundancy, qi = 1 ,  and q = p ,  

M = Ip  ,, , where Zp x p  is a p x p identity matrix. 



Example 3 3  For a multi-output system, suppose that the 

are govemed by the following measurement equation: 

sensor and the system outputs 

It becomes obvious that there are two redundant sensors for the system output, 

y l  , no redundancy for y* ,  and one redundant sensor for y, . 

In the case of sensor redundancies, it is possible to generate additional informa- 

tion on the desired plant outputs through other intermediate state variable. This type of 

scheme is referred to as hybrid redundant sensors. By hybrid, we mean that both the phys- 

ical redundant sensors and the analyticd models are used to obtained the system outputs. 

An illustrative diagram for this hybrid redundant sensor scheme is shown in Figure 3.3. 

There are several distinctive advantages to the hybrid type of redundancy: (i) 

since the desired system output is derived by measuring other intermediate variables, one 

has more freedom to choose system variables which are easier to access or more reliable to 

measure; and (ii) redundant sensors can be used to measure those intermediate system 

variables as well. 



Analytical mode1 w 
Intermediate s ystem variables Redundant system output 

Figure 3.3 Hybrid redundant sensors 

In cornparison with analytical redundancies, the redundancies considered above 

are al1 in the form of extra physical elements (hardware redundancy). The basic idea of 

analytical redundancy is to compare the behavior of the system against that predicted by 

the mathematical mode1 of the system. Any discrepancy would lead to an alarm for the 

occurrence of the fault. However, it is important to realize that, in most cases, analyticai 

redundancies cannot replace physical redundancies. This is particularly tnie in actuators 

because even though the mathematical mode1 may provide the desired information, it will 

never be able to deliver the necessary power needed in the actuator channel. In fact, ana- 

lytical redundancy is meant only to provide necessary information for the purpose of fault 

detection and identification. 

3.4 Conclusion 

In this chapter, the important concept of the system redundancy has been 

explored in depth. Definitions of actuator and sensor redundancies are introduced and 

elaborated with the emphasis on their physical meanings. 
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CHAPTER 4 

Design of Passive Fault Tolerant Control 
systems 

4.1 Introduction 

As first introduced in Chapter 1, a passive fault tolerant control system is a con- 

trol system designed to tolerate system component failures with acceptable performance 

degradation, without changing the control strategy or parameters. Such systems are also 

referred to as reiiable control systems in the literature, [l], or control systems with integ- 

nty, [2]. One of the advantages of properly designed passive FTCS is that the robustness 

against component failures has already been built into the system. In other words, the fault 

scenarios have already been taken into account at the controller design stage. However, the 

design procedure for such controllers is often more involved because the control system 

has to perform satisfactorily not only during normal system operation but also under vari- 

ous component failures. In this chapter, some of the existing design techniques are bnefly 

reviewed, then newly developed design techniques for passive FïCS against actuator and 

sensor failures are elaborated with examples. 

?: Some material in this chapter has been published in Auromtica, Journal of IFAC 

(International Federation of Automatic Control), vol. 34, no. IO, pp. 1267 - 1272, 1998: 

Q. Zhao and J. Jiang, "Reliable state feedback control system design against actuator fail- 

ures." 



4.2 Review of the Existing Passive FTCS Design Techniques 

4.2.1 The concept of system integrity and related work 

From Chapter 1, one has learned that, in the development of passive fault toler- 

ant control systems, the concept of system integrity from multivariable systern theory has 

played a very important role and bas become one of the main design objectives. Some of 

the early research work in the area of passive FTCS synthesis has focussed on the mainte- 

nance of system integrity. 

The concept of system integrity was fust introduced in [3] and further elabo- 

rated in [4] by MacFarlane. In multivariable systems, the interaction among different Loops 

makes the control systems design more difficult, and when there are failures in sorne 

loops, the interaction among the remaining loops may result in the reduction of the system 

stability margins. Such a problem brought up the question of system integrity. A multivari- 

able feedback system is said to have "high integrity" if it remains stable under al1 likely 

failures. Here, al1 "likely" failures mean al1 types of loop failures, such as output trans- 

ducer, controller and actuator failures. 

Based on the defined system return-ratio matrices and the traditional Nyquist 

stability criteria, some necessary and suficient conditions on system integrity are given in 

[4]. Inspired by this work, more results have been obtained on conditions of system integ- 

rity. A notable one is by Fujita and Shimemura, [5].  By introducing a new class of matrices 

called the U-matrix, necessary and sufficient conditions for integrity are derived and some 

previous conditions are unified and extended. 

Based on this new concept, some conventional control techniques have been re- 

examined in the context of MIMO control system possessing integrity. These approaches 

are briefly reviewed in this section. 
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1. Methods based on Riccati-type equations and Lyapunov functions - 

A design method for linear systems possessing integrity using state-feedback 

control was proposed by Shimemura and Fujita in [2]. The state-feedback gain is chosen 

based on the solution of a Riccati-type equation. 

For a linear time-invariant system given in EQ (2.1), with the actuator failure 

defined in a so-cailed switching rnatrix, La, which is similarly defined as in EQ(2.14), the 

system state equation then becomes: 

x ( t )  = Ax ( t )  + B L p  ( t )  (4.1) 

where x E sn, u E 9tm are die system state and input vectors, respectively, and the matri- 

ces, A, B , are of appropnate dimensions. 

It is assumed in [2] that (A,B) is controllable and the open-loop system is 

asymptoticaily stable. A Riccati-type equation can then be defined as 

where Qr and R, are n x n and m x m real syrnrnetric positive serni-definite and positive 

definite matrices, respectively. If the matrix hinction 

F(s, Q ,  R,) = R , - BT(-SI-A')- Ler (SI-A)- '23 

1 x 1  is positive semi-definite for al1 s = jo, i.e. F ÿo, Q ,  R,) 2 O, o E R , then there 

n x n  
exists a positive semi-definite solution to EQ (4.2), Pr E W . 
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The state-feedback control law c m  be obtained as: 

T 
u ( t )  = -B P , x ( t )  

Such a controller c m  be proved to be able to maintain the asymptotic stability 

of the closed-loop system, i.e. 

for al1 possible combination of La. 

In addition, in the case of normal operation, i.e. L, = I ,  ., , where 1, , , is an 

identity matrix of dimension m x rn , the closed-loop system with the above state-feedback 

is optimal with respect to the following performance index: 

Furthemore, in addition to the system integrity, by taking into account of other 

dynamic characteristics, a schematic design procedure for choosing an appropnate rnatrix 

R, is developed in [2] to assign the dominant eigenvalues of the system to a desired 

region, which is circumscribed by a hyperbola in the left-half s-plane. 

Enlightened by the above research, sirnilar works were carried out by soIving a 

matrix Lyapunov function in [6] instead of a matrix Riccati-type equation. 

Based on the same system mode1 as EQs (4. l), a Lyapunov function is used: 

n x n  
where Ql E 33 is a real syrnmetric positive semi-definite matrix. 
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By solving the above function, a state-feedback control law can then be applied 

to the system: 

where PI is the reai symmetric nonnegative matrix, which is the solution of EQ (4.7), and 

y> O is a constant. 

It has been shown that, with this state-feedback, the closed-loop system remains 

stable despite actuator failures, as long as the open-loop system is asymptotically stable. 

Meanwhile, the following performance index is minirnized for the normal system: 

Furthemore, an iterative design procedure has been proposed, not only to guar- 

antee the stability, but also to assign eigenvalues of the closed-loop system to the desired 

stabiiity region, even in the presence of actuator failures. In this design procedure, the 

main concern is how to choose the positive matrix Q I ,  and the constant y properly. Cer- 

tain conditions have been developed for this purpose. 

Cornpared to [2], a more general eigenvalue region is used in 161, and the design 

procedure is iterative and more applicable. However, there is the strong assumption of 

open-loop system stability in both works. Othenvise, there is no guarantee of system sta- 

bility under system actuator failures for the proposed methods. In other words, these meth- 

ods cannot be used for open-loop unstable systems. 

2. Methods based on Linear Quadratic Regulator COR) Design - 

It is well known that the Iinear-quadratic state-feedback regulator has nice 

robustness properties including an infinite gain rnargin and a 50% gain-reduction toler- 

ance, [7]. Therefore, such a property h a  drawn some research interest and has been 
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applied to the design of a linear quadratic regulator that c m  parantee stability and a cer- 

tain level of performance despite control loop failures. In [8], the design of reliable con- 

trollers for multivariable systems has been considered in this frarnework. In the proposed 

method, the systern does not have to be open-loop stable. A sufficient condition for the 

system stability under actuator failures was developed. 

Figure 4.1 depicts the structure of the reliable control system in [8]: 

Figure 4.1 The reliable control system structure using LQR design 

Sirnilarly, the failure is modelled in the diagonal matrix La as defined in EQ 

(2.7), where Ik, k= 1, 2, . . . ,y- 1 denote the set of indices corresponding to the failed 

actuator. The actuator non-linearity is modelled in $(.), which is assurned belonging to the 

[pi ,  00 ) sector (i.e. o{ $(O)-  pio)L O and (0) = O), and g ,  i= l ,2 ,  . .., rn, are gains 

in the actuator channels. The closed-loop system equation then becomes: 

The state-feedback control law is chosen as: 



50 that JO = J;eZat (xTeox  + uT~,u) dr is minimized, where a 2 O is a constant, R, is 

assumed to be a diagonal symrnetrk definite matrix, and Q, is a symmetric semi-definite 

matrix except for a= O (Q, > O if a = O ). The matrix Po in EQ (4.1 1) is the solution of the 

foIlowing Riccati equation: 

Wiîh the above control law, even under the actuator failure, the closed-loop sys- 

tem will remain asymptotically stable as long as the following condition is satisfied: 

where E is defined as: E = diag (el ,  e2, . .., em) , e = 2pigi - 1 . The above condition 

depends on the system input matrix B and other parameters, such as, Q,, R, , a and Po. 

It should be noted that the above design procedure cannot tolerate al1 possible 

2m - 1 cases of actuator failures, but rather only a subset of them. This can be seen clearly 

through the investigation conducted below. 

Noticed from EQ (4.13) that this condition can be guaranteed if the following is 

m e :  

- 1 /2 
where I) = BR, 

Let B = [BI B A  , in which B I  denotes the n x m, submatrix corresponding to 

the healthy achators, while B2 denotes the n x ( m  - m l )  submatrix corresponding to the 



failed ones. Similarly, one c m  have I I  = [& 1 BJ , L = Iln On , and 

E = [El ~ z ]  . By a simple mathematical manipulation, it can be obtained that: 

For this matrix to be non-negative, it can be denved that the columns of B2 

must be spanned by those of & , or in other words, 

range ( B J  c range ( B I )  (4.16) 

This condition simply implies that only certain subset of actuator failures can be 

tolerated, rather than al1 possible failure modes. 

It should be mentioned that this design method considers more practical control 

problem (actuator/sensor failure and nonlinearity) and relieves the constraint of open-bop 

sysrem stability. However, only failures of a subset of actuators can be tolerated in the pro- 

posed method, and other system performance has not been considered. 

In 1995, Veillette proposed a design method, which is also LQR based, but with 

the consideration of optimal system performance under systern actuator failures, [9]. Sim- 

ilarly, the modes of actuator failures have been restricted to a subset of actuators. 

Based on the system mode! in EQ ( 2 4 ,  without loss of generality, the input 

matrix can be written in the following form: 

where Cl denotes the subset of actuators subject to failures, and the complementary subset 

SZ' contains the functional actuators. 



67 

Correspondingly, the state feedback gain and the matrix R, in the Ricatti equa- 

tion are written a s  the following forms: 

By solving the following Ricatti equation: 

the stabilizing solution P, depends on the inputs related only to the functiond actuators in 

nt. 

- 1  T -1 T 
Choosing K, = 4, B,P, , and K, = -Rn B,P, , one can have: 

It should be noted that the above design is equivalent to a standard LQR design 

-1 T 
with a state weighting rnatrix Q = Q, + PvB,R, B,P,, because by a simple manipula- 

tion of EQ (4.19), one has: 

Therefore, the above controller can guarantee system stability even under the 

occurrences of a presumed subset of actuator failures, i.e. R. At the same time, the fol- 

lowing cost function can be minimized: 
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In the case of failures in al1 actuators within R ,  this cost function becomes: 

J = 1; ( X ~ Q ~ X  + U: R,u,) dt . Therefore, the reliable LQ regulator designed in [9] guar- 

antees both stability and performance. One condition for the existence of a reliable con- 

troller is that (A ,  B,) is stabilizable. Cornpared to the conditions given in [8], the above 

design procedure is simpler and the conditions are much rnilder. 

In sumrnary, based on the LQR design, a reliable controller protecting against 

component failures, especially actuator failures, c m  be well achieved under the condition 

that only a certain subset of actuators are subjected to failures. It is impossible for such 

methods to deal with failures in any number of actuators. 

4.2.2 Methods based on decentralized4centralized control 

In the preceding sections, the reliable control design process is to synthesize a 

single controller to stabilize the multivariable system under different loop failure modes in 

the context of system integrity. 

Inspired by von Neumann's idea for building a reliable cornputer, a multiple 

control system structure was proposed by Siljak in the context of decentraiized control for 

complex systems [IO] [ I l ] .  The essential concept of redundancy has been introduced in 

the form of parallel connection of multiple controllers. It should be mentioned that, 

although it was not explicitly defined or modelled mathematically, the idea of redundancy 

in Siljak's work is believed to be a very original one in a control system frarnework. Along 

with the development of fault tolerant control systems design techniques, the concept of 

redundancy has evolved diversely, and has been employed in a variety of applications. 

Figure 4.2 and Figure 4.3 depict generic structures of centralized and decentral- 

ized control with possible failures, proposed in [Il]: 



Controller l-7 
Plant 1 Plant 2 

Figure 4.2 Centralized control with plant failures 

Figure 4.3 Decentralized con001 with plant failures 

The plant failures can further be distinguished into failures of interconnections 

among the subplants and failures of the subplants themselves (they are modelled as the 

total disconnection of failed subplants from the rest of the system). It has been demon- 

strated in El i] that by designing a decentralized control system properly, such a plant fail- 

ure can be tolerated. In a control system, partial or total controller failures may also occur, 

that is either the connection between the controller and the s u b p h t  fails or the entire con- 

troller is disconnected from the plant. Under such circumstances, both the centralized and 

decentralized control structure cannot guarantee fault tolerance. Therefore, a multiple con- 

trol system structure was proposed for this purpose, which is shown in Figure 4.4. In this 

structure, the redundancy is introduced by assigning more controllers to the plant, so that 
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the reliability of the whole system cm be improved. This can be seen clearly by the fol- 

lowing reliability analysis. 

Figure 4.4 Multiple control system with controller failures. 

Assign a binary nurnber to each controller: 

1 the ith controller is operational 
ci = { 

O the ith controller has failed 

where i E P = ( 1, 2, . . . ..., P) , P is the nurnber of controllers. The assumption in EQ 

(4.23) is an idealization of the practical situation for the purpose of simplicity, since usu- 

ally the controller can cover a continuous range of operational modes, rather than covering 

only a binary operation. 

Another binary indicator is associated with the whole control systern: 

I the ith control system is operationai ' = {O the ith control system has failed 
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Here, "operational" means that the overall plant is covered by a controller. For a 

series control structure, as shown in Figure 4.3, the state of the control system is then 

given as: 

cp = <p ( c )  = c I c 2  = min { c l '  cZ) (4.25) 

In the case of M controllers in series, from EQ (4.24)' the whole control system 

Therefore, it cm be seen that the reliabiliiy of the whole system depends on the 

least reliable controller. Hence, such a control structure is not fault tolerant to the control- 

ler failure. The multiple control system in Figure 4.4 has a parallel structure, and for M 

controllers in parallel, the state of the whole system is obtained as: 

In this case, the reliability of the whole system depends on the most reliable 

controller, in other words, the overall control system is operational as long as there is one 

nominal controller. 

In order to design the controller, the following mode1 of the multiple control 

system in Figure 4.4 is considered: 

Controller 1: X l  ( t )  = A l p l  ( t )  +A12x2 ( t )  + B p i  ( t )  

Plant: X2 ( t )  = AZIxl  ( t )  + A22x2 ( t )  +AZ3x3 ( t )  

Controiler 2: X3 ( t )  = A32x2 ( t )  + Aj3x3 ( t )  + B2u2 ( t )  
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n , x  1 nzX 1 n ,x  1 
w h e r e x l ( t ) ~ %  , x 2 ( t ) € %  , x 3 ( t ) € %  are states of controller 1, the 

plant and controller 2; and ul  ( t ) ,  rc2 ( t )  are the inputs to the respective controllers. The 

above equation cm also be wntten in the following form: 

S: 2 ( t )  = AX ( t )  + BU ( r )  

1 
where x ( t )  = [x; ( t )  xl ( t )  x: ( t ) ]  . Then the systern S can be expanded into the fol- 

Iowing form: 

T T 

where 21 ( O  = [ ; ~ ( t )  x: ( f ) ]  , ~ ' ( t )  = [ x l ( t )  x:(t)] . Z l 2  and lZ1 arc the two 

binary indicators which equal to Is when the controllers are functioning properly and oth- 

erwise equal Os. By writing 

it is clear that the multiple control structure in Figure 4.4 has three configurations of inter- 

ests: 
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El indicates the normal operation of the system, E2 and ES indicate the control- 

ler failure case, i.e. one of the two controllers is completely disconnected from the plant. 

Then the reliable control design problern is reduced to stabilizing 5 in EQ (4.30) under 

the stnicniral perturbations in EQ (4.32). By choosing the control law as: 

- 
u, ( t )  = - 1  ( t )  , u t )  = -K&(t)  

The closed-loop system can be obtained as: 

The reliable control system cm then be achieved by choosing El and E2 so 

that the Sc  under the three control structures are stable. Therefore, the reliable control sys- 

tem design using multiple controllers can finally be reduced to the sirnultaneous stabiliza- 

tion problem, [12], which is concemed with finding a single controller to stabilize 

simultaneously each mernber of a farnily of plants. One can think of a family of plants as 

various operations of a single plant subject to structural perturbations or controller fail- 

ures. 

The design of reliable centralized and decentralized control systerns has further 

been investigated in an unified framework in [l]. The designed controI system will only 

provide guaranteed system stability, and also optimize performance in an H ,  sense, in 

both normal and component failures cases. The constraint for this method is that failures 

can only occur among a prespecified subset of system components. One of the contribu- 

tions of the method is that it provides a way to measure of the performance of designed 

reliable control systern in terms of a H ,  nom bound. This has also been discussed in Sec- 



tion 2.3.3, where different measures of performance degradation are introduced. This  

design approach has been extended to discrete-time systems in [13]. 

4.2.3 Methods based on regional eigenvalue assignment 

Since the reliable control probfem can be viewed as a problem of robust cantrol 

against system cornponent failures, the soIution of reliable control c m  also be found using 

some robust techniques, such as the regional pole assignment technique in parametric 

space, which has been illustrated in detail in [14] and [15]. A graphical approach has been 

proposed in [15] to select stabilizing state-feedback gains. An example is given to show 

how to design a reliable state-feedback controller against possible sensor Mures. The 

problem can be briefly stated as follows: 

With the following system mode1 and the control law: 

If one can speciQ a set of eigenvalues, s l,  s2, . . . . . ., S, , the characteristic polynomial of 

the closed-loop system cm be written as the following factorized form: 

K can be chosen to assign the closed-loop eigenvalues to the desired locations, 

Le. sl, s2, . .. . . ., S, . Standard eigenvalue assignment techniques can be used to solve K. 

For the single input systems, one c m  simply use Ackermann's formula: 

T where e = [O . .. O 11 [B AB . . . A ~ -  IB] -'. Such a state-feedback will assign closed- 

loop system eigenvalues to the specified locations. 
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The problem as described above is a standard eigenvalue assignrnent problem. 

Since the occurrence of faults will alter the system dynamics, it is impossible to assign 

eigenvalues to fixed locations. Rather, a desired region in the left half of the s-plane is 

more suitable for the design specifications. Such a region is often called the r-stability 

region, [15]. It has a boundary that consists of several contours in the s-plane, such as 

straight line, hyperbolae, circular arcs, and so on. Usually the boundary is chosen accord- 

ing to the desired system stability margin, darnping, and bandwidth lirnit. Figure 4.5 

shows a typical r -stability region: 

Figure 4.5 A r -stability region 

Therefore, instead of specifying eigenvalue locations, based on such a r -stabil- 

ity region, the designed feedback gain should be robust to parameter changes. In this case, 

the solutions of EQ (4.37) foms an admissible set of feedback gains Kr such that: 

Using the above regional eigenvalue assignment technique, the simultaneous 

stabilization of a family of plants, (Ai, Bi) , i = 1,2, . . ., N, can be solved just by finding 

the following intersection: 



where K:) is the admissible set of feedback gains corresponding to the system (A, ,  Bi). 

This intersection can also be solved graphically. The concept is illustrated in 

Figure 4.6 for the case of two plants and a dimension of two. 

s-plane 

Figure 4.6 Graphical interpretation of simultaneous stabilization based on 
regional eigenvalue assignment 

As illustrated in the preceding section, the design of a reliable controller can be 

reduced to the simultaneous stabilization problem. Therefore, the above regional eigen- 

value assignment technique offers another solution to the reliable control problems. For 

exarnpie, the feedback gain required to stabilize the systern against sensor failures can be 

found in the mapped k-space as shown in Figure 4.7. 

The effect of a sensor failure c m  be multiplicative and additive, which has been 

discusszd in Chapter 2. Multiplicative failures result in reduced sensor gain, and additive 

failures result in a bias or noise at the output. Multiplicative sensor failures have more 

effect on the eigenvalue location of the closed-loop system characteristic equation. In the 
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case of system states being the measured variables, sensor failures cm  lead to the reduc- 

tion of the feedback gains. 

Assurning that the admissible region for state-feedback gains Kr is the triangle 

ABC, robustness against a sensor failure can be achieved if the projection of K E Kr on 

the subspace for ki = O or k, = O is still contained in K r .  Therefore, for the failure of 

sensor i (i.e. k, goes to zero), DGHI is the admissible region, sirnilarly, JBKEF is robust 

against the failure of sensor j. Finally the intersection EFML is the admissible region for 

maintaining the system stability against a M u r e  in either sensor i or sensor j. 

k-space 

Figure 4.7 An admissible region of the state-feedback gain to guarantee the 
system stabili ty agains t sensor failure, [ 1 51 

In the case of the non-existence of such an intersection, two choices are given 

by Ackermann in [El. One is to rearrange the problem by relaxing the design specifica- 

tions and to obtain a more relaxed admissible region in the parameter space. The other is 

to use redundant sensors, for exarnple, a triple sensor redundancy scheme, which has 

already been applied in practice and has achieved good performance against sensor fail- 

ures. 
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So far, previous works on reliable control system design have been briefly intro- 

duced. In these works, the design freedom of multivariable systems has been utilized 

effectively to achieve robustness against system component failures, with different prob- 

lem formulations and conditions. However, one common drawback is that the concept of 

redundancy and its importance are still obscure in these works. In Chapter 3, the redun- 

dancy in FTCS was investigated in depth and its importance was emphasized therein. In 

the following section, based on the concept of actuator redundancy defined in Chapter 3, a 

new passive fault tolerant control design technique against actuator failures is developed. 

The proposed method possesses an explicit physical insight in each step. 

4.3 Passive FTCS Design Against Actuator Failures 

To design a truly reliable control system, one not only has to use high quality 

system components, but also has to provide enough degree of redundancy in the system in 

terms of redundant sensors, actuators, and controllers. Generally speaking, hardware 

redundancy naturally leads to a multiple-input and multiple-output (MIMO) system. It is 

known that even traditional controller design approaches for M M 0  systems is cornplex 

and difficult due to the interactions among al1 system inputs and outputs. Therefore, the 

design problem of synthesizing a reliable controller for a M M 0  system under different 

fault scenarios becomes even more complicated. Although for a given system, one can 

always anaiyze the hardware redundancy based on the condition given in Chapter 3, the 

problem of how to manage such redundancies and use them to design a reliable controller 

is still challenging. A good reliable control system design procedure should allow design- 

ers to have full access to and utilization of such redundancies. 

In this section, only a single output system is considered. Since redundant actu- 

ators lead to multiple inputs in the system, the system thus has a MIS0 representation. 
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Consider a Iinear MIS0 system given as: 

x ( t )  = Ax (t) + Bu (t) 

Y ( 0  = W t )  

n x l  m x  1 
w h e r e x ( t ) ~ %  , u ( t ) ~ %  , a n d y ( t ) ~ d ~ ~ a r e t h e s y s t e m s t a t e v e c t o r , t h e  

actuator input vector, and the system output, respectively, and the matrices, A, B, C, are of 

appropriate dimensions. It is assumed that the system satisfies the conditions of Definition 

3.2 in Chapter 3, therefore, the system has (m - 1) degrees of actuator redundancy. 

As illustrated in Chapter 2, actuator failure can be modeled by relating the actu- 

ator output signal, u, ( t )  , to its input signal, u (t) , as: 

where La is the faiiure mode matrix as modelled in EQ(2.7). The constant fa, in this case, 

is an offset in the actuator output which is caused by the failure of the actuator. It corre- 

sponds to the value at which the actuator is stuck. Frorn the above representation, the sys- 

tem with possible actuator failures can be represented in the state space form by: 

x ( t )  = A x ( t )  + B u ,  (t) 
= Ax(t) + B L , u ( t )  + B ( I - L J f ,  

Y (0  = c x ( 0  

In general, because different actuators affect the system from different input 

locations, the system has non-uniform actuator redundancy, or in other words, rank of the 

input matrix B is not unity in this case (i.e. rank [BI > 1 ). 
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The system in EQ (4.42) can aIso be represented in the transfer function form 

as: 

where 

where G(s) represents the nominal system, and Gf ( s )  stands for the systern with actuator 

failures. The nth order polynomial do (s) is the charactenstic polynomial of the dynamic 

system, and N ( s )  is the numerator polynornial vector of the dimension 1 x m. F (s) cor- 

responds to the bias caused by the actuator failures. 

It should be noted that there are zrn possible actuator failure modes in total rep- 

resented by the combination of the elements in La.  However, we will only consider 

2m - 1 modes, excluding the case where La is a zero rnatrix (i-e. there should at least be 

one healthy actuator available in the systern). This requirement is essential for the pro- 

posed scheme to deaI with open-loop unstable systems. 

The structure of the overall system is illustrated in Figure 4.8. The overall con- 

trol system consists of: (i) a dynamic pre-compensator, P ( s ) ;  (ii) a state-feedback control- 

ler, K, and (iii) a PI controller, Pl  ( s )  . 



Figure 4.8 The closed-loop system structure of the proposed passive FTCS 

There are two main steps involved in the design process: 

(1) Convert the non-uniform actuator redundancy to a unifonn one by using a 

properly chosen dynamic pre-compensator; and 

(2) Select state-feedback as w e l  as PI controller gains using the regional eigen- 

value assignment technique. 

It is important to note that the PI regulator is used mainly to eliminate the bias 

introduced by the malfunctioning actuator (stuck faults) in order to achieve the desired 

steady-state performance. However, we have to make sure that the good steady-state per- 

formance is not achieved at the expense of the transient performance of the system. There- 

fore, for a satisfactory performance in both transient and steady-state regions, the PI 

controller and the state feedback controller should be designed simultaneously. In the liter- 

ature, there have been extensive research efforts on robust servomechanism problem. The 

resulting controlIer is robust in the sense that it achieves system tracking ability even in the 

presence of perturbations of the Iinear mode1 [16]. However, when there is an actuator fail- 

ure, the fault induced change is usuaily large and more cirastic. In this case, one h a .  to take 

use of the actuator redundmcy to compensate for such a faihre. 



82 

4.3.2 Design of the Pre-compensator 

For the system given in EQ (4.43), a pre-cornpensator of the foltowing diagonal 

matrix form is used: 

where d, (s) is a Hunvitz polynomial chosen such that every element in P, (s) is proper. 

The choice of the numerator polynomials, hi (s), depends on the numerator 

polynomial vector of the nominal system, Le. N ( s ) .  From 

N ( s )  = pl (s) n2 (3) ..- n, ( s ) ]  , the least cornmon polynomials of ni (s) /bi , 

i = 1, 2, ... ..., m ,  can be obtained, where b l ,  b2, ... ..., bm are the coefficients of the 

highest power terms in ni (s), i = 1, 2, . . . . . ., rn , respectively. Let this least cornmon 

polynomial be denoted by: 

The elements of the numerator. polynomiai vector of the pre-compensator, 

hl ( s )  , h, ( s )  , ..., hm (s), can then be determined as follows: 

With such a pre-compensator, the augrnented system becomes: 
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It should be pointed out that because the matrices H ( s )  and La are both diago- 

nal, their positions are interchangeable. From EQ (4.47), one can obtain that: 

h ,  ( s )  O ... O 

O h )  . O 

... . . . . . . . . . 
O O ... h m ( s )  
1 

By denoting 6 = [bl b2 . . . b,] E %' X P ,  the polynomial N ( s )  H ( s )  cm 

further be written as: 

It is worthwhile to point out that EQ (4.50) basicaily irnplies that every actuator 

channel in the compensated system has the sarne dynamic characteristics, and may only 

differ by constant gains as specified in the vector b . 

Without any Ioss of generality, let us assume that the denorninator polynomial 

of the compensated system has the following fonn: 

The order of the compensated system, denoted by q, has now becorne the sum 

of the order of the nominal system and that of the pre-compensator. 

With an appropriate choice of the state variables, the transfer function matrix in 

EQ (4.48) c m  be represented in the following fom: 



~ ( t )  = [go g, ----.. gr -  1 1 O ...... 0]xa ( t )  = Cax, ( t )  

From Definition 3.3 in Chapter 3, it is c1ea.r that EQ (4.52) represents a systern 

with uniform actuator redundancy (rank [BI = 1 ). 

It should be emphasized that the dynamic pre-compensator plays an important 

role in the overd1 reliable control system design. The use of the pre-compensator converts 

the non-unifomz actuator redundancy to a unifonn one. More explicitiy, it equalizes the 

dynamic characteristics of difFerent actuator channels by compensating these channels 

with additional dynarnics. By doing so at the first stage of the design, it significantiy sim- 

plifies the controller gain selection process in the later stage. In practice, the pre-compen- 

sator will be implernented as a part of the controller. 

From the selection procedure of the pre-compensator, it can be seen that there 

exists sorne degree of freedom in choosing the denorninator d, (s) . The following guide- 

lines have proved to be useful: 

(1) The order of dc (s) should at least be equal to the highest order of the 

numerator polynornial of the pre-compensator, hi (s), for causality. Therefore, the mini- 

mum order of the pre-compensator depends entirely on the numerator order of the system 

model. 
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(2) d,  (s) should not have any common roots w i t h  the numerator polynomial 

vector of the nominal system, N (s), in order to maintain the controllability of the system. 

Furthemore, such freedom in choosing d,  ( s )  proves to be helpful in the syn- 

thesis of the feedback gain in the later stage. In fact, the very concept of employing pre- 

cornpensators in reliable control system design is not new. It has been shown by Acker- 

mann in [15] that one of the advantages of using a dynanic pre-compensator is that the 

solution space of the reliable control system can be enlarged significantly. Consequently, 

solutions to reliable control system design problems can be found for the system where 

there were no soiutions before. 

4.3.3 Design of reliable srare feedback and the PI controller 

As can be seen from Figure 4.8, in addition to the pre-compensator, the inner 

loop of the system also consists of a state-feedback controller K, where 

With the state-feedback, from EQ (4.52), one can obtain that: 

The inner loop transfer function from W ( s )  to Y ( s )  c m  be expressed as: 



where the denominator polynomial cm be obtained frorn EQ (4.54) as follows: 

Q ( s )  = Der (SI-(An BaLa&) 

It can be noticed from EQ (4.56) that each column of the matrix K affects only 

one coefficient in the above characteristic equation. Such a feature is a direct result of the 

unifom redundancy, which makes the synthesis of the controller less complicated. 

In the outer Ioop, a PI controller is used to achieve desired steady-state perfor- 

mance in the presence of actuator failures. A more detailed structure of the overall system 

is shown in Figure 4.9. 

Figure 4.9 The block diagram representation of the passive FTCS 

By some simple block diagram manipulation, the transfer function of the 

closed-loop system can be obtained as: 



where V ( s )  is the system command input. 

Assurning that the PI regulator has the following fom: 

where { k,,, ki) are the proportional and the integral gains of the PI regulator. 

By substituting EQ (4.59) into EQ (4.58), it is clear that: 

r = l  = Iim m m = O 
s + O  

s Q ( s )  + s . n , ( s )  k bil i+n,(s)  - k i z  bili 
1 i =  1 

Therefore, the effect of the actuator failure in the steady-state c m  be elirninated 

by the PI controller, provided that the closed-loop system is stable. 
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The characteristic equation of the closed-loop system EQ (4.57) can further be 

written in the following form by using EQ (4.59): 

Q, ( s )  = SQ (s) + s k p ,  (s) bili + kp, ( s )  bili 
i =  1 i =  1 

It c m  also be seen clearly that EQ (4.6 1) allows us to design both the state feed- 

back controller and the PI regulator simultaneously to achieve the desired transient and 

steady-state performance. Hence, the problem of reliable control design becomes synthe- 

sizing a feedback gain matrix, K, and a PZ regulator, such that, for any combination of 

actuator failure modes, the roots of the characteristic equation in EQ (4.61) remain inside 

the desired stability region in the s-plane. 

Instead of using the r-stability region depicted in Figure 4.5, here a degener- 

ated yet effective r-stability region is employed, which is shown in Figure 4.10. This 

region rnay further degenerate to an open half plane on the left of a straight line at 

o = -cl. The eigenvalues in this open half plane will guarantee the stability of the 

closed-loop system with a stability margin, at least 0,. 

- - - - - - - - - - - -  -\ A jo s-plane 

Figure 4.10 The r -stability region used in the proposed method 
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This would have been a standard eigenvalue assignrnent problem if L, had 

always been an identity rnatnx. However, in our case, there are 2m - 1 different combina- 

tions of L, that have to be taken into consideration. Therefore, in this case, we are unable 

to specify the exact locations for the eigenvalues of the closed-loop system, only a desired 

region can be specified. 

Although there has been extensive research work done on the robust stability of 

a polynomial subject to parameter perturbations, which are based on Kharitonov's theo- 

rem and its various generalizations, [17], unfortunately, they are not suitable for our prob- 

lem. These works deal mainly with robustness analysis instead of controller synthesis. 

Although the robust control problem can be clearly defined and well posed from a mathe- 

matical point of view, there are no necessary and sufficient conditions for the existence of 

a robustly stabilizing controller, [15]. Furthermore, the control problem discussed here is 

even more difficult, since we are dealing with actuator failures which are manifest them- 

selves as large changes in the coefficients of the characteristic polynomial radier than 

parameter perturbations. 

In order to calculate the vaIues of the feedback gain matrix, K, and the PI con- 

troller parameters from the coefficients of the characteristic equation EQ (4.61), the first 

step is to convert the desired stability region in the s-plane into the corresponding interval 

polynomial in the parametric space, [14][15]. In 199 1, Soh etal. proposed a numencal 

algorithm to evaluate the maximal upper and lower bounds on the coefficients of a given 

polynomial such that the roots of the interval polynomial are within the specified region in 

the s-plane, [Ml. However, this scheme cannot be used directly for our problem because 

the obtained bounds are usually too small and conservative to deal with large coefficient 

changes caused by actuator failures. 

Instead of using a single nominal polynomial (Po  (s) in (A.3), see Appendix) 

to calculate the coefficient intervais, we use a set of nominal polynomials to obtain their 



90 

coefficient intervals. A suitable choice of such a polynornial set is the following (q + 1)th 

order Binomial polynomial with an intermediate pararneter o (the coefficients are varied 

by changing O ) .  This nominal polynornial set is named as the reference polynornial set. 

For every chosen o, the coefficient intervals of the above polynomial can be 

determined. This will generate an interval polynomial set whose coefficient bounds are 

also functions of the intermediate pararneter o : 

From the above interval polynomial set, a so-called Q - box set cm be defined as: 

- 
where ai (o) = ai (a) - T~E, ai (o) = a, (0) + pie. E > O is the size of the perturba- - 
tion used in the bound cornputation, and r i ,  pi are the corresponding weights on each per- 

turbation ((A.l), see Appendix). It is clear that this Q - box set represents a set of stable 

interval polynomials. With an appropriate choice of the weights, most of the practical sta- 

bility regions, such as the r-stability region, c m  be dedt with. By using the Q - box set 

the admissible coefficient space for guaranteeing the stability is enlarged significantly. 

When calculating the coefficient bounds, they are no longer restricted to only one nominal 

polynomial. Instead, a number of overlapped coefficient bounds can be obtainrd by Vary- 

ing o continuously as shown in EQ (4.64). 

Even though the above reference polynomial set in EQ (4.62) looks simple, it 

has several desirable properties: (i) there is only a single intermediate pararneter needs to 

be adjusted, which makes the coefficient bounds calculation straightforward; and (ii) the 

stability margin of the system associated with this polynomial set is simply the parameter 
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o. which makes the relationship between the relative stability and the coefficient bounds 

transparent. 

Once the interval polynomial set is obtained, the feedback gain matrix and the 

PI controller pararneters can be chosen so that the coefficients of EQ (4.6 l), subject to al1 

actuator failure modes, are within the respective bounds of any polynomial in the polyno- 

miai set EQ (4.63). or in other words, within the stable Q - box set. To achieve this objec- 

tive, a systern of inequalities needs to be solved. They are shown as follows: 

where d j ( d j -  i7 K, L:, kp, ki) (j = 0, 1, ..., q )  are the coefficients of d in EQ (4.61). 

- 
L: is the rnatrix that models the ith actuator failure mode. and a. ( O , ) ,  cq (ai) , 

-J 

j = 0, 1, ..., q ,  are the upper and lower bounds as in EQ (4.63) with respect to L: . It 

should be pointed out that the denominator coefficients of the pre-compensator are related 

to rfi ( - ) through 5- in EQ (4.5 1). By solving the above inequalities numerically, an 

admissible feedback gain matrix and the PI controIler pararneters can be obtained. 

This design problem can also be visualized by the following geometric interpre- 

tation. The graphic illustration of a two-dimensional parametric space and the correspond- 

ing map on the s-plane is shown in Figure 4.1 1. Since the intervals in EQ (4.63) are 

functions of o, the size of the intervals for each coefficient will change as o varies. It is 

interesting to note frorn the numerical results that as o moves further left away from the 
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imaginary mis, die intervals in the paramecric space tend to increase as well, i.e. the size 

of the Q-box increases. Therefore, by moving the intermediate parameter o continuously, 

an enveloped region containing a set of ovedapped squares, will be obtlined, which is 

shown as the shaded region in the pararnetnc space. The importance of this region lies in 

the fact that, for any polynomial whose coefficients are in this region, its roots will be in 

the corresponding desired region on the s-plane. 

s-plane . i~ space 

Figure 4.11 Geometric interpretation in the parametric space 

It should be pointed out that the solution of the reliable state-feedback control- 

ler K satisfying the inequalities EQ (4.65) is not unique. Therefore, depending on differ- 

ent applications, additional design requirements can be employed to select a specific K in 

the feasible solution space. 

4.3.4 Design examples 

1. A reliable bank angle control system - 

The mode1 used in this example represents a bank-angle control system for a jet 

transport aircraft, flying at the speed of 0.8 Mach and an altitude of 40,Oûû ft. There are 

two manipulated variables: the aileron, and the nidder. The variable being controlled is the 
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bank-angle of the aircraft. It is desirable that the bank-angle be kept at a desired value even 

in the presence of failures in either the aileron or the rudder. 

In a typical flight control system, pilots or AFCS (Automatic Flight Control 

Systems) mainly use the aileron to control the bank-angle of the roll motion. However, 

because there exists dynarnic coupling between the yaw and the roll motions, it is also 

possible to control the bank-angle using the rudder. In this respect, the rudder can be con- 

sidered a redundant control actuator. It can then be used during an emergency when the 

aileron control channel malfunctions. This example illustrates how to design a reliable 

control system with such actuator redundancies so that the stability of the bank-angle con- 

trol system as well as the steady-state tracking performance cm be maintained in the pres- 

ence of actuator failures. 

The mode1 of the nominal system is given as follows: 

where the States x i ,  i = 1, 2 ,3 ,4  are the sideslip angle (rad), the yaw rate (radsec), the 

roll rate (radkec), and the bank angle (rad), respectively. The inputs u l  and u2 are the 

rudder and the aileron, respectively. The output y is the bank angle. From the structure of 

the input matrix, it can be seen that the actuator redundancy belongs to the non-unifom 
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class. Physically, this means that the aileron and the rudder affect the bank angle of the air- 

craft differentl y. 

The transfer function matrix for this system can be obtained as follows: 

The eigenvalues of the open-loop system are: 

Based on the design procedure for the pre-compensator presented in Section 

4.3.2, a dynamic pre-compensator is chosen as follows: 

P ( s )  = diag 

It should be noted that the denominator of the pre-compensator is chosen 

according to the guidelines specified in Section 4.3.2. 

With such a pre-compensator, the augmented system can be represented as fol- 

lows: 

where fa is the unknown actuator offset caused by the failure, and the numericd values for 

the system matrices are given below: 



The input matrix is: 

and the output matrix is: 

r 

Clearly, EQ (4.72) indicates that the redundancy of the system has been con- 

verted into a unifom type through the use of the pre-compensator of EQ (4.69). 

From the design procedure ilIustrated in Section 4.3.3, the foIlowing state-feed- 

back gain matrix as well as the PI controller parameters can be obtained. In the design of 

the controller, the intennediate parameter o is varied from -0.1 to -4.5 when cornputing 

the coefficient interval set in EQ (4.64), and the desired pole assignment region is the 

stripe between these two values in the left-half s-plane. 

In addition, the above K is obtained by minimizing the real part of the largest 

eigenvalue of the closed-loop system under al1 actuator failure cases. 
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The eigenvalues of the closed-loop system under al1 three modes of operation 

are illustrated as follows: 

(A) During normal operation: 

where the first three values correspond to the eigenvalues of the pre-compensator. 

(B) Under the aileron failure: 

(C) Under the rudder failure: 

These eigenvalues clearly indicate that the stabiiity of the system is well main- 

tained in ail three operational modes. The simulation has been performed. With the system 

configuration as shown in Figure 4.8, the tracking ability of the system will be maintained 
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with the help of the PIcontroller in the outer loop. The step responses of the system under 

al1 three modes of operation are shown in Figure 4.12. 

aileron failure -1 1 
Figure 4.12 Step response of the ciosed-loop system in three operation modes 

From Figure 4.12, one can observe that when an aileron failure occurs, the sys- 

tem becornes much more sluggish. This is because the aileron is the primary actuator for 

the bank-angle control. On the other hand, if failure occurs in the rudder, the system expe- 

riences slightly more overshoot because dunng normal operation, the rudder provides 

additional darnping to the closed-Ioop system. We should emphasize that the steady-state 

performance of the system is rnaintained under al1 three conditions. 

The step response of the normal system is shown in Figure 4.13 (a), together 

with the control signals to the aileron and rudder shown in Figure 4.13 (b). In this figure, 

an input command consists of two step inputs, one occurs at t = 1 sec., the other at t = 

40sec. 

It is also interesting to examine how failures in the aileron or the rudder affect 

the bank-angle control. These two situations are shown in Figure 4.14 and Figure 4.15, 
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with the sarne system input as in Figure 4.13. The only difference is that an actuator (aile- 

ron or rudder) is assumed to fail at t = 30sec. before the second step input comrnand is 

issued. 

- - [  - syaern wrput II 
wmmand nput 

v 

-0.4 - - 
- - -  aileron signal 

rudder signal 
-0.6 - 

0 10 40 M 60 70 

Figure 4.13 Normal operation: (a) System response; (b) Control 
aileron and the rudder 

eo 

signals from the 
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Figure 4.14 Aileron failure: (a) System response; @) Control signals from the 
aileron and the rudder 
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command input 

Figure 4.15 Rudder failure: (a) System response; (b) Control signals from the 
aileron and the rudder 

As illustrated in Figure 4.14 and Figure 4.15, when the actuator failure occurs at 

t=30 sec., because the failure results in an offset in the actuator output signal (i.e. the 

failed actuator is stuck at certain position), it does not affect the system until the input 

cornrnand changes. This can be seen clearly by comparing the three system responses in 

the three operation modes after t=40 sec. Cornpared to the normal systern response in Fig- 

ure 4.13(a), the response of the system with the aileron failure in Figure 4.14(a) becomes 

much slower, while the response of the system with the rudder failure in Figure 4.15(a) 

becomes less damped. 

To better understand how the reliable controller achieves the fault tolerance, and 

the intricate relationships between the aileron and the rudder in the presence of failures, 

we have depicted the control signals from the rudder channel as well as from the aileron 

channel in d l  three operational modes in Figure 4.13@), Figure 4.140) and Figure 

4.15(b). These figures clearly show that these two actuators cooperate to achieve the 

appropriate control and compensate for each other. When one actuator fails, it remains at a 

certain fixed position, and the other actuator change its control effort immediately to com- 



100 

pensate for the failed actuator. This kind of load-sharing is carried out intemally and auto- 

matically with the proposed design scheme. 

2. Reliable dual-actuator bail-beam system - 

Consider the dual-actuator system as shown in Figure 4.16, The system has two 

driving motors, one at each end. We can consider one of the two motors as redundant. The 

function of the two motors is to move the bearn at the two ends up and down to control the 

position of the bdl. The type of redundancy illustrated in this system is the actuator redun- 

dancy. We will show that it is the existence of such redundancy that makes it possible to 

design a FTCS against failures in either motor. 

Figure 4.16 DuaI-actuator ball-beam system 

The kinematic diagram of the system is sketched in Figure 4.17. 



Figure 4.17 Kinematic relationship of the ball-beam system 

The physicd parameters of the systern and their values are as follows: 

L: the beam length (0.5 m) 

r: radius of the bal1 (0.016 m) 
m: mass of the ball (0.2 kg) 
d: lever offset (0.04 rn) 

g: gravitational acceleration (9.807 rn/2 ) 
J: moment of inertia of the ball ( ~ m s ~ / r a d )  
q : bal1 position from the center of the beam (m) 
a: angle of the beam (rad) 
Bi :  gear angle of the ith servo motor (rad). 

From the kinematic relationship, a Lagrangian equation can be obtained: 

In the above, the moment of inertia is calculated using the following formula: 

With the assumption that the bearn is long enough with respect to Ah, (Le. a is 

very small, and sina = a ), EQ (4.79) c m  further be simplified as: 



Furthermore, 

Ah ( t )  = Lsin [ a  ( t )  ] = La ( t )  = dsin [O1  ( t )  J - dsin [O, ( t )  ] 

Hence, the system with small perturbations can be expressed as: 

where 8, ( t )  and €12 ( t )  are the angular positions of the two driving motors. 

Substituting the above equation into EQ (4.8 1), the following simple linear rela- 

tionship c m  be obtained: 

Clearly, the system has two independently manipulated variables, ( t )  and 

The above mode1 c m  be written in a state-space representation as: 

r 1 

T T 
where the staie vector is defined as: x ( t )  = [xl ( f )  x2 ( t )]  = [q ( r )  fi ( t)] . 
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Since the motor dynamics are much faster than that of the system, in the subse- 

quent analysis we will ignore the rnotor dynamics and assume that the motor angular posi- 

tions are proportional to the applied voltage: 

8, ( t )  = Kiui ( t )  i = 1,s (4.86) 

where Ki is the proportional gain of the ith motor. 

Combining EQs (4.85) & (4.86), one can obtain the following dynamic relation- 

ships between the applied motor voltages, the system inputs, and the bal1 position as the 

system output: 

This system has two inputs and one output. From the redundancy definition in 

Chapter 3, it becomes clear that this system has one degree of uniform actuator redun- 

dancy. This redundant control input can be utilized to improve the fault tolerance capabil- 

ity of the systern against possible failure of the driving motors. It should be noted that the 

precompensator is not needed in this case because the system is dready in the uniform 

redundancy form. In the actual controller implementation, the ball position is cbtained by 

measuring the resistance of the beam, and the ball speed signal is estirnated using a numer- 

ical differentiator. 

The objective of the FTCS design is to synthesize a state-feedback and a PID 

controller which can maintain the desired system performance (stability and accuracy) not 

only when both motors are in good working condition, but also when one of the motors 

fails. 
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Based on the previous analysis, the structure of the closed-loop system can be 

illustrated in Figure 4.18. There are two control loops in the system. A state-feedback con- 

trol is used in the inner loop, and a P I '  controller is employed in the outer loop for main- 

taining the tracking ability. It should be mentioned that in order to guarantee stability in 

the normal and actuator failure modes of operations, the state-feedback and the P D  con- 

trollers should be considered jointly in the design. 

Actuator 1 

bail- beam 
system 

Actuator 2 

Figure 4.18 The structure of ball-beam balance control system 

To synthesize a reliable ball-bearn balance control system, the following design 

objectives need to be satisfied: 

1 .  High priority objectives: maintain the closed-loop system stability and 

achieve a zero steady-state position error. 

2. Low prioriîy objectives: limit the maximum overshoot~undershoot less than 

10% and lirnit the settling time Iess than 10 sec. 

When both motors operate normally, the high priority objectives and the Iow 

pnonty objectives should be achieved. In other words, the system should be able to bal- 

ance the bdl at any desired location on the beam quickly and in a stable manner. However, 
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if one of the motors has failed, using the reliable control, the high priority objectives need 

to be achieved with the possible compromise of the lower priority objectives. 

By substituting the values for al1 the physical system parameters in EQ (4.87), 

and letting KI = K2 = 1.0, the system mode1 becomes: 

Y ( t )  = [l o]x ( t )  

From EQ (4.88), it c m  be seen that the state-space representation of the system 

is in the controllabiiity cornpanion canonical fom, and the system has one degree of uni- 

form actuator redundancy. By using the design technique presented in Section 4.3, the fol- 

Iowing state-feedback gain matrix is synthesized: 

In addition, the parameters of the PID controller is chosen as: 

With the above chosen state-feedback and P D  controller gains, the eigenvalues 

of the closed-loop system can be calculated as follows for three motor conditions: 

normal: A. = {-3.9721, -0.3044 + jO.5233, - 0.3044 - jO.5233) 

motor I failed: hl = {-3.6393,0.3016 + jO.5538, - 0.3016 - jO.5538) (4.9 1) 

rnotor 2 failed: h2 = {-3.6393,0.30 16 + jO.5538, - 0.30 16 - jO.5538) 

It is clear that the ciosed-loop system is stable for al1 three conditions. However, 

when one of the motors fails, the system eigenvalues move close to the edge of the r-sta- 

bility region, as shown in Figure 4.10. 
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To evaluate the performance of the FTCS design, step response tests have been 

camied out on the system under the following operational modes: (1) both motors are in 

operation; and (2) only one motor is operational. The expenmental results are illustrated in 

Figure 4.19 & Figure 4.20, respectively. In both cases, the control cornmanci is to move the 

bal1 10 cm off the center of the beam. 

1 
0 2 4  6 8 10 12 14 16 18 20 

Tirne [sec) 

Figure 4.19 Step response of the system under two rnotor operation 

Exarnining the systern responses, it is interesting to note that, when both motors 

are operational, the system tends to have smaller overshoot/undershoot (less than 19%) 

and shorter settling time (10 sec.). However, the interaction between the two motors pro- 

duces a non-minimum phase characteristics which lead to a small undershoot in the initial 

part of the response. In contrast, single motor results in a larger overshoot (37%), less 

darnping, and longer settling time (14 sec.). Nevertheless, the closed-loop system is still 

stable. 



O 2 4 6 8 10 12  14 16 18 20 
Tlm e (sec) 

Figure 4.20 Step response of the system under single motor operation 

The above feature is cornmon among most fault tolerant control systems, i.e. in 

the presence of faults, one would expect that there is a limited amount of performance deg- 

radation, but the most important properties of the system, such as stability, are maintained. 

In order to examine the transient induced by the actuator failure during the oper- 

ation, we have simulated an actuator fault at t=4 sec by disabling one of the motors before 

the system reaches the steady-state. The result is shown in Figure 4.2 1. It can be observed 

that when one motor fails, the other motor can still achieve the final control objective. Of 

course, the amount of fault-induced transient will depend on the time and the state of the 

system when the fault occurs, In this case, the fault induced transient lasts about 10 sec. 
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Figure 4.21 Fault-induced transients during the operation 

The experimental results have clearly demonstrated the effectiveness of the 

FTCS design against actuator failures. If the controller is designed without taking into 

consideration the actuator failures, the system may still operate satisfactonly when both 

actuators are in good working condition, but can fail catastrophicalIy whenever one of the 

actuators is out of service. This situation is illustrated in Figure 4.22 where the systern ini- 

tially operates normally with the two actuators, but cannot even maintain the closed-loop 

stability when one of the motors fails. 



Time (sec.) 

Figure 4.22 Unstable systern response under single motor operation using 
conventional control 

4.4 Passive FTCS Design Against Sensor Failures 

Generally speaking, the output sensor plays a very important role in the control 

system. Usually, sensor failure can pose a very serious probtem. For this reason, redundant 

sensors are often used in systems with high reliability requirernents. In fact, triple or qua- 

druple sensor redundancy followed by a voting scheme is a very cornmon technique used 

in practice. The voting scheme is used to distinguish the normal sensor reading from the 

abnormal ones and a switching device is used to feed back the proper signal [18] 1191. 

Such scheme is usually effective in increasing the reliability against sensor failures. How- 

ever, in some cases, due to the sensor size, the extra cost and the increased complexity of 

the entire control system, such a scheme may not be practical. 
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In this section, a reliable control system design scheme against sensor faults is 

proposed. In addition to the system output sensor, redundant dissirniiar sensors are used to 

measure the other system variables which are accessible. Then additional information on 

system output c m  be obtained through an estimation aigorithm based on the redundant 

rneasurernents. Such redundant output signals are extremely important, especidly when 

the output sensor fails. There is no switching action in the proposed control strategy since 

both the output sensor and the redundant dissimila sensors are used dunng the entire sys- 

tem operation. When properly selected, the redundant sensors can have smaller size, lower 

cost and higher reliability in cornparison to the primary output sensor. The proposed con- 

trol scheme has been implemented on a lab-scale DC motor drive system. 

Consider a linear time-invariant SIS0 system with the input u and the output y ,  

with a reliable control system structure with redundant sensors as given in Figure 4.23. In 

addition to the primary output sensor (sensor I ) ,  another sensor (sensor 2) is also used to 

rneasure a properly chosen intermediate state variable, yl  . From yl , the system output can 

be estimated and used as the feedback signal to the controller. 

? 

PID Gds) - X 

Figure 4.23 The illustrative diagram of the passive control system structure 
against sensor faults 

From Figure 4.23, the system transfer function G (s) is calculated as  follows: 



and 

According to the sensor fault modelling in Chapter 2, the measured system out- 

put z with the possible sensor failure is obtained as: 

where Ml represents the gain of sensor 1, and fs ( s )  = d f / s  is the sensor reading devia- 

tion due to failure, which, in time domain, is a constant term df. 

G2(s)  is the mode1 of the system dynamics G2 (s). Through G2 (s) , the sys- 

tem output c m  be estimated using the intermediate state y, , i.e. 

where ? (s)  is the estimated system output signal, and M2 represents the gain of sensor 2. 

By assuming M I  = 1 and M2 = 1, EQ (4.95) and EQ (4.96) c m  be wntten as: 

Given such a system stmcture, the problem of reliable control is to design the 

controller such that, under both normal and sensor failure conditions, the closed-loop sys- 

tem stability and a certain performance level can be maintained. It should be mentioned 
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that in the servo system, the tracking ability of the control system cm be achieved by using 

a PID controller. 

4.4.2 Design of the control system 

From Figure 4.23, by a simple block diagram manipulation, the t rader  func- 

tion of the closed-loop system c m  be obtained: 

k - 
where Gpid(s)  = kp + + kds. 

From EQ (4.98), one can further obtain that: 

Therefore, in the steady-state: 



and 

where Km is the system DC-gain. One cm see clearly that the sensor failure does not affect 

the steady-state of the system response at all. By assurning that G(s)=G2(s). The DC- 

gain can be maintained at unity independent of L,. From EQ (4.1021, the sensor bias has 

also been eliminated by the PID controller. Therefore, using the above control system 

structure can indeed guarantee the system steady-state performance in the presence of the 

output sensor failure. However, the sensor failure c m  actually affect the system transient 

performance, and even the system stability. Hence, the controller needs to be carefully 

designed in order for the system to retain its stability. 

By writing G, ( s )  in EQ (4.99) as: 

The characteristic equation of the closed-loop system cm then be written as: 

where q is the order of the closed-loop system, and ai, i = 1, . . ., q are the coefficients of 

the closed-loop system characteristic equation, and 
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where 8 is a vector containing the coefficients of the denominator polynomial of the trans- 

fer function G (s) , and similarly A2 is that of (s). 

Under normal system operation and output sensor failure operation, one cari 

have the following two different closed-loop characteristic equations: 

Based on the above pararneters, one has to choose k, ,  ki, kd to stabilize the 

closed-Ioop system under both normal and sensor faiIure conditions. The robust eigen- 

value assignment technique that has been discussed in the preceding section c m  also be 

used here to determine the controller parameters. Therefore, with the proposed system 

structure and by properly designing the controller pararneters, the closed-loop system sta- 

bility and tracking ability in the normal and the output sensor failure cases c m  be guaran- 

teed. 

An assumption of the proposed scherne is that the system dynamic mode1 is 

known exactly. However, the modelling error always exists in practice. In this case, the 

effect of the modelling error can be examined through sensitivity and robustness analysis, 

r201 Pl]* 

4.4.3 Reliable DCdrive system 

1. System structure - 

The above design scheme is implemented in a Iab-scale DC motor drive system 

which is shown in Figure 4.24. 



m0m v XHR-150-4 
D/ A 

Figure 4.24 Open-loop DC rnotor drive system with current sensor 

The related parameters of the system are: 

Power Supply (XHR- 150-70): U, = 15.1647 Uc - 0.2242 

Current sensor: Vi = 1.6656 . i, - 0.0023 
L : The motor armature inductance (0.08 H) 

Ra : The motor armature resistance (4.0 R )  

J ,  : The moment of inertia of the whole çystem (0.0 12 kg - m' ) 

f: The motor friction coefficient (0.002 N - m s / r a d )  

Km (el 
: The motor voltage constant (0.46 V - s / r a d )  

Km (,y The motor mechanical constant (0.46 N m / A  ) 

K, : The tacho speed-voltage constant (0.02 15 V/rprn ) 

The annature circuit of the motor can be modelled as: 

dia ( t )  
L- d t  + Raia ( t )  = u ( t )  + eb ( t )  

where eb is the back emf voltage, which is proportional to the motor speed as: 



where o is the angular speed of the motor. Taking into account the load disturbance, the 

mechanical goveming equation of the system can be written as: 

where Td is the constant load torque, and Tm ( t )  is the rnotor generated torque which is: 

Tm (t) = ('1 (4.1 10) 

By combining the above equations, the total dynamics of the motor can be mod- 

elled as: 

By taking Td as one of the system States, together with armature current and 

angular speed, the following state variables can be defined: 

The system can then be represented as: 
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Since the dynamics of the tacho generator are relatively fast in cornparison with 

those of the rest of the system, it is also not unreasonable to assume that the tacho genera- 

tor output is proportional to its speed as follows: 

where os is the measured angular speed signal from tachometer, Ks can be interpreted as 

the sensor gain, and the sensor failure will result in changes in K, . 

By substituting the values of system parameters into EQ (4.1 13), the system can 

be described by: 

= 

To reduce the chance of cornmon mode failures, it is highly desirable that the 

redundant sensors be something other than a mere replica of the existing tacho-generator. 

An effective way is to apply the concept of hybrid redundancy of Chapter 3, where the 

speed information is obtained through estimation based on the measurement frorn differ- 

ent parts of the system. 

2. Closed-loop system structure and design - 

Knowing the analytic relationships arnong the motor speed, the armature volt- 

age and current, one will be able to estimate the speed from the voltage and current sig- 

nais. If the estimation from voltage and current is accurate enough, it can be regarded as 

redundant information. Since there are no mechanical 'moving' parts in the voltage and 

current transducers, generally, they are inherently more durable. Better still, we could even 
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easily use multiple voltage/current sensors followed by a voting scheme to further enhance 

the reliability of the measurement system. Therefore, in the analysis to follow, we will 

assume that the reliability of the voltagelcurrent measurement devices is significantly 

higher than that of the tacho generator. Clearly, such redundancy consists of both physical 

and analytical elements. 

A detailed block diagram of the control system is depicted in Figure 4.25. 

Based on the motor rnodel, a state obsewer is used to estimate the motor speed signal, and 

the unknown load disturbance Td .  It should be mentioned that by estirnating such 

unknown disturbance load, its effect cm be elirninated. 

I 
+- Tachometer r 

I I 
1 Speed Loop 

Figure 4.25 Reliable servo system structure 



The observer used in Figure 4.25 is given as follows: 

whereZ(t) = [j , ( t)  & ( t )  j -d ( t ) ] ,  ~ ( t )  = E, ( t )  ,and H i sa  3 x 1 observergainvec- 

tor. By properly choosing H, the estirnated states will converge to the reai system states, 

i.e. 6 ( t )  + O ( t ) ,  and Td + Td under the assurnption that there is no rnodelling error in 

the observer. 

3. Closed-~OOD svstem ~erfonnance 

To evaluate the effectiveness of this FTCS design approach, the performance of 

the drive system under the following three types of tacho generator failure modes have 

been considered: 

(1) reduction in the tacho effectiveness (reduction in the sensor gain); 

(2) poor calibration (tacho with an unknown bias); and 

(3) break in the tacho generator signal channel (total loss of the speed signai). 

First of d l ,  for the performance of the speed estimator, the estimated and the 

rneasured speed signals are compared in Figure 4.26 under normal operating conditions. It 

can be seen clearly that the state observer c m  indeed provide an accurate motor speed esti- 

mation. 
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Figure 4.26 Cornparison of the measured and the estimated motor speed 

It is important to mention that, because the dynamics of the observer are 

extremely fast, there is no noticeable performance detenoration when the estimated speed 

signal is used for feedback purposes, rather than the measured speed signal. This is an 

important observation for the rernainder of the experiments. 

The speed regulation characteristics of the closed-loop system were then exam- 

ined when the speed sensor suddenly losses its effectiveness by a 20% gain reduction. The 

resuks of the FTCS design and the conventional tacho based feedback control are illus- 

trated in Figure 4.27. Clearly, in the case of FïCS design, the failure in the tacho only 

causes a negligible disnirbance in the generator speed. However, in the case of conven- 

tional design, the failure has led to a 20% speed error. 



Figure 4.27 The performance of FTCS and the conventionai design under the 
20% reduction in the sensor effectiveness 
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One of the cornmonly occumng problems in measurement devices is bias. Due 

to the feedback nature of the control system, a rninor bias can lead to a steady-state enor in 

the controlled variable. As discussed in Chapter 2, effectively, a bias in the measurement 

c m  be considered as a fault. The performance of the FïCS design and that of the conven- 

tional design are compared in Figure 4.28 for the presence of 10% bias in the speed mea- 

surement. It can be seen clearly that the effect of the bias on the FTCS design is much 
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srnaller than that of the direct tacho feedback. 
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Figure 4.28 The performance of FTCS and the conventional design in the 
presence of +IO% bias 
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One very serious type of fault in measurement devices is the total loss of the 

signal due to broken wires, power failure in transducers, etc. For the conventional tacho 
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feedback control, the entire system would become open-loop. However, using the current 
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F K S  design, the speed signai c m  still be obtained from the current and voltage measure- 
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ments. The performance of the FTCS system design and the conventional design is illus- 

trated in Figure 4.29. 
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Figure 4.29 The performance of FTCS and the conventional design for the total 
loss of the tacho generator signal 

The experimental results have clearly demonstrated the robustness of the FTCS 

design against feedback sensor failures. One minor disadvantage of such a FTCS design is 

that the complexity of the system has increased. Furthemore, when the tacho signal is 

totally lost, the system may no longer possess good load disturbance rejection properties. 

4.5 Conclusion 

In this chapter, passive FTCS design are discussed. Existing design methods are 

reviewed first. New design methods of passive FTCS against actuator and sensor failures 

are then proposed, where the actuator and sensor redundancies were utilized respectively 

to achieve the fault tolerance. The proposed designs were successfully applied to a bail- 

bearn systern and a lab-scale DC drive systern, as well as simulated for an aircraft flight 

control systern. 
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CHAPTER 5 

Fault Detection and Ident@îcationt 

5.1 Introduction 

In the preceding chapter, design issues of the passive fault tolerant control have 

been thoroughly exarnined. Beginning with this chapter, the design of active fault tolerant 

control systems will be discussed. It is known that the design of active FTCS involves two 

steps: one is to design a Fault Detection and Identification (FDI) scheme, and the other is 

to design a Reconfigurable Control Scheme (RCS). The role of the fust step is to detect 

the occurrence of faultslfailures in the system and obtain information on the faults and the 

faulty system; in the second step, based on the FDI information, the controller parameters 

are reconfigured to maintain appropnate control over the post-fault system. 

In this chapter, the design of FDI schemes will be considered. First, concepts 

and principles of FDI are described dong with an introduction to the basic design tech- 

niques. Finally, a FDI scheme using a bounding pararneter estimation algorithm is pro- 

posed for the integrated design of active FïCS. 

- 

? : A version of this chapter has been submitted for publication: 

J. Jiang and Q. Zhao, "Cornparison of RLS parameter and state estimztion based FDI 

schemes," submitted to Journal of Franklin Institute in January, 2999. 
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5.2 Principles of FDI 

Since FDI is a very important step for achieving fault tolerance in automatic 

systerns and processes, it has drawn extensive research interest and a lot of progress has 

been made in recent years. A variety of design techniques have been developed and suc- 

cessfülly applied [Il  [2] [3]. Arnong the existing techniques, model-based approaches play 

an important role. As the name implies, such methods carry out FDI tasks based on the 

mathematical mode1 of the system. Three types of comrnonly used model-based FDI tech- 

niques are based on: (1) state estimation; (2) pararneter estimation; and (3) parity space. It 

shouId be mentioned that only state estimation based and pararneter estimation based FDI 

schemes are considered in this thesis. 

The basic idea of FDI is to generate a residud signal which is sensitive to the 

occurrence of the fault, and then perform a hypothesis test on the residual signal to deter- 

mine the fault occurrence and findly identify the source and the size of the fault. 

It is important to emphasize that, for a given FDI task, the amount of informa- 

tion available to al1 model-based FDI rnethods is the same, i.e. complete knowledge of the 

pre-fault system and the set of input-output data. The only difference arnong various meth- 

ods is how such information is used. 

In state estimation based FDZ approaches, a state estimator (an observer or a 

Kalman filter) is synthesized for the purpose of residuai generation. If the system operates 

normdly, the residual of the estimator should be very srnall (or a white noise process in 

stochastic case). If a fault has occurred, the residuai will be large (or non-white). There- 

fore, the fault can be detected by performing a hypothesis test on the residuai signal. In 

parameter estimation based FDI approaches, the system parameters are estimated on-line 

in reai-time. Once the parameter estimates have converged, they are then compared with 

the nominal parameters to generate the residual. In the absence of system faults, this signal 

should be close to zero, or very "srnall". Otherwise, if a fault has occurred, the residual 
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signal will be relatively "large". Hence, FDI can be carried out simply by checking the 

parameter discrepancies. A parity space based FDI approach relies on checking the cause- 

effect relationships between the system input and output. If the system operates normally, 

the input-output data should match the mathematical mode1 of the system, otherwise, this 

matching condition will no longer hold. 

Because different FDI schemes use different residual generating mechanisms, 

their performance will be different even under the same fault scenario. Several attempts 

have been made recently to explore the similarities and differences arnong the above-men- 

tioned FDI approaches. It has been shown that the discrete parity space method is exacdy 

the same as a deadbeat observer, [4]. The relationship between the parity space and the 

parameter estimation has been investigated in [5]. Comparisons have been made between 

the parameter estimation and the observer based approaches in [6] [7]. Some new results 

on the relationships between these two approaches have been obtained through the appli- 

cation of a pararnetric observer, [8]. Different types of residual generation schemes for 

FDI have also Seen investigated in a unified way in [9]. 

In active FTCS, the eficiency of the FDI scheme has a direct effect on the 

reconfigurable control. The fast detection and accurate fault information provided by FDI 

will help the RCS to take proper control action in time so that the system stability and per- 

formance can be maintained. In this sense, an effective FDI scheme can benefit the perfor- 

mance of the entire system. The design of FDI and RCS should not be conducted 

separately, and they shall cooperate to "fight" against faults/failures in an integrated man- 

ner. Therefore, the FDI scheme should be designed in such a way that it c m  be readily 

integrated with the reconfigurable control scheme. 



5.3 State Estimation Based FDI 

5.3.1 Residual generation using observers or Kalman _filters 

The basic principle of residual generation using state estimation is illustrated in 

Figure 5.1. 

Figure 5.1 Residual generation using an observer 

In this figure, M represents the sensors. The relationship between output matrix 

C and measurement matrix M has been illustrated in Chapter 2. The measured system vari- 

able ys (k), is compared with the corresponding signais from the observerlKalman filter, 

9 (k) to generate the residuai signal: 

The residual calculated in EQ (5.1) also represents the observation error and is 

fedback to the observer to improve the state estimation. If there is no fault in the system, 

the residual signal r (k) will only reflect the system measurement noise or other unmod- 

elled disturbances in the system. However, if a fault has occurred in the system, the mode1 
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of the observer will no longer match the acnial system, the magnitude of the residual sig- 

nal r ( k )  will then increase. Therefore, by checking this residual signal, faults cm be 

detec ted. 

Consider a linear SIS0 system with the following mode1 representation: 

x ( k + 1 )  = A x ( k )  + B u ( k )  

y ( k )  = C x ( k )  + v  ( k )  

where x (k) E !Rn ' is the state variable, y (k) E CR' l is the systern output and v ( k )  is 

the measurement noise with the covariance defined by: 

where Skj is the Kronecker delta function. 

The sensor output is written as: 

Since no redundant sensor is considered here, the dimension of yS (k) is equal 

to that of system output, y (k) . Therefore, for the above system, M = 1 during normal 

system operation. 

When the measurement noise is negligible, a full order observer can be used to 

generate the residual signal: 



n x l  
2 (k) E % and j, (k) E % l ' are the estimated systern States and output, respectively. 

n x l  
The vector H E CR is known as the observer gain which c m  be designed to achieve the 

desired rate of convergence of the observer. 

Wiîh the state estimation error denoted as e ( k )  = x ( k )  - X (k), in the absence 

of faults, it can be calculated as: 

where ko is the initial time instant. 

If the observer gain is chosen such that the eigenvalues of the matrix (A - HG) 

satisS the following condition: 

the nom of the estimation error will approach ta zero exponentially if there is no fault in 

the system, Le. 

k - k ,  
lim I[e (k) II lim 6y. Ile (ko) II + 0 k+ =  k*-  

where 6 is a positive constant. 
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If the measurement noise cannot be neglected, Kalman filters can be used for 

residual generation in this case: 

( k t  Llk+ 1 )  = X ( k +  l l k )  + R ( k +  1) Ey,(k+ 1 )  - C X ( k +  l l k ) ]  = (5.11) 

and 

where X ( k +  1 lk) denotes the conditional mean of x (k+  1) given observations of 

{ y ( i ) ) ,  i  = l ,2 ,  ...... k .  

The Kalman filter gain, k ( k  + 1 ) , is obtained from: 

The a priori estimation error covariance matrix Z ( k  + Il k )  = E [e(k + 11 k )  e y  k  + 11 k j  is 

cdculated as: 

where the a priori estimation error is defined as: 

It has been proven that X ( k  + 1 lk) is the minimum variance estirnator if the 

measurement noise is Gaussian, [ I O ]  [ l  11 .  The expected value of the estimation error will 

be: 

E [ e ( k +  l l k )  1 { y ( i ) , i =  1,2, ... k ) ]  = O (5.17) 



T 
and theemorcov~ancematnx  ~ [ e ( k + l l k ) e  ( k + 1 l k ) I { ~ ( i ) , i = L , 2 ,  ... k ) ]  is 

minimum compared to that of other estimators. 

By substituting EQ(5.11) into EQ (5.12), one c m  obtain another form of Kal- 

man filter: 

where the KaIrnan fiIter gain is cdculated frorn: 

From EQ (5.2) and EQ (5.18), one can obtain that: 

The rate of convergence of e ( k  + 1 1 k )  depends on the eigenvalues of the fol- 

lowing matrix: 

Y ( k )  = A - K ( k )  C (5.2 1 )  

This rnatrix is time-varying due to K ( k )  . A lot of research has been done to 

study how the matnx Y ( k )  behaves when K (k) is updated using EQs (5.14) & (5.15), 

[ I O ]  [Z 11. In fact, the Kalman filter gain K ( k )  and the a priori estimation error covari- 

ance matrix L (k  + 1 1 k) converge to their steady-state values as k  + m .  From EQ (5.15), 

as Z (k + 1 1 k) converges, its steady-state value Z = lim L ( k  + 1 1 k)  satisfies the fol- 
k+- 

lowing algebraic Riccati equation: 

Based on the solution of the above equation, the steady-state Kalman fiIter c m  

be obtained from the following Iernrna, [IO]. 



135 

Lemma 5.1 If the system is stabilizable, and the pair (C, A) is observable, then 

(1) K ( k )  + Kss exponentially, where Kss is h o w n  as the steady-state Kalman 

fîlter gain, and 

(2)  Y ( k )  + y, exponentially, where YSS = A - K,,C is the steady-state 

transition rnatrix that has a21 eigenvalues inside the unit circle, Le: 

Since the state estimation error equation can be rewritten as: 

where e (ko) = x (ko)  - 2 (k,) , Lemma 5.1 implies that the state estimation error con- 

verges to zero exponentially, i.e., 

5.3.2 Observer/Kalrnan filter based fault derection 

Generally speaking, faults in a dynarnic system are often associated with mal- 

function of system components, which are reflected as changes in the system parameters. 

Therefore, system dynarnic faults can be modelled as parameter changes. 

For the system described in EQ (5.2), according to the fault rnodels in Chapter 

2, the faults c m  be represented in a multiplicative form: 

(Ao7 Bo)  k < kf No Fa u l t  
( A , B )  = 

( A , + M , B , + A B )  k 2 k f  Fault 

or an additive form, i.e. a sensor bias: 



k <  kf NoFault 
Y#) = (5 -27) 

L s y ( k ) + f s ( k )  k 2 k f  Fault 

where (A,&,) are the nominal system matrices, and (M,AB) are their fault-induced 

changes. LS represents faults induced change in the sensor gain, and fs (k) is the sensor 

bias. 

In the observer case, when the system is fault-free, the residual signal is: 

Notice that M = 1 when the sensor functions normally, the residual signal c m  

further be written as: 

From EQ (5. IO), in the absence of measurement noise and any faults, the resid- 

ual signal r (k) generated by the observer goes to zero exponentially, Le. r (k) + 0. 

Once the fault occurs at the time instant kf, the equation governing the state 

estimation error becomes: 

where fo (k) = Mx (k) + D u  ( k )  + Hfs ( k )  appears to be an additional term in the 

system equation, which contains dl fault induced changes. 
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The estimation error can then be caiculated as: 

k, - ko Since e (kf)  = ( A  - HC) e (ko) , therefore, one can have: 

k -ko  k 
e ( k )  = ( A - H C )  e ( k o ) +  z ( ~ - ~ ~ ) ~ - i f , ( i - l )  k >  kf (5.32) 

Therefore, the residual signal in this case becomes: 

It should be noted that the fault induced term fo (k) acts as an extemal input to 

the state estimator. Although as k -t =, the first term in EQ (5.33) converges to zero, the 

residual signal in EQ (5.33) will no longer be zero and can be used to detect the fault 

occurrence. Due to the exponential convergence of the first term, the transients of the 

residual signal dies out quickly, and it will reach a steady-state that reflects the scale of the 

fault. 

In the case of Kalman filters, when the system operates nomally, the residual 

signai is calculated as follows: 

r ( k )  = y , (k )  -CZ(k lk-  1) = Ce(k1k- 1) + v ( k )  k  S kf (5.34) 

which is a zero mean white Gaussian noise with the known covariance as: 



If a fault has occurred in the system as in EQs (5.26) & (5.27), the residual sig- 

nal becomes: 

with 

where fn (k) = M x  (k) + ABU (k) + K (k) f, (k) contains the fault induced changes. 

In this case, r (k) is no longer a zero-mean white Gaussian noise, the fau1t 

detection can be carried out by analyzing the change in the characteristics of r (k) through 

proper statistical tests, such as tests of whiteness, tests of mean and tests of covariance, 

[ 121 [13]. One way to do it is to construct the following variable: 

where R (i) is the covariance matrix of the residual signal as in EQ (5.35). 

It is well known that Z (k) is a random variable with a x2  distribution in the nor- 

mal case. Then, the fault detection can be achieved by the following hypothesis test: 
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When choosing the threshold y. and the window length N, one has to take con- 

sideration of the issues of detection delay, probability of missing detection and fdse aim. 

Usually, there exists certain trade-off among these cntena, 1141. 

5.4 Parameter Estimation Based FDI 

5.4.1 Residual generation using parameter estimation schemes 

The residual generation scheme based on parameter estimation is depicted in 

Figure 5.2. Since many plant faults appear as changes in the system parameters, it is natu- 

r d  to make use of such information for fault detection. As shown in the figure, one can 

estimate system parameters in real-time and compare them with those from the off-line 

calculated nominal system model. The residual signal can then be used to detect the fault. 

Figure 5.2 Residual generation using parameter estimation scheme 

An n-th order linear time-invariant SIS0 system shown in EQ (5.2) can also be 

represented by the following AFtMA model: 
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z(k)+a,z  ( k -  l)+a,t ( k - 2 ) +  ... +anz ( k - n ) = b , u ( k -  1)+ ...+ b n u ( k - n )  
(5 -40) 

v ( k )  = z w  + v ( k )  

or as: 

y  ( k )  = vT ( k )  O* + a (k) 

where u(k) and y(k) are the system input and output, respectively, and 

T 2n 
O*= [a ,, . . . ,an, 4 , . . . ,bn] E % represents actual system pararneters. ~ ( k )  is the regres- 

T 2n 
sion vector, (k) = [-y (k - l ) ,  -y(k-2), . . ., -y(k- n), u (k  - 1) , . . . , u (k-n)]  e IK . o (k) 

is so-called equation error, and w ( k )  = v ( k )  + aiv (k - i). The rneasurernent noise 

v (k) (if present) is assumed to have a white Gaussian distribution with zero mean and a 

known variance: d . 

It should be mentioned that the above ARMA model is equivalent to the system 

state-space representation in EQ (5.2), i.e. the pararneters in both models are exactly the 

sarne. However, it is clear that the dimension of the ARMA model is 2n, and that of the 

state-space representation is n. 

Frorn the input-output data and the ARMA model of EQ (5.41), a Recursive 

Least Square (RLS) parameter estimation scheme is used to estimate system parameters in 

order to achieve the red-time estimation: 

where 6 ( k )  is the estimated parameter vector, and the error covariance iaatrix is given as: 
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P ( k )  E 9l 
2n x 2n 

is a positive definite symmetric matrix that c m  also be wntten as: 

In order to obtain the inverse matrix of P ( k ) ,  the system input signal u(k )  

should be persistently excited to the order of, at least, Zn, 1151. 

It is interesting to mention that both Kalman filters and RLS parameter estima- 

tion schemes use the sarne type of optimization criteria: ieast squares. The difference is 

that the former is to rninimize the estimation error of the system States, while the latter is 

to minimize the estimation error of the system parameters. 

Once the parameter estimates have converged, the following residual signal can 

be used for FDI purposes: 

To achieve the minimum delay in fault detection, the convergence 

parameter estimate becomes one of the most important considerations. 

1. Convergence analysis of RLS algorithm in the noise free situation - 

In the absence of measurement noise, EQ (5.42) can be written as: 

(5.45) 

rate of the 

Subtracting the true system pararneter vector 8* on both sides, it follows that: 

or in a more compact form as: 



EQ (5.48) represents an autonomous time-varying system of order 2n whose 

state is the parameter estimation error vector, 6 (k) = O* - 6 (k) . The one-step state 

transition matrix c m  be shown as: 

Consequently, the parameter estimation error will become: 

b(k)  = @ ( k ,  ko)6(ko) = P ( k )  P - l  (k,) 6(ko) 

where ko is the initial time step. 

For given P-' (ko )  and 6 (ko), the convergence of the parameter estimation error 

is a sole function of P(k), which can be analyzed using the following lemma. 

Lemma 5.2 if the systern is persistently excited, then, the nonn of the parameter estima- 

tion error in EQ (5.50) converges to zer0,i.e. 116 ( k) 11 + O . at the rate of (l/k). 

Proof: 

With a persistently exciting systern input, one c m  define the following matrix: 

The elements in G are auto-correlation and cross-correlation terms of the sys- 

tem input and output. If the nominal system is stable, and the persistent excitation condi- 
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tion is satisfied, G is a positive definite matrïx whose elements are bounded. Hence, it 

follows that: 

I I  
lim P ( k )  = lim -G- 
k*.. k+œk 

and 

Finaily, the convergence of the estimation error can be shown as: 

It is clear that the rate of convergence of 116 (k) II is only (lm. Hence the proof. 

2. Convergence analysis of RLS algorithms in the presence of noise - 

If the measurement noise is non-negligible, one has to analyze the convergence 

of the algorithm statisticaily. From EQ (5.41), it is known that the equation emor is a corre- 

Iated process: 

where o (k) is a zero mean, but correlated Gaussian process with the variance: 

In this case, the equation goveming the parameter estimation error vector will 

no longer represent an autonomous system. Instead, it has a noise driving term: 



Following the previous analysis, it is easy to show that: 

k 

= P (k) P-' (k,) 8 (k,) - P (k) P-' (1) P (Z) ~ ( 1 )  o (1) 
l =  1 

k 

The first tenn in the above equation converges to zero at the rate of ( I k ) .  As for 

the second tenn, because o (k) correlates with the first n terms in v (k), in general, 

E [yr (k) o (k) ] # O ,  Le. 

1 
hm ~ ( k )  W ( ~ )  a([) = lirn -G-l  ~ I ( z )  CO([) 
L+- 1 = 1  k - 4  l = l  

In fact, E Q  (5.59) States one well-known result of least squares based parameter 

estimation: even though the measurement noise is white, the correlated equation error may 

still lead to biased parameter estimates. In FDI applications, the biased parameter estirnate 

is certainly undesirable because the bias may be rnistakenly interpreted as the fault- 

induced parameter change, which will increase the probability of the false a l m .  The bias 

problem can be dealt with either by using more robust parameter estimation schemes, or 

by taking the bias into account when selecting the threshold at the FDI decision-making 

stage. 
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5.4.2 RLS parameter estimation based fault detection 

In the ARMA mode1 representation, faults are modelled as parameter changes 

as shown in EQ (2.12). The system parameters c m  be written as: 

T T 
where 8 = [ a l  a*. . . anb, . . . b,] and A0  = [ A a  Aa?. . . AanAb Abn] represent the 

nominal system parameter and the fault induced parameter changes, respectively. kf is the 

fault occurrence time. For the sensor bias at the measured system output, the fault is simi- 

lady modelled in EQ (5.27). 

For faults that result in system parameter changes, the convergence of the 

parameter estimates implies that: 

8 No Fault 
ê ( k )  + 

Fault 

The fault detection c m  be achieved by testing the residuai in EQ (5.45). 

If the noise is negligible, to detect a fault, one only has to test for the non-zero 

value of E, : 

It is extremely important to note that the test of E, (k) is meaningful only after 

the parameter estimate, 6 (k), has converged to the true value. This is because other fac- 
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tors such as transients of the parameter estimates, or system disturbances, can also cause 

the non-zero value of ep (k). 

In the presence of noise, E,, will satisfy a certain statistical distribution. For 

exarnple, for white Gaussian noise, E, will have a x2 distribution. For a given probability 

of false alarm or rnissing detection, a suitable threshold Yp can be deterrnined. The fault 

detection then becomes the following hypothesis test [13]: 

4 EP 5 Y' No Fault 

4 &P ' Y, Fault 

Isolation of multiplicative faults can be achieved by cornparhg the estimated 

and the nominal system parameters after the convergence of the parameter estimates: 

T 
A8 = 6 (k) -8 = [ A a l ,  Aa2, ... ... Aa,, Ab1,  ...... Ab,] (5 64) 

The faults will be associated with the non-zero elements in this vector. Further- 

more, the size of the fault cm also be estimated from the magnitudes of the non-zero ele- 

ments. 

In the case of sensor bias, it is said that the parameter estimates converge to a 

set of biased system parameters, [15], 6 + 0 + Bb , where 8 is the estimation bias. There- 

fore, faults can still be detected, but the estimated parameter vector can no longer be used 

for fault isolation. 
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5.5 Cornparison of State Estimation and Parameter Estimation based 
FDI Schernes 

Based on the previous andysis, it is clear that the state estimation and the 

parameter estimation based FDI schemes share some sirnilarities, but also have significant 

differences. 

For the state estimation based FDI schemes, one cm conclude that: 

(1) The detection delay is relatively small. Both observers and Kalman filters 

have exponential rate of convergence. This feature is extrernely important to minimize the 

fault detection delay. 

(2) There are less stnngent requirements on the system input signal. The 

requirement on the input for the state estimation based FDI schemes is significantly 

relaxed. No persistent excitation conditions are needed. 

(3) Low fault isolatibility. One of the major deficiencies in al1 state estimation 

based FDI approaches is the low fault isolability. There are total of Zn parameters which 

may undergo changes as a result of a fault in the system. However, the fault detection vari- 

able is only a scalar. It is impossible for the algorithm to provide either the exact location 

or the size of the fault. 

Therefore, one can conclude that the state estimation based schemes have very 

small detection delay, and are effective in detecting fast developing faults. However, due to 

the lack of separation of the individual system parameters when synthesizing the fault 

detection variables, it is very difficult for the algorithm to isolate the source of the fault, as 

weIl as to estimate the size of the fault. 

In contrast, the RLS parameter estimation based FDI scheme possess the fol- 

lowing properties: 
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(1) The detection delay is relatively large. The FDI decision can only be made 

after the parameter estimates converge to their true values. In RLS parameter estimation 

based FDL schemes, the rate of convergence is only (l/k). Such a convergence rate may be 

too slow for some applications, which will Iead to a large detection delay. 

(2) The information on the fault and the post-fault system is available. The loca- 

tion and the size of the fault as well as the effect of the fault on the system cm be readily 

detennined from the pararneter estimates. Such detailed information is important to the 

design of reconfîgurable control systems. 

(3) The requirement on the richness of the input signal is high. The persistent 

excitation condition of the system input is one of the necessary conditions for the conver- 

gence of the parameter estimation algorithm. In many practical situations, this condition 

may be difficult to satisw during steady-state operation, which precludes the use of such a 

method for FDI. 

Based on the above analysis, pararneter estimation based FDI schemes are 

extremely powerful in isolating the fault and estimating the fault size. However, they usu- 

aily have a large detection delay, and one also has to pay particular attention on the rich- 

ness of the system input signal. 

In sumrnary, it becomes very clear that both parameter estimation and state esti- 

mation based FDI schemes offer unique strengths and weaknesses. They indeed comple- 

ment each other in terms of their fault detection speeds, fault isolatibility, etc. In active 

FTCS designs, one may have to use both types of schemes to achieve rapid fault detection 

as well as detailed fault identification. 
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5.6 A New FDI Scheme Based on A Bounding Parameter Estimation 
Algorithm 

The critical issue in any active FTCS is the limited amount of time available for 

the fault detection and identification, and the control system reconfiguration. A large time 

delay between the instance of the fault occurrence and the onset of the control reconfigura- 

tion could result in large fault-induced transients, and even lead to loss of the system sta- 

bility. In fact, there exists a conflicting requirement between the arnount of time that the 

FDI scheme &es and the amount of information that the FDI scheme provides. This is 

one of the main dificulties in integrating a FDI scheme with a controI reconfiguration 

strategy effectively. In practice, it is impossible for a FDI scheme to provide the exact 

information on the post-fault system imrnediately after the fault occurrence. For exarnple, 

in the case of parameter estimation based FDI schemes, the time taken for the FDI scheme 

to obtain the precise post-fault system parameters depends on the convergence rate of the 

RLS estimation algorithm, which is usually slow as shown in Lemma 5.2. 

Therefore, for fast response of the control system reconfiguration, one has to 

design a fast fault detection scheme that can pick out the fault occurrence promptly and an 

effective fault identification scheme that c m  provide the most up-to-date information on 

the post-fault system right after the detection of the fault. The post fault information pro- 

vided by the fault identification scheme at the first several steps usually has Iimited preci- 

sion, however, instead of waiting for more precise information, the control reconfiguration 

scheme should be able to imrnediately incorporate such information and take control 

actions. Gradually, as more precise information becomes available, and the reconfigura- 

tion scheme is updated correspondingly until the system performance is recovered. 

It is clear that the concept of "graceful degradation" is reflected in this design 

philosophy. As illustrated in Chapter 2, the objectives of a fault tolerant control system c m  

be divided into high priority and low priority ones. When faults occur, the most important 

thing for =CS is to achieve high priority objectives to protect the system from fatal fail- 

ure. One measure of these high priority objectives is the allowable space and the hard 
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deadline (see Section 2.4.4, Chapter 2). By the first-step reconfiguration. the system per- 

formance may not be completely recovered, but sorne critical system states should be 

maintained within the allowable space. In other words, the hard deadline of the system is 

extended. This is extremely important for further control actions to recover the pre-fault 

system performance. 

As illustrated in the preceding sections, the state-estimation based fault detec- 

tion scheme is more appropriate for the task of fast fault detection. In this section, a 

bounding parameter estimation algonthm [16] is proposed for fault identification. The 

advantage of this algorithm is that it can provide a sequence of estirnated bounds on the 

post-fault system parameters. The true system pararneters are confined within the corre- 

sponding bounds which wiIl shrink as parameter estimation algorithm progresses. It is 

required that the control reconfiguration scheme should be insensitive to the differences 

between the real post-fault system pararneters and the identified ones, i.e the estimation 

errors. However, such estimation errors are usually unknown. Therefore in this case, the 

parameter bounds, within which the estimation emors are lirnited, tum out to be extremely 

important in designing the controI reconfiguration scheme. The estimation bound in this 

case act as a measure of the precision of the post fault system information from the early 

fault identification results. 

Based on the open-loop system mode1 as descnbed in EQ (5.40) & (5.41), with 

the assumption that the equation error w (k) is a bounded noise tenn, i.e. 

where q (k) is assumed to be known n priori. 

The system parameters 8 will 

S ( k )  = Wly(k)  -T(W 

belong to the following parameter set: 
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where S (k) is so-called a parameter membership set or feasible parameter set. From a 

geometric viewpoint, this set can be viewed as a polyhedral region in the paramecric space 

which is delimited by pairs of parallei planes (or lines in the two-dimensional case) 5 (k) 
and D - (k) produced from the new measurements, i.e. 

S (k) is a monotone non-increasing sequence of the set. It is depicted in Figure 

5.3 for the two-dimensional case. It is clear that any parameter vector 8 within the set 

S (k) is a valid estimation. Usually, the center of the region is chosen as the estimate of 

true system parameters. 

Figure 5.3 The parameter membership set S (k) and its ellipsoid outer bounding 
approximation 

In order to calculate the central estimate, one has to determine the membership 

set S (k). However, it is difficult to solve this problem since the number of measurements 

increases linearly in k, and it involves solving 2k n-th order inequalities in EQ (5.66). 

However, by approximating this irregular shaped convex region using an eliipsoid shaped 

region, E (k), the computational aspect of thk problem can be simplified. The algorithm is 
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called the ellipsoidal outer bounding algorithm, and was first introduced by Fogel and 

Huang, [17]. In this algorithm, the E ( k )  is chosen to enclose S (k) as "tightly" as possi- 

ble. A recursive version of this scheme is employed here. 

For the system equation given in EQ (5.41), an ellipsoid E (k) is chosen as the 

following form: 

where o2 (k) is the upper bound of the ellipsoid E ( k )  . The initial vaiue E (O) is chosen 

as: 

2 3 where cro = ~ ~ ( 0 ) .  

The covariance matrix P(k) is calculated based on the following equation: 

where a ( k )  and p ( k )  are the forgetting and the selecting factors, respectively, and the ini- 

tial vaiue P(0) is chosen as: 

& is a sufkiently small positive number such that E (O) contains S ( k )  for al1 k  2 0 ,  I,, 

is the identity matrix of order 2n. 

The estimated parameters are calculated as follows and they correspond to the 

center of the ellipsoid defined in EQ (5.68): 



The ellipsoid upper bound a2 ( k )  is updated using the following equation: 

In order to ensure the smallest ellipsoid that enclose S (k) , 0 2 ( k )  can be rnini- 

rnized by choosing proper ( k )  (fixing a ( k )  = a) .  From E Q  (5.73), by minimizing 

a 2 ( k )  with respect to p (k) , p* ( k )  can be calculated as follows: 

Therefore, at every instant k, P (k) is chosen as: 

Lemma 5.3: The ellipsuid upper bound o2 ( k )  is a monotone decreasing sequence, by 

choosing a ( k )  = a.  O c CC c 1 and P ( k )  as in EQ (5.75). 

B y defining: 



E Q  (5.73) can be written as: 

2 d 2 
Since p ( k )  is chosen to rninirnize o ( k )  , i.e. - aP ( k )  

CF (k) = O ,  which 

gives : 

Substitute EQ (5.79) into EQ (5.78), and by simple manipulation, the following 

equation can be obtained: 

2 2 o ( k )  = as ( k -  1 )  - ap2 ( k )  e2 ( k )  ( k )  

[ a + I j ( k ) W k ) 1 2  

From E Q  (5.75), when P ( k )  = O ,  the above equation becomes: 

2 2 
0 ( k )  = ao ( k - 1 )  

2 Therefore, if choosing O < a < 1 , o ( k )  is a monotone decreasing. 

When P (k) = p*(k) as shown in EQ (5.74), i.e. 

EQ (5.80) becomes: 

2 2 o ( k )  = ao ( k -  1) - 
- ( l + y ( k ) ) 2  
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le (k) ' 1 . Since the second term of the above equation is greater than or where y ( k )  = -- 
ri ( k )  

equal to zero, one c m  obtain that 

2 2 
o (k) < ao ( k  - 1 )  

2 
B y choosing O < a < 1 , o ( k )  is monotone decreasing. 

Therefore, the euipsoid upper bound a2 (k) is a monotone decreasing 

sequence, by choosing a ( k )  = a, 0 < a < 1 and P ( k )  as in EQ (5.75). 
0 

From EQ (5.68), the upper and lower bounds of the estimated parameters from 

the above aigorithm can be caiculated, and the tnie parameters lie in these bounds: 

where 

therefore 

where êi, ,, ( k )  and Oi, min ( k )  denote maximum and minimum values taken by 6i (k ) ,  

the ith element of 6 ( k ) .  Since o ( k )  is a monotonically decreasing sequence, which 

means that the size of E ( k )  is decreasing, therefore, the size of estimation error bounds 

defined in EQ (5.87) is decreasing too. 
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From EQ (5.68), it is clear that a2 (k) is also the upper bound of the following 

quadratic function: 

The study of the convergence properties of the above algorithm c m  then be car- 

ned out and the results are given in the following lernma, [16]: 

Lemma 5.3: If the fol10 wing persistent excitation condition on the input signal is satis- 

fied: 

mln I P (i) (i) &i) < M I ,  
i = k  

where m. M and N ( N  2 n ) are positive scalars. 

Then, there exists a p > O so that P-' (k) 2 p12n > O ,  and 

(1) lim 118 ( k )  - 8 ( k -  1 )  11' = 0; 
k-5-  

- 
where 8 ( k )  = O* - 6 ( k )  ; E and are scalars chosen in EQ (5.71). 

Therefore, it can be seen from property (2) of the above lemma, the bounding 

parameter estimation algorithm has an expocential rate of convergence. From property (3), 

the square of the steady-state estimation error has an upper bound, d- (=) /p . 

It should be emphasized that the parameter estimates are not updated at every 

step. As c m  be seen from EQ (5.73, a dead zone is used in the calculation of the forget- 
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ting factor p (k) so that the redundant data c m  be discarded. In other words, the estimated 

parameters, as weIl as their bounds, do not change for the time instances corresponding to 

p (k) = O .  In fact, the estimated parameters and their bounds only be updated in a step- 

wise fashion. For this reason, a new tirne variable h is introduced to represent the consecu- 

tive steps at which the estimates are updated. This tine variable c m  be calculated as 

follows: 

By replacing k with h, the estimated parameter vector and the parameter bounds 

depicted in EQ (5.72) and EQ (5.86) can be written as 6 (h) , O,, (h) and 6,, (h) 

respectively. It wiIl be demonstrated later in Chapter 6 that h can help integrate the post- 

fault system identification scheme with the reconfigurable control. 

1t is required that the control reconfiguration be prompt and effective in order to 

maintain the high priorïty system performance when the fault occurs, especiaily in the 

most critical period of active F K S ,  i.e. during the fault (see Figure 2.6 in Chapter 2). 

However, the speed and the effectiveness of the reconfigurable control system depend 

greatly on the FDI scheme. For the above descnbed fault identification scheme, at the 

moment right after the fault occurrence, the estimation error bounds are usually large, 

which makes the design of reconfigurable control more difficult. The dificulty lies in the 

fact that the control shouId be able to accomrnodate the estimation error caused by such an 

irnprecise fault identification. More details on designing a reconfigurable control system 

that cari be integrated with the proposed FDI scheme will be discussed in Chapter 6: 

Design of Reconfrgurable Control Systerns. 
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5.7 Conclusion 

In this chapter, design issues of Fault Detection and Identification schemes are 

discussed. Two comrnon design techniques based on state estimation and parameter esti- 

mation are introduced and compared. The important issue of integration of FDI with the 

reconfigurable control system is addressed. Finally, a new FDI scheme is proposed using 

the fast state-estimation based fault detection scheme and a bounding parameter estima- 

tion based fault identification scheme. 
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CHAPTER 6 

Design of Reconcfigurable Control Systems 

6.1 Introduction 

In contrast with passive FTCS, active FTCS react to the system cornponent fail- 

ures actively by reconfiguring control laws so that the stability/performance of the entire 

system can be maintained. To achieve a successful control reconfiguration, such a system 

relies on a real-time fault detection and identification scheme to provide the rnost up-to- 

date information about the post-fauit system. 

There are a lot of techniques already available for reconfigurable control, such 

as the pseudo-inverse method, [LI; mode1 following methods, [2]; and eigenstructure 

assignment methods, [3], etc. However, almost ail of these methods are based on the 

assumption that a perfect post-fault information is already available, which is seldom the 

case in practice. As mentioned in Chapter 5, it is impossible for a FDI scherne to provide 

the exact information on the post-fault system imrnediately after the fault occurrence. 

Since active FTCS involve a significant amount of on-line fault detection, real- 

time decision-making and control, the system timing is extremely important. As illustnted 

in Chapter 2, the performance of active FTCS in the duration of faults depends very much 

on the speed of FDI and reconfigurable control. Generally speaking, in the presence of 

7 : A version of this chapter has been prepared for subrnission to Automtica. the Journal 

of TFAC: 

Q. Zhao and J. Jiang, "Reconfigurable control design based on a bounding parameter 

estimation scheme." 
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faults/failures, it is required that the reconfigurable control action be taken as promptly as 

possible. On the other hand, the correctness of the control action is another important 

aspect, which depends heavily on up-to-date information on the fault, which is provided 

by FDI. Therefore, the trade-off between the speed and the correctness of the reconfig- 

urable control, and the interaction between reconfigurable control and the FDI scheme are 

two major important issues in active FTCS. Furthemore, the trade-off between the stabil- 

ity and the performance of the overall system should also be carefully considered. 

The faults considered in this chapter are assumed to be the system dynamic 

faults which has been defined and modelled in Section 2.1. Some of the existing design 

rnethods for reconfigurable control are briefly reviewed. A new active FTCS design meth- 

odology will then be introduced, where the FDI scheme and the reconfigurable system are 

integrated. In this method, the bounding parameter estimation algorithm described in 

Chapter 5 will be utilized to provide post-fault information with a set of pararneter bounds. 

A robust controller cm be immediately synthesized to start stabilizing the system without 

waiting for the final convergence of the fault identification scheme. As more data becomes 

available, the fault information will become more precise (since pararneter bounds become 

tighter), and the control system performance will be improved gradually. 

6.2 Review of Existing Design Techniques for Reconfigurable Control 
Systems 

6.2.1 Pseudo-inverse method 

The Pseudo-Inverse Method (PIM) is a well-known rnethod in reconfigurable 

control and has been applied to practical systems, such as flight control systems, [4]. The 

idea behind the PIM is to make the closed-loop system matrix of the reconfigurable sys- 

tem as close as possible to that of the nominal system. One of the advantages of this 

rnethod is its simplicity in calculating the reconfigurable control law. However, there is an 

assumption in this method that perfect information on post-fault system is available. In 
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other words, such a method is only for the controller redesign based on known failure 

information. 

Let the nominal open-loop system be given in EQ (2.1). A state feedback con- 

trol can be used: 

m X n  where K E 3 is the feedback gain matrix. 

When the system dynamic faults have occurred, the post-fault system mode1 

becomes EQ (2.10) as described in Chapter 2, which is rewritten as, 

X ( t )  = A/x( t )  + B/u ( t )  

Therefore, in order to recover the nominal system performance, it is highly 

desirable that the reconfigured closed-loop system matrix after reconfiguration be the 

sarne as that of the nominal system, i.e. 

m x n  
where 4 E % is the new state-feedback gain. By assurning Af and Bf are known, Kr 

can be calculated from EQ (6.3). However, in most cases, Bf is not invertible. Therefore 

Kr can only be obtained such that the closed-loop system marrix Af + B '  approximates 

to the nominal one A + BK. The approximation solution is given by: 



where BI is the pseudo-inverse of Bf. 

n x m  A pseudo-inverse is defined in [5] .  If the matrix N E  !il has r non-zero 

singular values ci, i = 1, ..., r ,  then it has a singular value decomposition of the follow- 

ing fom: 

m x m  
where S = d i a g { o , } ,  Vi = 1, ..., r ,  U E  9XnXn and V E  % are unitary matrices. 

The decomposition has the following properties: 

H 
where ( . ) denotes the conjugate transpose. 

The pseudo-inverse of N is then defined as: 

Based on the above definition, Y can then be calculated as shown in EQ (6.4). 

By using such a reconfigurable state feedback control, it is known that the following norm 

is minirnized: 

where II - I l F  denotes the Frobenius norm, which is defined as: 



Therefore, by the control reconfiguration, the closed-loop faulty system rnatrix 

approximates to the nominal one, in the sense that the Frobenius norm of the difference of 

two matrices is minimized. For the system stability, it has been shown that the reconfig- 

ured closed-loop system is stable only when the nominal system eigenvalues are located 

relatively far left of imaginary axis and the norm in EQ (6.8) is sufficiently srnall, (11. 

However, these conditions are rather restrictive in the context of a fault tolerant controI 

system. In the event that these conditions are not satisfied, it is possible to have an unstable 

system by using the PIM. In other words, this method cannot guarantee the system stabil- 

ity. 

Recognizing the lack of a stability guarantee when using the P M ,  a modified 

PIM (MPIMJ has been proposed in [6].  MPIM makes use of resulü on stability robustness 

of linear systems with stmctured uncertainties. By restraining the reconfigured feedback 

gain in a stability bound, the control design problem is formulated as a constrained 

rninirnization problem. Although the stability can be guaranteed using MPM, the stability 

bound is always too restrictive to be of any practical use. This method only works well 

with mild systern component faultslfailures. 

6.2.2 Model-following method 

For PIM and M P M ,  the design idea is to make the closed-Ioop system rnatrix 

of the reconfigured system close to that of the nominal system. An alternative design 

method called the model following method (MFM), shares a similar design philosophy. 

The only difference between the MFM and the PIM is the measure of such closeness and 

the technique used to minimize it. The design objective of the model following method is 
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to make the state trajectorîes of the reconfigured system as close to those of the nominal 

system as possible. 

Based on the impaired system shown in EQ (6.2), let the reference rnodel be: 

where the order of above model is assurned to be as same as that in EQ (6.2). Therefore, 

(A,, B,, Cm) , xm ( t )  , u, ( t )  and y, (1)  are of same dimensions with those in EQ 

(6.2), respectively. It is assumed that the input of the reference model, u,, is piecewise 

continuous. 

By assuming that the reference model {A,, B,, Cm} is known explicitly, the 

structure of the reconfigurable system is depicted in Figure 6.1. 

'y7EyX y 
Plant 

Figure 6.1 Control system structure using explicit model-following method, [6]. 

It is clear that the reference model is implemented as part of the control system. 

K, is the stabilizing gain. The control input of the system is 



From EQ (6.2) and EQ (6. IO), the state error can be obtained, 

ê ( t )  = Ap( t )  + (A,-Aj)xm(t) +B,u, ( t )  -Bfu(t) 

By substituting EQ (6.1 1) into EQ (6.12), the error can be rewritten as: 

One can choose Km and KM as follows: 

Km = ~ f t  (A, -Af) 

Ku = B$B, 

so that the L, nom of d (r) is minimized: 

It should be pointed out that, under certain conditions, d (t) c m  be equal to 

zero. This is shown as below: 

With the above control gains K, and Ku, EQ (6.13) can be rewritten as: 

ê ( t )  = (Af-BfK,)e(t) + (1-BH) ( A , - A f ) x m ( t )  + (1-BP?) B,u,(t) (6.16) 

Therefore, if the following conditions are satisfied 



then d (t) = 0, and the equation of the state error becomes: 

The conditions in EQ (6.17) are known as Erzberger's conditions, [7]. From EQ 

(6. L8), it is clear that if the post-fault system is stabilizable, one c m  design the stabilizing 

control gain K, , so that the eigenvalues of the above error equation are assigned to the left 

half s-plane, and therefore, 

It cm be seen that Erzberger's conditions are sufficient conditions for achieving 

the state trajectory tracking. More often than not, d (t) # 0,  and: 

where 

In this case, the states of the reconfigured system will no longer follow the ref- 

erence model states, however, the distance between the two state trajectones (i.e. the error 

e (t)) will be bounded. This is because EQ (6.20) will be bounded-input and bounded-out- 

put stable as long as the reference model is stable and the input u, is bounded, [6]. There- 

fore, the stability of the reconfigured system can be guaranteed by using the perfect model 

following method. 
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One of the disadvantages of the above rnethod is the dificulty in choosing the 

reference model for the reconfigured system. A proper reference model should be chosen 

such that it not only has the desired performance, but also is relatively 'easy' for the recon- 

figured system to foUow its state trajectorïes closely. From EQ (6.21), although the l2 

n o m  of d ( t )  is minimized by choosing Km and KU as in EQ (6.14), it can still be rather 

large for some choices of the reference model (AJ3,). The value of d (t)  also depends 

on different failure modes, { A p  B '  . Therefore, the distance between the state trajectories 

of the reference model and the reconfigured system can be large with an inappropriate 

combination of the reference model and under some failure cases. 

6.2.3 Eigenstructure assignment rnethod 

From the viewpoint of stability and performance recovery, the reconfrgurable 

control can also be designed to recover the system eigenvalues, and the eigenvectors. This 

design philosophy has been realized in [3], where an eigenstructure assignment based 

reconfigurabIe control design method is proposed. This method not only guarantees the 

stability of the reconfigured system by recovenng the system eigenvalues, but also recov- 

ers the system performance to the maximum extent by placing the eigenvectors as close to 

those of the original system as possible. 

As in the previous case, the nominal open-loop system is given EQ (2. l), and a 

state feedback controi is used. The closed-Ioop system c m  be written as: 

m X n  
where K, E '3 is the state-feedback gain matrix of the nominal system (A, B}. 

For the above system, it is well known that there exists a solution of state feed- 

back gain, K, such that: (1) n self-conjugate eigenvalues cm be arbitrarily assigned; (2) 
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m entries in each eigenvector of a total n of eigenvectors cm be arbitrarily assigned; and 

(3) the achievable eigenvectors must lie in the subspace spanned by 

{ ( A i l  - A)-' B, i = 1,2, . . ., n), where Ai is the i th eigenvalue of the closed-loop sys- 

tem, [8]. 

When a fault occurs in the system, the system model becomes EQ (6.2). Based 

on this model, a new state-feedback control law needs to be synthesized in order to stabi- 

lize the post-fault system. The closed-loop systern then becornes: 

m X n  
where Kf E % is the reconfigured state-feedback gain rnatrix. In this case, Kf cm be 

designed to place the eigenvalues of the post-fault close-loop system at the desired loca- 

tions, which can be chosen to be the sarne as those of the original nominal system, Le. 

For multivarïable systems, the solution of Kf satisfying the above equation is 

not unique. In addition, one can choose Kf such that the eigenvectors of the reconfigured 

system are as close to those of the nominal system as possible. 

S ince, 

where 4 is the i th closed-bop eigenvector of the reconfigured system. From this equa- 

tion, it c m  be obtained that 
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n x m  m x l  
By denoting Si = ( A i l  -Af) - b f ,  Si E R , and gi = ~ ~ 4 ,  gi E % , 

EQ (6.26) becomes 

f Therefore, 4 lies in the subspace spanned by Si. The optimal choice of ui is 

the orthogonal projection of the corresponding nominal closed-loop system eigenvector, 

ui ,  on Si, Le. 

f The above choice of ui will rninirnize the l2  n o m  of the difference between ui 

f and ui : 

T f 
 in (vi  - <) (ui - vi) (6.29) 

where ui is the i th desired eigenvector of the nominal system. 

Now the problern is how to calculate K' to achieve the above u;. In order to 

solve this problern, a linear transformation T = [Bf P] E %" X n  is applied to the post- 

fault system, one can have 

and 



f 
By partitioning 3 and II. ,t according to the partition of B -f ‘ 

It c m  be obtained from EQ (6.32) and EQ (6.33) that 

f f Defining yf = [u u uf] and W = [hlwl h p ,  --• , Kf is writ- 
- 1  -2 "' -n 

ten as 

Therefore, a reconfigurable state feedback control is synthesized, which not 

only assigns al1 eigenvalues of the reconfigured system to those of the nominal system, but 

also makes the eigenvectors of the reconfigured system as close to those of the nominal 

system as possible. It is clear that the main advantage of this method over the PIM and the 
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mode1 foliowing method is that it can guarantee the complete recovery of the system sta- 

bility and partially recovery of the system performance. However, this rnethod also 

requires that the post-fault system information is known or provided by a perfect FDI 

scheme. 

6.3 Design of an Integrated FDI and Reconfi~gurable Control Scheme 

So far, some existing design techniques for reconfigurable control have been 

bnefly reviewed in the preceding section. Al1 of these methods are based on an assumption 

that the information about the post-fault system is known a priori, or provided by a FDI 

scheme. Under this assumption, the design problem of reconfigurable control becomes to 

redesign the controller so that the reconfigured system is close to the nominal system, in 

terrns of their closed-loop system matrices, or their system eigenstructures. Recalling the 

three time periods in active FTCS, which are described in Chapter 2, it is clear that the 

above described reconfigurable control design techniques are only suitable for the design 

in the post-fault period. As illustrated in Chapter 2, the system behavior dunng the fault is 

extremely important. If the fault is not appropnately restrained dunng its development, 

serious consequences c m  occur, i.e. the complete breakdown. Therefore, the reconfig- 

urable control design during the fault period needs to be carefully considered, which is 

closely related to the on-line FDI scheme. The critical timing issue is one of the main con- 

cerns during this period. 

In Figure 6.2, the structure of a general active FTCS system is illustrated. An 

on-lins FDI scheme is used to provide up-to-date fault information to the reconfigurable 

control module, and this reconfigurable control module should be able to incorporate such 

information and update the control parameten accordingly, so that the closed-loop system 

performance can be maintained without serious degradation. The whole operation of the 

active FTCS is real-time in nature. 



Failure 
Detection & 
Identification 

Dynamic x Y 
S ystem 

Design Moduie 

Figure 6.2 A general structure of a reconfigurable control system 

In this section, the design issue of the reconfigurable control and its integration 

with a FDI scheme are investigated. In order to integrate the FDI scheme with the recon- 

figurable control system, their design should be considered in the same framework, start- 

ing nght from the system rnodelling stage. Because FDI schernes are usually in discrete- 

time form, the system model considered in this section is aiso in discrete-time form, as 

was the model in Chapter 5. 

Consider a linear discrete-time SIS0 system in the following state-space repre- 

sentation under nominal operating conditions (no faults): 

x (k + 1) = Ax (k) + Bu (k) 

y(k) = C x ( k )  + v  (k) 

n X n  n x l  
w h e r e A ~ %  , B E %  , a n d C ~ % ~ ~ ~ , a n d x ( t ) , u ( t )  andy(r) areofappro- 

priate dimensions, respectively. v (k) is the rneasurement noise, which is assurned to have 

a white Gaussian distribution with zero rnean and a known variance: 2.  
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With the assurnption that only the plant dynamic fault is considered, when such 

a fault has occurred, the post-fault system state equation becomes: 

x (k + 1) = A/x (k) + Bu (k) k 2 kf 

Af = ( A + M )  

where &4 contains the fault-induced changes in the system matrix, and kj is the time 

instance of the fault occurrence. The above equation can be written as the following 

canonical fom: 

and 

where afi, i = 1,2, .... n , denotes the post-fault system parameters. It needs to be 

pointed that the parameters in the above canonical state-space representation are identical 

to those in EQ (5.41) and EQ (5.59), [9]. 

A = 

- - 
... O 1 O O 
... O O 1 O 

... . . . . . . . . . . . .  
... O O O 1 

-an -a n - 1  M. U s  -a - 



175 

In Section 5.5, a bounding parameter estimation algorithm based fault identifi- 

cation scheme is proposed. The advantage of this scheme is that it can provide a sequence 

of estimated bounds on the post-fault system parameters. 

where is the ith element in the mie system pararneter vector 8* , and 

6i, min (k) and eb max ( k )  are the estimation bounds, which are calculated in EQ (5.76). 

It should be mentioned that such estimation bounds carry crucial information on 

the post-fault system parameters. During the critical period of fault occurrence, the control 

reconfiguration will be synthesized based on these bounds without waiting for the final 

convergence of pararneter estimates. The cntical system States can be maintained in the 

allowable space, and the system stability is retained. When more accurate estirnates 

become available, the reconfiguration control law should be able to refine itself and gradu- 

ally recover the system performance. The key point of this design philosophy is to extend 

the system hard deadline at the moment of fault occurrence by a fast control reconfigura- 

tion, so that more time can be gained for irnproving the system performance by subsequent 

reconfiguration actions. 



6.3.2 Design of state-feedback control reconFguration 

1. State-space rnethod based on eigenvdue assignment technique - 

Since, in the bounding parameter estimation algorithm, the estimated pararne- 

ters and their bounds only change in a step-wise fashion, the estimated system mode1 

becornes a piecewise time-invariant model. It can be written in the following state-space 

representation: 

where the matrix a f ( h )  has the same structure as Af in EQ (6.40), but different parame- 

ters, âfi (h) , i = 1, 2, . . ., n , where h is defined in EQ (5.80). It represents the time step 

at which the estimates are updated. 

i A 

Because âf i (h )  = 6 ( h )  , % ( h )  = 6LaX(h) and z f i ( h )  = 6min(h) , from 

EQ (5.75) and EQ (5.76), one can write 

and 

;fi (hl +aïi (hl 
âfi(h) = 

2 

Based on the above equations, by defining: 



O O 1 ... O 
... . S .  ... ...... 

O O O ... 1 
- - 

...... ( h )  - -  1 ( h )  - a ~  ( h )  

and 

one can obtain die following relationships: 

Defining the estimation error matrix as E ( h )  , and the estimation error matrix 

bound as Eb ( h )  , where 

and 

~ ( h )  = ~ ~ - & ( h )  = 

- 
... O O O O 

O O O S . .  O 
. . . . . . . . .  ... ... 

O O O . O 

en ( h )  e n - ,  ( h )  ...... e l  (hl - 



where ei (h) = âfi (h) -afi (h) . From EQ (5.77), one can denote that 

b 
It is clear that lei (h) 1 < ei ( h )  , therefore, 

Finally, a bounded estimated post-fault system rnodel is obtained, and the 

parameter estimation error is also bounded. Based on this model, the state-feedback con- 

trol becornes: 

where v (k  - 1) is the reference input, and Kf (h) is the reconfigurable control gain. It 

should be pointed out that the state feedback gain Kf(h) is calculated only at every step in 

h. In this sense, h  can be referred to as the reconfiguration step. 

For every h, Kf(h) can be designed so that the closed-loop system eigenvaiues 

based on the estimated rnodel, hi [af ( h )  + B Kf(h) ] , i = 1,2, . . ., n are placed at the 

prescribed locations (closed-loop system eigenvalues under normal operations), i.e. 



where K, is the state-feedback gain for the original nominal system. 

There exist many design techniques for assigning the closed-Ioop system eigen- 

values using a state feedback. In fact, one c m  use the famous Ackermann's formula for 

solving this problem, [IO]: 

With such Kf(h), the eigenvalues of the closed-loop system become: 

Ai [Af+ BK'(h) ] = hi[af(h) + B K ( h )  + E ( h ) ]  (6.58) 

From the Bauer-Fike theorem, [Il], by denoting ( h )  = &(h)  + B K f ( h )  , 

and Afc ( h )  = Af + BKf ( h )  , it can be shown that: 

where K ( - ) is the condition number which is related to the matrîx a fc ( h )  . 11 - I l p  is the 

HG Ider matrix norm, which is defined as foilows: 

It should be mentioned that when p = 2, the above norm becomes the Frobe- 

nius norm, which is often used in robust control design techniques. Therefore, in this case, 

EQ (6.59) can also be written as: 



Ihi [Afc ( h )  1 - hi[&c(h)11 (Afi (hl 1 lk(h1 1 1 ~  
Lemma 6.1 The stability of the closed-loop post-fault system is guaranteed if the estim- 

tion ermr bound s a t i e s  the following condition: 

From EQ (6.59), it can be obtained that: 

Therefore, 

By substituting 1 1 ~ ~  ( h )  I l l ,  frorn EQ (6.62) into the right t em of EQ (6.64), it 

cm be seen clearly that the following inequality is me: 

Therefore, from EQ (6.64), the eigenvaiues of the tme post-fault system will 

satisw: 

Hence, the reconfigured closed-loop system is stable. 
n 
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2. Parametric space method based on the robust pole placement technique: - 

A reconfigurable state feedback controller can also be synthesized using a para- 

metric space based pole placement technique in a straightforward way. 

In this case, the closed-loop representation of the estimated post-fault system 

mode1 with the state feedback controller Kf(h) = [ku ( h )  k, _ ( h )  . . . . . . kl  ( h )  ] cm be 

written as: 

Zf (k) = [&(h) - ~ ~ / ( h ) ] 2 f ( k  - 1) + Bv ( k -  1 )  

The characteristic polynomial of the above system can then be readily calcu- 

lated as follows: 

where q is a factor that y ( k  - 1) = q - y (k) . Sirnilarly, the closed-loop characteristic 

polynomiai of the tnie system c m  also be obtained: 



where cpI is an interval polynomial. It can be seen that: 

Clearly, the problem of designing a fault tolerant control system becomes the 

synthesis of feedback gains to stabilize the above interval characteristic polynomial. 

There exist many robust control schemes which c m  deal with systems with 

pararnetric uncertainties in terms of parameter bounds [12][13]. First of d l ,  a Schur stable 

monic polynomial @ (q) with the desired eigenvalues is introduced as follows, and such a 

polynomial is called the nominal reference polynomial: 

For this polynomial, the maximal upper and lower bounds of the coefficients 

can be calculated so that the consequent interval polynomial is also Schur stable [12]. This 

stable interval polynornial is written as follows: 

From EQ (6.69) and EQ (6.74), the elements of the feedback gain ki (h) can be 

chosen such that: 



By using such feedback gains, the stability of the above polynomial can be 

guaranteed in the followuig lemma. 

b Lemma 6.2: Let ei ( h) = Ioh - ( P h  ( i, i) ) 1'21 , the closed-loop systern characteristic 

polynomial, Le. EQ (6.70) is guaranteed tu be Schur srable if 

b gi - g, 
e, ( h )  S 2 

From EQ (6.76), the coefficients of EQ (6.70) can be written as: 

S ince, 

Therefore, from EQ (6.78), it cm be obtained that, 

It is ciear that, if EQ (6.77) is satisfied, it c m  be obtained that, 

& + P i  g i - g i  - 
gî= - - - 2 2 L a  ( h )  + k i ( h )  <- 2 +-- 2 - gî fi 



It implies EQ (6.70) is stable. 

Now the reconfigurable control system has been effectively synthesized based 

on the information about the post-fault system provided by the FDI scheme. The proposed 

r e ~ o ~ g u r a b l e  control is robust to the imprecise post-fault system mode1 at early stages of 

fault identification, so that the control reconfiguration can be switched into action 

promptly. As more data becomes available, tighter bounds will be obtained, consequently, 

better control can be achieved. Such an approach to fault tolerant control is consistent with 

the design objectives of active FTCS illustrated in Chapter 2, and the philosophy of the 

gaceful degradation, i.e. maintain the most cntical system properties (high priority design 

objectives) first, and recover the secondary system performance as much as possible grad- 

ually. 

Frorn the condition posed in Lemma 6.1 and Lemma 6.2, it cm be observed that 

the stability of the resulting closed-loop systern depends on the size of estimated uncer- 

tainty bounds from the FDI scheme. If the bounds are too large, the stability of the closed- 

loop system may not be guaranteed. Therefore, a certain arnount of tirne should be allo- 

cated to the bounding parameter estimation scheme so that a suitable bound is obtained for 

the calculation of the stabi!izing feedback gains. 

6.4 Design Example: Active Fault Tolerant Control of a Lab-Scde 
Three-Tank System 

6.4.1 Systern description 

A picture of a lab-scale three-tank system is shown in Figure 6.3. 



Figure 6.1 A lab-scale three-tank system 

An illustrative diagram of this tank system is depicted in Figure 6.4. The system 

consists of three tanks connected in senal, labelled as tank 1, tank 2, and tank 3. There are 

two pumps in the system which can fil1 tank 1 and tank 3 independently. Therefore the 

level of tank 2 can only be reguiated indirectly through the adjacent tanks. In other words, 

the system has two independent inputs. There is a pressure sensor located at the bottom of 

each tank for level measurement. 

Tank 1 Tank 2 Tank 3 

+ Q20 

Figure 6.2 An illustrative diagram of the three-tank system 
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For this system, the design objective is to maintain the liquid level of the tank 2 

at a desired height and to keep the changes of the liquid level within a certain iimit in the 

presence of large disturbances or process faults. Thus, the system has one output, i.e. the 

liquid level in tank 2. Clearly, the system has one degree of actuator redundancy. 

The three-tank systern has several unique characteristics that one should bear in 

mind durhg the controller design: 

(1) Under no  circumstances is the spill-over allowed to occur in any tank. 

Therefore, one should particularly be carehil about the transients in the sys- 

tem ; 

(2) The drainage rates of the tanks are uncontrollable in our setup; 

(3) As far as tank 2 is concerned, tanks L and 3 (with their respective purnps) 

can be viewed as actuators. However, since the dynarnics of these two tanks 

are very comparable to that of tank 2, we should mode1 them as a part of the 

system; 

(4) Tanks 1 and 3 have identical diarneters, and their locations in the system are 

symmetric with respect to tank 2. Thus, the actuator redundancy is in the 

fonn of uniform redundancy. 

In this example, we will specifically demonstrate how to design an active FïCS 

against process faults. The fault considered is the leakage of tank 2 occumng in the drain- 

ing valve, V î ,  which can be rnodelled by an abrupt change in the flow resistance R 2 .  

The parameters and the variables of the system are given as follows: 



-3 2 
SI : Cross-sectional area of the tank 1 (8.107 x 10 m ) 

-3 2 
S2 : Cross-sectional area of the tank 2 (4.560 x 10 m ) 

-3 2 
Sf : Cross-sectional area of the tank 3 (8.107 x I O  m ) 

3 p : Density of the liquid (water, 1 .O k g / m  ) 

Hi : Liquid level of the tank i, i = 1 ,2 ,3  (m ) 

3 Q., : Liquid idet flow rate from the pump i, i = 1, 2, 3 (m /s ) 

Qio : Liquid drainage rate from the tank i, i = 1 ,2 ,3  (rn3/s ) 

3 
Q, : Liquid flow rates between tanks i and j (m /s ) 

5 
Ri : Drainage resistance of the valve i, ( k g / m  ) 

5 R,: Flow resistance between the tanks i and j, i, j = 1,2 ,3  ( k g / m  ) 

From the law of mass conservation, we can write out the dynamic relationships 

between the height of the Iiquid levels and the inlet and outlet flow rates as follows: 

where 

and the parameters are defined as: 



where g is the acceleration of gravity. Substituting EQ (6.83) into EQ (6.82), one can 

obtain the following equation to descnbe the coupled tank system: 

Clearly, the system is non-linear. When linearized around an operating point 

(hl , ,  h,, h,,) (it is assumed that hlo  > h20 > h30) ,  the following linear mode1 can be 

obtained: 

where 



So far we have obtained the mathematical model of the whole tank system 

depicted in Figure 6.4. In fact, in this design exarnple, the drainage of tank 1, tank 2 and 

tank 3 are assumed to be zero under normal operation, i.e. outiet valves VI , V2 and V3 

are closed. In this case, R, = R, = R3 = m, therefore, Qio = = Q30 = O in EQ 

(6.82). It is assumed that the initiai water levels are h l o  = h3, = 0.25 ( m )  , and 

h , = 0 . 2 ( m ) .  Flow resistances between the adjacent tanks are 

R ,, = 1.96 x 105 (kg / rn5)  and Ru = 2.00 x 10' (kg/rn5) . By substituting al1 the 

physical parameters in EQ (6.86), one c m  write the following linearized tank system 

mode1 under normal operation: 

The plant dynamic fault is modelled as  leakage in tank 2, Le. 

5 
R2 = + R2 = 1.0 x 103 (kg /rn  ) . Therefore, under the system initial operathg 

condition, the system model under such a fault becomes: 



From the above system model, it is clear that the leakage of the tank 2 has 

caused the changes in the system rnatrix, A ,  by noticing the value of the second element 

on the diagonal changes from -0.0156 to -0.0967. Such a fault belongs to the class of 

system dynamic faults. For this system, an active fault tolerant controller is implemented. 

The control system diagram is depicted in Figure 6.5. It includes an on-line fault detection 

and identification module and a reconfigurable control module. 

Figure 6.5 The system diagram of fauIt tolerant three-tank control system 

The on-Iine fault detection and identification scheme is used to detect the occur- 

rence of the leakage, and identify its location and size. The variation rate of the tank 2 liq- 
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uid level is estimated on-line, and can be used to estimate the outlet flow resistance ratio of 

the failed valve. A reconfigurable state-feedback control in the inner loop is used to corn- 

pensate for the fault-induced system dynamic change, the feedback gain is updated based 

on the identified fault information, k2. To maintain the liquid level after the fault is corn- 

pensated, a PID controller is implemented in the outer-loop. 

6.4.2 Experimental results 

In order to dernonstrate the effectiveness of the proposed active fault tolerant 

control systern, several experiments have been conducted. First of d l ,  the system step 

response using a conventional control (without FDI and reconfigurable control) is exam- 

ined, then the systern response using the fault tolerant control is examined and compared 

with the response using conventionai control. The results are shown i n  Figure 6.6. 

Figure 6.6 System responses under the leakage fault: (1) conventional control; 

(2) one-step reconfigurable control; (3) multi-step reconfigurable 

control 
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The input comrnand of system is to add water so that the liquid level changes 

from 20 cm to 25 cm. The leakage fault is introduced at t=70 sec. From the response 

labelled (1)' it is clear that by using a conventional control, the water level keeps decreas- 

ing once the leakage occurs and cm never get back to the desired level. However, by using 

an active fault tolerant control, the occurrence of the fault is detected by an on-line fault 

detection module, and the size of the fault (value of R2 ) is estimated, based on such infor- 

mation, the state-feedback gain is reconfigured to compensate for the fault-induced 

dynamic changes, finally, water level is brought back to the desired leveI after about 20 - 

30 sec's transients. (see response labelled (2)  and (3)). 

It should be mentioned that there are some differences between response (2 )  

and response (3), especially, during the transients right after the fault occurrence. For 

response labelied (2),  an one-step reconfigurable control is used, meaning that the control- 

ler is only reconfigured once based on the final FDI result. The FDI module, in this case, 

only provides the reconfigurable control with the fault information after the estimate has 

converged. Response (3) is obtained by using a multi-step reconfigurable control. In this 

case, the on-line fault identification module calculates the post-fault value of R, in real- 

time and provides the reconfigurable control module with updated fault information data, 

and the controller is updated correspondingly based on this data. The FDI and reconfig- 

urable control work in a piecewise continuous fashion, until the liquid level is completely 

recovered. 

By cornparhg the multi-step reconfigurable control with the one-step reconfig- 

urable control, it is clear that the former responds to the fault much faster, and therefore, 

the decaying rate is more sluggish than that using a one-step reconfigurable control. In 

other words, the system performance degrades less drastically. Effectively, the hard dead- 

line is extended further. By observing response (3), although the transients last longer 

(about 30 sec.), the peak amplitude of the transients is much less than that from response 

(2) (about 40% less). However, it needs to be pointed out that there are more transients 
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caused by the control r e c ~ ~ g u r a t i o n  process in the case of multi-step reconfigurable con- 

trol. 

6.5 Conclusion 

In this chapter, design aspects of active FTCS are exarnined. A new design 

scheme for a reconfigurable control system is proposed. Together with a new bounding 

parameter estimation based fault identification scheme proposed in Chapter 5, an inte- 

grated design for active FïCS is accomplished. The proposed method has been applied to 

the design of a lab-scale fault tolerant three-tank system. The expenmental results are pre- 

sented to demonstrate the effectiveness of this new active fault tolerant control strategy. 
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CHAPTER 7 

Conclusions and Future Work 

7.1 Conclusions 

A new class of control systems, called Fault Tolerant Control Systems (FTCS), 

has been snidied thoroughly in this thesis. Different from conventional control systerns, 

the ultimate goal of Fault Tolerant Control Systems is to maintain the system stability and 

acceptable performance not only during nomal system operation, but also in the presence 

of systern component faults or failures. There are some special considerations in these sys- 

tems, such as modeIling of faults/failures, design objectives in different system operation 

periods. time constraints, and performance degradation. Most importantly, a necessary 

condition for FTCS is the existence of hardware and/or analytical redundancy in the sys- 

tem. In fact, the design of Fault Tolerant Control Systems can be viewed as the manage- 

ment of the system redundancy. From this point of view, FTCS can be classified into 

passive FïCS and active FTCS. In this thesis, special considerations in FTCS were fust 

examined, and some fundamental charactenstics of such systems were expIored, so that a 

better and deeper understanding of FTCS was obtained. Based on this understanding, 

design issues of passive and active FTCS were investigated. New design methodologies 

were proposed. In the proposed methods, system redundancy has been utilized to achieve 

fault tolerance, and its important role was emphasized through the entire design process. 

In Chapter 1, the basic concepts of Fault Tolerant ControI Systems were intro- 

duced dong with a thorough review of the development of FTCS and the existing litera- 

ture . 
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In Chapter 2, different types of system faults were modelled. Then the design 

objective of FïCS was examined in depth, dong with a discussion of performance degra- 

dation in FKS. Finally, the performance specifications for passive and active FïCS were 

described. 

In Chapter 3, the important concept of system redundancy was fully illustrated. 

Definitions of actuator and sensor redundancies were provided with emphasis on their 

physical meanings. Chapters 2 and 3 lay the foundation for the entire thesis. The design of 

FTCS was then carried out using the framework built in these two chapters. 

Design problems of Passive FïCS were discussed in Chapter 4. In this chapter, 

existing design methods for passive mCS were reviewed first. A new design method for 

passive FTCS against actuator and sensor failures was then proposed, where the actuator 

and sensor redundancies were utilized respectively to achieve fault tolerance. It needs to 

be pointed out that a unique type of sensor redundancy, namely hybrid sensor redundancy 

(see Chapters 3 and 4) has been used instead of the dissimiIar triple sensor redundancy 

technique [l] for fault tolerance against sensor failures. The proposed designs were suc- 

cessfully applied to a ball-beam balance system and a lab-scale DC drive systern. 

In Chapter 5, design issues related to the Fault Detection and Identification 

(FDI) were discussed. First, two comrnon design techniques based on state estimation and 

parameter estimation were introduced and compared. Then the important issue of the inte- 

gration of FDI with reconfigurabIe control was addressed. Finally a new FDI scheme 

using the fast state estimation based fault detection scheme and a bounding parameter esti- 

mation based fault identification scheme was proposed. 

ProbIems in the design of reconfigurable control systems were exarnined in 

Chapter 6- A new design scheme for reconfigurable control systems was proposed. The 

main contribution of the proposed method was the adequate integration of FDI and the 

reconfigurable control. A design example of the fault tolerant control of a lab-scale three- 

tank system was then presented. An active fault tolerant control strategy has been utilized 
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in the design. Experimentai results have dernonstrated the effectiveness of the proposed 

design strategy, the integrated design of FDI and reconfigurable control. 

In conclusion, the research work presented in this thesis has covered many 

important issues in Fault Tolerant Control Systems, from the system modelling and perfor- 

mance specifications to the formulation of system redundancy and control system design. 

These important issues were thoroughly and deeply examined through numerous theoreti- 

cal studies and experimental tests. Most importantly, new design methodologies for both 

passive and active FTCS were developed, the important concept of system redundancy 

were adequately incorporated in the proposed design. 

7.2 Future Works 

Since control problems of fault tolerant systems are relatively new, there are 

many challenging problems remaining in this area. Although some of them have been 

investigated in this thesis, there still exist many open problems that are worth fûrther 

exarnination in the future. Some of these problems are: 

1. The performance specification of FTCS and the evaluation of the system 

aliowable space and hard deadline in active FTCS. 

2. The stability problem of active FTCS when integrating the FDI scheme and 

the reconfigurable control system, especially dunng the short period right 

after the fault occurrence. 

3. The design and analysis of FTCS in the stochastic domain. 

4. Reliability analysis of FTCS. 

These future works are of extreme importance for the development of FTCS. 

Many subjects are involved, such as real-time computer control [2] ,  stochastic process 

modelling 121, stochastic stability analysis [3][4], probability and statistics andysis [SI. 



198 

Some of the research areas are well-developed and sorne of them are emerging new tech- 

nologies. They al1 have found extensive applications to Fault Tolerant Control Systerns. 

Together with these research areas, Fault Tolerant Control Systems have opened up a 

prornising future to the controI system science and technology. 
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An Algorithm to Cmpute the Nominal 
Zntewal Polynomial 

In 199 1, Soh, et.al. presented a procedure to determine the allowable pemirba- 

tion of the coefficients of a polynomial P(s) about their nominal values, so that the per- 

turbed polynomial stiIl has al1 its zeros within a desired region in the open left half s-plane. 

Assume that an nth order polynomial family has the following form: 

where ti is the ith coefficient of the nominal polynornial, and E 5 O is the coefficient per- 

turbation. pi t O, .ri 2 O are the two different weights on perturbation. 

Now the objective is to find the largest positive value of E ,  named E ~ ,  so that 

the polynornial family F (s, eM) has al1 zeros within the desired region. 

By defining Fj (s, E )  , j = 1, ... ..., 2", as the vertex polynomial of F (s, e )  , 

where its coefficients 4, = ti + pie or 4, = ti - T ~ E ,  i = 1, . . . . . ., n , it can be written 

as: 

Fi (s, e)  = Po (sj + &Pi (s) 

where 



and 

n - r  
Po ( s )  = C 5s 

- 

Lemma: Assume D is a desired region in the open left halfs-plane, F (s, E) has al1 zems 

n 
within the region D if and onZy ifail verter polynomials Fi (s ,  E) , j = 1, . . . .. ., 2 , have 

al1 zeros within D. 

see Lemma 3 in [Il. 
LI 

Theorem: Suppose Po ( s )  h m  al1 zeros within the open Zef-halfs-plane. then, the larges? 

positive perturbation value. by which the polynomial family F (s, E) have al1 zeros 

within the open lefr-halfplane is given by 

eiM = min ( E ~ ,  el, ... ..., E2.) 

where 

and 



See Theorem 1 in [l]. 

Here A.+,, (.) denotes the maximum positive real eigenvalue of a matrix. Ro 

-9 is associated with the nominal polynomial Po ( S .  jd ), where $ is shown in Figure 4.10 

in Chapter 4. By writing Po (s - jp) as the following form: 

The resultant matrix R, is defined as: 

.... Sirnilarly, the matrices Ri, i = 1, 2, 2" can be obtained from the complex 

i9 ... polynomials Pi(s.je ) . i = 1,2? ? 2 " .  
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